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ABSTRACT

PClIe, a high-speed serial communication protocol, uses the Link Cyclic Redundancy
Check (LCRC) for data integrity, though traditional LCRC methods are power-intensive
and not suited for energy-efficient applications. This thesis explores enhancing data in-
tegrity in PCle’s data link layer using lightweight cryptographic (LWC) algorithms to
improve energy efficiency.

The research identifies a gap in studies focusing on reducing power consumption in
PCle-based data integrity mechanisms. This study addresses this gap by proposing
energy-efficient alternatives to the standard LCRC, including LWC algorithms like
ASCON, GRAIN, and Trivium, and parallel LFSR structures. These methods are com-
pared to the LCRC in terms of power consumption, data integrity, and speed, achieving
significant power reductions and improved efficiency.

Key improvements include:

* An energy-efficient method that maintains the LCRC function from the PCI Ex-
press specification.

* Enhanced LCRC method, reducing dynamic power consumption by 38% to 85%.

 Lightweight cryptographic algorithms and Reed-Solomon code as viable alterna-
tives to LCRC.

* Enhanced data integrity with low power consumption and high operating frequen-
cies.

* Increased reliability for battery-powered applications with new LCRC methods.

This research advances PCle data integrity and supports energy-efficient, power-constra-
ined systems, with implications for high-performance computing and data-intensive
applications.

Keywords: PCle, Data Integrity, LCRC, LWC, Reed-Solomon Code, Data Link
Layer
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OZET

Yiiksek hizli seri iletisim protokolii olan PCle, veri biitiinliigii i¢in Baglanti Dongiisel
Yedeklilik Denetimi’ni (LCRC) kullanir, ancak standart LCRC yontemi gii¢ yogun ve
enerji acisindan verimli uygulamalar i¢in uygun degildir. Bu tez, enerji verimliligini
artirmak i¢in hafif kriptografik (LWC) algoritmalar: kullanarak PCle’nin veri baglanti
katmaninda veri biitiinliigiinii gelistirmeyi aragtirmaktadir.

Arastirmada, PCle tabanli veri biitiinliigi mekanizmalarinda gii¢ tiiketimini azaltmaya
odaklanan ¢alismalarda bir bosluk oldugu tespit edilmistir. Bu calisma, ASCON, GRAIN
ve Trivium gibi LWC algoritmalar1 ve paralel LFSR yapilar1 dahil olmak {izere standart
LCRC’ye enerji agisindan verimli alternatifler dnererek bu boslugu gidermistir. Bu
yontemler, gii¢ tiiketimi, veri biitiinliigli ve hiz agisindan LCRC ile karsilagtirilarak ve
onemli gii¢ tiikketimi kazanimlari elde eilmis ve verimlilik arttirilmistir.

Bu caligma ile elde edilen 6nemli iyilestirmeler sunlardir:

* PCI Express spesifikasyonunda verilen standart LCRC mekanizmasinin islevi
korunarak, enerji agisindan daha verimli bir yontem sunulmaktadir.

* Gelistirilmis LCRC ad1 verilen yontem sayesinde, LCRC yapisinin dinamik gii¢
tikketiminde %38’den %85’e kadar dnemli bir azalma saglanir.

* Gelistirilmis LCRC’nin yan sira ¢esitli hafif sifreleme algoritmalar1 ve Reed
Solomon kodu iizerinde de bir ¢alisma yapilmis ve bunlarin standart LCRC yon-
temine iyi bir alternatif olabilecegi gosterilmistir.

 Batarya ile beslenen uygulamalar i¢in daha fazla veri biitiinliigli ve giivenilirligi
saglayan yeni LCRC yontemleri sunulmustur.

Bu aragtirma, PCle veri biitiinliigiinii bir adim daha ileri tastyarak, yiliksek performansl
veri islemleri ve yogun hesaplama uygulamalar1 i¢in verimli bir ortam sunulmasina
katkida bulunmaktadir.

Keywords: PCle, Veri Biitiinliigii, LCRC, LWC, Reed-Solomon Kodu, Veri Baglan-
tis1 Katmani
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1. INTRODUCTION

Peripheral Component Interconnect Express (PCle) is a serial communication protocol
that succeeded PCI, PCI-X, and AGP, which previously facilitated high-speed paral-
lel communication. Developed beginning in 2001, PCle is utilized to connect high-
performance hardware. Its widespread application spans both personal computers and
servers, making it a critical component in various domains. PCle provides high band-
width data transmission between the Central Processing Unit (CPU) and Graphics Pro-
cessing Unit (GPU) as it can be seen in Fig. 1.2. This connection is especially important
in gaming PCs and professional applications that require graphics processing. GPUs
have much more processing power than the CPU for computationally intensive opera-
tions, and thanks to PCle, fast and efficient data exchange is provided between these
two processing units. This is critical in areas such as graphics and video processing, as
well as scientific computing and machine learning [1]. It is also widely used in Solid
State Drives (SSDs). SSDs, which have much faster data reading and writing speeds
compared to traditional hard disk drives, can maximize their performance thanks to the
PCle connection. PCle-based Non-Volatile Memory Express (NVMe) SSDs stand out
with their high-speed data transmission and low latency. This provides a great advan-
tage, especially for data-intensive applications, games and other scenarios that require

high-speed data processing.
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(RAM) > SSD
PCle Root Complex . 7
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7 \\ Tl
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Figure 1.1: PCle usage in computer architecture [2].



Artificial intelligence and machine learning applications need powerful hardware to
quickly process large amounts of data. PCle allows GPUs and other accelerators to
communicate effectively with CPUs, providing an ideal solution for such applications.
During training of artificial intelligence models, the high bandwidth and low latency
of PCle play an important role when large data sets need to be processed and analyzed.
This enables a wide range of Al applications to run efficiently, from research laborato-

ries to large data centers [3].

The use of PCle in avionic systems, that is, in the electronic systems of aircraft, of-
fers significant advantages. Thanks to features such as high bandwidth, low weight,
resistance to electromagnetic interference and robustness, PCle-based optical cables
provide many advantages over copper cables. This improves reliability and perfor-
mance in in-flight data transmission and communication systems. PCle connections
provide fast and reliable data transmission between various sensors, control systems

and communication devices found on aircraft [4].

1.1. Background

Originally, it was designed solely as a local bus, providing data transmission between
the CPU, GPU and other I/O devices. But over time, PCle’s capabilities have been
expanded and expanded into broader application areas, such as data centers and high-

computation environments.

/ HPC cluster Compute node
S— 2 = Pl bus
ot 2 eon Aeon
R UL CPLG
I s
== S El
r— = & 2
| r———mmrm g g 5
\Ll = = E|
/ Core Processor Socket

-} e Cored || Corel | oy |CoreN I(:un:

Last Level Shared Cache
Uncore,

IMC || PCle || Pl

R

DDR3 PCle Intel
memor [v QuickPath
channels Links

Figure 1.2: HPC cluster overview [5].



PCIe has begun to play a critical role in modern data centers and high-performance
computing (HPC) environments by supporting point-to-point links and network con-
nections. With this protocol becoming a standard, it has become an indispensable tech-
nology for large-scale data processing and storage solutions. Especially in artificial
intelligence and machine learning applications, the advantages offered by PCle are of

great importance for the rapid processing and analysis of large data sets [6].

PCle has multiple generations and configurations that offer different speeds. Each gen-
eration makes the protocol even more capable, offering faster speeds and advanced
features compared to the previous generation. Each generation of PCle following new
technologies and improvements that increase data transmission speeds and enable more

efficient data transfer.

* PCIe 1.0: The first PCIe generation offers speeds of 2.5 Gigatransfers per second

(GT/s) and can reach data transfer rates of 250 MB/s in x 1 lane configuration.

* PCle 2.0: Second generation PCle increases speeds to 5 GT/s and enables data

transfer rates of 500 MB/s in x 1 lane configuration.

* PCle 3.0: Third generation PCle increases speeds to 8 GT/s and enables data
transfer rates of 1 GB/s in x 1 lane configuration. This generation provides higher
efficiency in data transmission with the 128b/130b coding system and creates less

overhead compared to the previous 8b/10b coding system.

» PCle 4.0: Fourth generation PCle delivers 2 GB/s data transfer rates in x 1 lane
configuration, increasing speeds to 16 GT/s. It stands out with its physical layer
improvements and the ability to operate at higher frequencies. This means higher
data transfer speeds for data centers and high-performance computing applica-

tions.

* PCle 5.0: Fifth generation increases speeds to 32 GT/s and enables data transfer
rates of 4 GB/s in x 1 lane configuration. This generation doubles data transmis-
sion speeds while maintaining backward compatibility with previous generations.

This ensures that existing PCle devices can run on next-generation PCle slots.

* PCle 6.0: The latest generation, PCle 6.0, offers speeds of 64 GT/s and can reach

data transfer rates of 8 GB/s in x 1 lane configuration. The newest generation,



PCle 6.0, enables high data transfer speeds by offering features such as PAM-4
(Pulse Amplitude Modulation) signaling and advanced error correction mecha-

nisms (FEC). Additionally, it provides low latency and high reliability [7].

PCle can operate in different configurations depending on the number of lanes used
in data transmission. A PCle link can have different lane configurations such as x1,
x4, x8, x16. These lanes directly affect data transmission speed and bandwidth. For
example, PCle 3.0 in x 16 configuration can deliver data transfer speeds of up to 16

GB/s. This flexibility allows PCle to meet both low and high bandwidth requirements.

X16

Figure 1.3: PCle x 16 lane example.

With each generation, the PCle protocol is equipped with new features that allow com-
munication at higher speeds. These developments have increased the performance of
PCle and enabled its use in wider application areas. Thanks to developing silicon tech-
nology, new protocols based on PCle have begun to emerge. One of the most notable
among these protocols is the Compute Express Link (CXL) protocol. CXL provides
data transmission with higher efficiency and lower latency by using the physical layer
of PCle. CXL is an open industry standard interconnect protocol that provides cache
coherency and memory semantics between different devices such as processors, ac-
celerators, and memory devices. CXL is designed specifically for data centers and
high-performance computing environments. One of the main advantages of CXL is
that it offers lower latencies and higher bandwidth, using the same physical layer as

PCle [8].



CXL works using the physical layer of PCle and supports alternative protocols on the
PCle physical layer (PHY). This allows CXL to deliver high performance with low
latency and power efficiency. For example, PCle 6.0 offers speeds of 64.0 GT/s with
PAM-4 signaling, while the CXL protocol optimizes data transmission by taking ad-
vantage of these higher speeds [9]. CXL also supports important use cases such as
memory expansion, resource pooling, and multi-server resource sharing [10]. This
provides more efficient and scalable solutions in data centers and high-performance

computing environments.

The fact that computation-intensive hardware is closely related to PCle is also valid for
battery-powered mobile systems, whose use is increasing today. These mobile systems,
equipped with high computing capabilities, must work intertwined with PCle. In other
words, edge devices now also contain PCle. For example, license plate recognition
systems, military applications, artificial intelligence applications that perform edge cal-
culations, and various IoT devices that perform edge calculations can be classified in

this category.

1.2. Motivation of the Thesis

With the rise of mobility, the need for low power also increases. Mobile devices and
edge devices need energy efficiency to extend battery life. PCle’s energy efficiency
increases the performance of these devices while minimizing energy consumption. For
example, PCle’s energy-efficient modes and low power consumption enable mobile
devices and edge devices to run longer [9]. But beyond these low power consumption
modes, there are some other ways to reduce power consumption applications can also
be made. In addition, it is possible to increase data integrity while aiming to reduce

power consumption, which is the main focus of this study.

1.3. Literature Overview

Although PCle-based power consumption reduction studies are rare in the literature,
there are the following studies on increasing data integrity. Some of these bring unique
reliability solutions. Some have also offered solutions with merging topics such as

blockchain and heavy-weighted crypto algorithms.



Methods to detect and correct silent data corruption in high-performance computing
have been investigated by [11], with significant improvements in system reliability
achieved through robust error detection and automatic correction mechanisms. An IoT-
based framework for ECG monitoring with secure data transmission has been devel-
oped by Guangyu [12], which has been found to be crucial for healthcare applications,
thereby improving data integrity and security in healthcare monitoring. A blockchain-
based mechanism for data integrity protection in cloud environments has been pre-
sented by PengCheng et al. [13], with data trust and reliability enhanced through de-
centralized verification. A method for privacy-preserving data integrity verification in
healthcare has been presented by Jian et al. [14], with a balance between data integrity
and privacy achieved using lightweight structures critical for sensitive data. Various
encryption techniques to enhance cloud data security have been detailed by Bijeta et al.
[15], with significant improvements in data confidentiality and reliability noted. The
role of blockchain technology in enhancing electronic health record interoperability and
integrity has been examined by Rateb et al. [16], contributing to secure and reliable
health data exchange. Strategies to minimize risks and increase data transfer reliability
by securing data transfers against silent data corruption have been presented by Batyr
et al. [17]. Methods to prevent data loss and corruption in file transfers have been ex-
amined by Ahmed and Engin [18], with increased data reliability achieved through fast
and effective integrity verification techniques. Finally, a proactive approach to protect-
ing cloud data integrity by integrating blockchain technology for instant detection of
data corruption in cloud computing has been presented by E. Angelin et al. [19]. These
studies offer innovative solutions to ensure the integrity and reliability of data across
different platforms and applications. However, all these studies were done with high

power consuming PCle based applications.

1.4. Contributions of the Thesis

In this study, unlike the listed studies, optimizations and innovative approaches on
special CRC(Cyclic Redundancy Code) structures in the PCle protocol stack are dis-
cussed. This thesis improves the integrity mechanisms at a slightly lower level in terms

of power consumption and achieves this within the PCI Express interface. Our thesis



also contributes to end-to-end integrity by providing a more sustainable environment
for power-limited environments by using lightweight cryptographic algorithms. The

following gains were obtained:

* We eliminated the CDC structure required for serial LFSRs in the PCle protocol
to be used in practice, thus eliminating the need for clock domain switching and
CRC mechanisms can be operated at high speeds within a single clock period,

allowing for convenient timing and increased overall performance.

* We proposed new LCRC methods by maintaining the low power consumption
and high operating frequencies we achieved by parallelizing the LFSRs within
the LCRC mechanism. And we further increased the reliability with the sug-

gested methods.

* The proposed LFSR parallelization method has resulted in a reduction of the
dynamic power consumption of the LCRC structure used in the PCle protocol by
38% to 85%. This method can also be applied to other similar CRC calculation
algorithms, such as ECRC and DLLP CRC.

* The processed data can be sampled at the Nyquist frequency, which increases
data reliability, when the data transfer rate for the proposed LCRC algorithms is
selected to support higher speeds than the trained link speed for link communi-

cation.

* The amount of data the integrity block can instantly handle with the same amount

of energy has been improved.

+ Although we sacrificed backward compatibility with light-weiht encryption algo-
rithms, we increased maintainability by proposing methods that provide higher
integrity than the integrity method we have already developed. And we have

created a more reliable environment for battery powered applications.

* We not only improved integrity, but also created an environment for data security

studies.

In the light of the above information, this thesis is organized as follows: Following the
introduction, the general and technical details of the PCle Standard are discussed in the

second section and the reason for focusing on LCRC in this study is examined. Chapter



3 shows the location of the newly developed integrity mechanisms within the PCle IP
core hardware and the LCRC process, as well as explaining the designed DLL layer in
detail. Chapter 4 details the work done to improve the LCRC algorithm presented in the
specification in terms of integrity and operating frequency. In Chapter 5, performance
results are presented and discussed, and the future research directions discussed and

the thesis is concluded.



2. PCle STANDARD OVERVIEW

PCI Express is a high-speed interface standard that connects peripheral devices to a
computer’s motherboard. It is often used to connect graphics cards, sound cards, net-
work adapters, and other peripherals to a processor. PCI Express is similar to the older
PCI and AGP standards, offering higher speeds and greater bandwidth than its prede-
cessors. It was designed to replace the older PCI standard, which was first introduced
in the 1990s. The main difference between PCI and PCI Express is how they transfer
data. PCI uses a parallel bus architecture, where data is transmitted over multiple wires
at the same time. This allows for higher bandwidth, but it also increases the number
of pins needed to connect components. PCI Express, on the other hand, uses a serial
bus architecture, where data is transmitted over a single pair of wires. This reduces
the number of pins needed, but it also limits the amount of data that can be transferred
at one time. However, PCI Express uses a technique called data encoding to increase
the amount of data that can be transmitted over a single pair of wires, allowing it to
achieve higher bandwidth than PCI. The development of the PCle standard began in
2003 with the release of version 1.0. Since then, the standard has undergone several
updates, including versions 1.1, 2.0, 3.0, 3.1, 4.0, 5.0, and 6.0, each providing higher
bandwidth and lower latency than the previous version, and work is still ongoing on
the latest version, PCle 7.0. The first official draft of PCle 7.0 v0.5 was released in
2024 [20]. PCle provides faster data transfer between a processor and peripheral de-
vices such as graphics cards, solid state drives, and network cards; meeting the needs
of high-performance applications such as cryptocurrency mining, artificial intelligence
acceleration, and data centers. In terms of hardware, PCle uses a point-to-point archi-
tecture that provides faster data transfer and scalability. PCle standards are maintained
by the PCI-SIG, an industry group that includes major companies such as Intel, AMD,
and NVIDIA.

PCle uses a point-to-point architecture that provides fast data transfer and scalability,
and is a high-speed serial bus interface. Like many high-speed serial transmissions,

PCle uses a bidirectional connection and is capable of sending and receiving informa-



tion simultaneously. The model used is called a dual-simplex connection because each
interface has a unidirectional transmit path and a unidirectional receive path. Since
PCle is a point-to-point architecture, a dual-simplex connection must be between two
devices. This path between devices is called a ”Link”, and Links consist of one or more
transmitter and receiver pairs as it can be seen in Fig. 2.1. Such a transmitter-receiver
pair is called a ”Lane” see Fig. 2.2, and the specification allows a Link to consist of 1,

2,4,8,12, 16, or 32 Lanes.

PCle

Device Link (1 to 32 lanes wide)
A

Packet

Figure 2.1: PCle lanes create links [21].

The number of lanes is called Link Width and is represented as x 1, x4, x8, x16 and
x32. The more lanes used in the design, the more bandwidth will be provided, but in-

creasing the number of lanes also increases power consumption and area requirements.

\Q/\Dne lane

Figure 2.2: PCle lanes include two differential pairs [21].

One of the most important design goals for PCle is backward compatibility with PCI
software. This motivates the use of software that is already installed and running on ex-

isting systems. In order to achieve this, all address spaces used in PCI have been moved

10



to the PCle structure, and since PCle requires more space, the address space has simply
been expanded compared to the PCI address space. In this way, old software can also
work in harmony with new PCle hardware. This also applies to the new generations
of PCle; software defined for PCle 2.0 can also work in harmony with PClIe 5.0 hard-
ware. One of the biggest motivations for PCI Express is to provide high-speed data
transfer by reducing the number of pins. When data is to be transferred through serial
channels, it is very clear that much higher transfer speeds must be provided compared
to parallel channels. Nevertheless, for the first generations of PCle, versions 1.0 and
2.0, the transceiver circuits can operate at speeds of 2.5 GT/s and 5.0 GT/s. In addition,
there is a speed of 8.0 GT/s for the Gen3 version. The symbol received as 10 bits in
the receiver/transmitter circuit is sampled at a speed of up to 8.0 GT/s and transferred
differentially out of the pin. The bandwidth calculation for PCle devices can be seen

in Table 2.1.

Table 2.1: Link width and bandwidth for different PCle generations.
Link Width | x1 [x2|x4|x8|x12|x16|x32

Genl Bandwidth (GB/s) | 0.5 | 1 | 2 | 4 6 8 16
Gen2 Bandwidth (GB/s) | 1 | 2 | 4 | 8 | 12 | 16 | 32
Gen3 Bandwidth (GB/s) | 2 | 4 | 8 | 16| 24 | 32 | 64
Gen4 Bandwidth (GB/s) | 4 | 8 | 16 |24 | 32 | 64 | 128
GenS Bandwidth (GB/s) | 8 |16 | 24 | 32| 64 | 128 | 256
Gen6 Bandwidth (GB/s) | 16 | 24 | 32 | 64 | 128 | 256 | 512

There is no clock signal transferred in PCle links. Instead, a symbol is encrypted before
being transmitted to the receiver and clk information is embedded in the data. The
serial data arriving at the receiver is examined and the clock information in the data is

recovered via PLL and used in the PHY layer.

When the PCle structure is examined at the system level, it can only be used as a sim-
ple tree structure which is shown in Fig. 2.3. The connection between the CPU and
PClIe buses can include different components such as processors and DRAM interfaces.
This structure is called the entire "Root Complex”. The root complex is the structure
responsible for transmitting the data it receives from the processor, main memory or

peripherals to the appropriate devices. Switches allow multiple devices to be connected
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to a single PCle port.

Root Complex

Memory

o PCle

Endpoint Bridge

to PCI
or PCI-X

PCI/PCI-X [I_D
Endpoint § Endpoint § Endpoint

Figure 2.3: A typical PCle based system [21].

In theory, they work as packet routers by examining incoming data packets and ad-
dresses. Bridges provide the connection between PCle and other bus structures. End-
points are the most basic PCle devices that can work as terminators or initiators in a

data transfer, and they have a simpler structure compared to the Root Complex.

2.1. The Operation of PCle

PClIe can be classified as a packet-defined protocol. Data received from the software in
accordance with the PCle format is divided into different traffic channels. It is classified
according to its priorities and sent to the receiving device using insurance mechanisms
against the corruption/failure of the sent data. The PCle interface data path is divided
into stages and a different function is implemented in each stage. These stages can be

examined under 3 different headings:
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Figure 2.4: PCle protocol stack [22].

2.1.1. Transaction Layer

It is responsible for the preparation and decoding of TLP packets, quality of service,

flow control, and transaction ordering functions. Data packets arriving at the PCle hard-

ware via DMA are first received at this layer. A transaction is the collective name given

to a packet that transmits a command to a target device and any completion packets that

the target sends back in response. PCle packets can be grouped into 4 main groups:

memory transactions, IO transactions, configuration transactions and messages.

o =
TLP Prefixes TLP = Data Payload 2| TLP Digest
(optional) Header ﬁ {included when applicable) “‘E: (optional)
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Figure 2.5: Sections of a transaction layer packet [22].

A transaction generated by software is reformatted as a transaction layer packet (TLP)

in the transaction layer, and the same TLP packet ends up in the receiver’s transaction

layer. Memory, I/O, configuration TLPs, and messages pass through the data link layer
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(DLL) and physical layer (PHY), respectively, to reach the neighboring device. Once
generated at the transaction layer, TLPs add fragments to the packet as it moves between
the Data Link Layer (DLL) and Physical Layer (PHY), and then verify at the receiver

that these fragments were correctly transmitted across the Link.

Sequence

Mumber Header

Framing

ECRC | | Lere || Framing
]

Transaction Layer 41

Data Link Layer

Physical Layer

OM13754

Figure 2.6: Extensions of a TLP.

In addition to the production and transfer of Transaction Layer Packets (TLPs), the data
transfer operations at the protocol level encompass several other critical tasks, such
as Quality of Service (QoS), Transaction Ordering, and Flow Control. These tasks
collectively enhance the efficiency, reliability, and performance of data transactions

within the PCle architecture.

Quality of Service (QoS) in PCle is designed to manage the prioritization of data traffic,
ensuring that critical data packets receive the necessary bandwidth and low latency
for optimal performance. QoS mechanisms achieve this by categorizing traffic into 4
different classes and applying specific policies to each class to guarantee a certain level
of performance. This is particularly important in scenarios where multiple types of
traffic coexist, such as real-time video streaming, bulk data transfers, and high-priority

control signals.

The implementation of QoS involves the use of various techniques, such as traffic shap-
ing, admission control, and packet scheduling. For instance, traffic shaping regulates
the flow of packets to prevent congestion and ensure smooth data transmission. Ad-
mission control mechanisms decide whether new traffic flows can be accommodated
without degrading the performance of existing flows. Packet scheduling ensures that

high-priority packets are transmitted promptly, while lower-priority packets may be
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delayed during periods of congestion [23]. The contribution of QoS to the PCle pro-
tocol is significant as it allows for the efficient and reliable handling of diverse data
streams, ensuring that performance-critical applications can function without interrup-
tion. QoS mechanisms help maintain the overall quality and reliability of the network

by minimizing packet loss, jitter, and latency.

In addition to QoS protocol, PCle also increases system performance by performing
Transaction Ordering. Transaction Ordering in PCle refers to the rules and mechanisms
that ensure the correct sequence of data packets during transmission and reception. This
is crucial for maintaining data consistency and integrity, particularly in complex sys-
tems where multiple transactions may be occurring simultaneously. Transaction Order-
ing ensures that dependent transactions are processed in the correct order, preventing
data corruption and ensuring that operations are completed accurately. PCle employs
various ordering rules, such as the strict ordering rule, relaxed ordering rule, and ID-
based ordering. These rules dictate how packets should be handled concerning other
packets in the system. For example, strict ordering requires that packets are processed
in the exact order they are issued, while relaxed ordering allows for some reordering to
improve performance without compromising data integrity [24]. The contribution of
Transaction Ordering to the protocol is primarily in enhancing the speed and reliability
of data transactions. By ensuring that packets are processed in the correct order, the sys-
tem can avoid data conflicts and ensure that all operations are completed correctly and
efficiently. This improves the overall performance and stability of the PCle interface
[7].

Another reason why the PCI Express protocol is a very fast interface is that it uses
the Flow Control theory. Flow Control is a mechanism that manages the rate of data
transmission between devices to prevent buffer overflow and data loss. This is achieved
by regulating the flow of data packets based on the available buffer space and network
conditions. Flow Control ensures that the sender does not overwhelm the receiver with
more data than it can handle, thereby maintaining a smooth and efficient data transfer

process.
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Figure 2.7: Transaction layer mehanisms : Flow control, Transaction Ordering and
QoS [25].

PClIe employs two primary types of flow control: credit-based flow control and token-
based flow control. In credit-based flow control, the receiver informs the sender of
the available buffer space by issuing credits, allowing the sender to transmit data only
when it has sufficient credits. Token-based flow control uses tokens to manage the data
transmission rate, with each token representing permission to send a certain amount of
data [26]. The absence of flow control mechanisms would lead to severe issues such as
buffer overflows, increased packet loss, and overall network instability. Without flow
control, the sender might transmit data at a rate faster than the receiver can process,
leading to data corruption and loss. Flow control ensures that data is transmitted at a
manageable rate, preserving the integrity and performance of the network. The three

mehanisms of Transaction Layer can be seen on Fig. 2.7.

Flow control works harmoniously with the Data Link Layer (DLL) in PCle. The DLL
manages transmission of data link layer packets including flow control credits. FC
counters is located in Transaction Layer and Data Link Layer is responsible for sending
the initialization type Flow Control DLLPs and update type DLLPs. Together, they
ensure that data is transmitted efficiently and accurately, maintaining the overall health

and performance of the PCle network.
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2.1.2. Data Link Layer

Data Link Layer is generally responsible for link management and performs three main
functions: TLP error correction, flow control and link power management. DLLPs are
used to perform the three main functions mentioned. DLLPs are transferred between the
Data Link Layers of two neighboring devices on a link and travel only between neigh-
boring devices and are not directed anywhere else. In other words, a DLLP packet is
generated at the DLL layer and consumed at the DLL layer of the opposite device. The
DLL architecture is comprised of various components, primarily the Transmit (Tx) and
Receive (Rx) channels, along with control blocks. These components work together to

ensure the reliable delivery of data packets.

Data Link
Layer

Figure 2.8: Data link layer [25].

Transmit Channel: Handles outgoing data by taking TLPs from the Transaction Layer,
adding necessary headers, and calculating CRC. The calculated CRC is appended to the

TLP, forming a DLLP, which is then transmitted to the receiver.

Receive Channel: Manages incoming data, verifying the CRC to ensure data integrity.
If errors are detected, corrective measures are taken, including requesting retransmis-

sion if necessary.

Control Blocks: These blocks manage the state and operations of the DLL, including

error handling, flow control, and communication with the Physical Layer.

A critical feature in the Tx channel is the retry buffer, which temporarily stores TLPs

until an acknowledgment is received from the receiver. If a packet is lost or an error is
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detected, the retry buffer allows the Tx channel to retransmit the affected packet without

reprocessing it from the Transaction Layer, thus improving efficiency and reliability
[7].
DLLPs are specialized packets generated by the Tx channel and sent to the receiver’s

DLL. These packets handle various control functions within the DLL. There are several

types of DLLPs, including:
» Acknowledgment DLLPs: Used to confirm the receipt of data packets.

* Flow Control DLLPs: Manage the flow of data by indicating the available buffer

space.

* Power Management DLLPs: Handle power management features, such as putting

the link into a low-power state.

Flow Control DLLPs are critical for maintaining efficient data transfer and avoiding
congestion. Init FC DLLPs provide information on the current buffer status of the
receiver. Update FC DLLPs update the sender on the amount of buffer space freed up
at the receiver. These DLLPs work closely with the state machine to dynamically adjust
data flow based on real-time conditions, ensuring smooth and efficient communication

[27].

Like TLPs, DLLPs are protected against corruption by CRC. Every DLLP and TLP
is appended with a CRC value to detect errors during transmission. If the CRC check
fails, corrective actions such as packet retransmission are initiated. The use of CRC sig-
nificantly enhances data reliability, though it does introduce additional computational
overhead and power consumption. Despite this, its benefits in ensuring error-free com-

munication make it indispensable in PCle architecture [28].

When data packets (TLPs and DLLPs) arrive at the receiver, the first step is to per-
form integrity checks. These checks involve verifying the CRC values appended to
the packets during transmission. If a packet passes the integrity check, it is considered
error-free and is processed accordingly. For DLLPs, this means routing them to be
consumed in the DLL to further processing. For TLPs, it involves stripping off any ad-
ditional headers added by the DLL before passing the data up to the Transaction Layer
[7] If a TLP fails the integrity check, a negative acknowledgment (Nak) DLLP must
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be sent back to the transmitter. This is accomplished by invoking the logic in the Tx
channel responsible for generating DLLPs. The Nak DLLP informs the sender that the
specific TLP was received with errors, prompting the sender to retransmit the faulty
TLP. This mechanism ensures that data corruption does not go uncorrected, maintain-
ing the integrity of the communication channel. On the other hand, if a DLLP fails the
integrity check, it is simply discarded. This is because DLLPs typically handle control
functions and are not as critical as TLPs in terms of data content. Discarding erroneous

DLLPs helps in preventing the propagation of control errors throughout the system.

When a Nak DLLP is received by the receiver, it triggers the retransmission of the
TLP identified by the Nak. The Tx channel relies on the retry buffer to manage this
process. The retry buffer stores TLPs until an acknowledgment (Ack) DLLP is received,
confirming successful reception by the receiver. Upon receiving a Nak, the transmitter
retrieves the specified TLP from the retry buffer and retransmits it. If an Ack DLLP
is received, it indicates that the corresponding TLPs have been successfully received
and acknowledged. The Ack DLLP references the TLPs by their sequence numbers.
Consequently, the retry buffer can then purge these acknowledged TLPs, freeing up
space for new data. This acknowledgment process is vital for ensuring reliable data

transfer and efficient use of buffer space [29].

The Data Link Control and Management Status State Machine (DLCMSM) plays a
central role in managing the operations of the Rx channel. It monitors the status of
incoming TLPs and DLLPs, handling error conditions and coordinating the actions
required to maintain data integrity. For instance, when a Nak DLLP is received, the
DLCMSM directs the retry buffer to retransmit the specified TLPs. Similarly, it updates
the state machine upon receiving an Ack DLLP, ensuring that the system is aware of
the successfully transmitted and acknowledged packets. The DLCMSM also manages
the flow control, ensuring that data is transmitted and received at a rate that prevents
buffer overflow and maintains efficient data flow. By keeping track of the status of each

packet, the DLCMSM ensures that the data link layer operates smoothly and reliably.

19



2.1.3. Physical Layer

The Physical (PHY) layer is the lowest layer in the hierarchy and is responsible for
generating and decoding Ordered Sets (OS). It processes TLP and DLLP received from
upper layers along with OS, and transmits them to the receiving device. The PHY layer
incorporates clock and data recovery (CDR) circuits for differential data reception, in-
cluding circuits for clock and data recovery, and manages the Link Training and Sta-
tus State Machine (LTSSM) responsible for link initialization and settings. This layer
uniquely combines both analog and digital blocks, playing a critical role in ensuring the
integrity and proper transmission of data across the network. It manages low-level sig-
nal transmission and reception tasks, utilizing both analog and digital circuits to handle
the various demands of data communication. By processing ordered sets along with

TLP and DLLP packets, it ensures synchronized and error-free data transfer.

Physical
Layer
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|
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* Packet
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|

Physical Layer

Packet *
T
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Figure 2.9: PCle physical layer architecture [25].

In the PHY layer, various packet types are employed, including TLP and DLLP, which
are crucial for transaction and data link layer communications respectively. The ordered
sets (OS) are also processed here to maintain the proper sequencing of data and control
information, ensuring coherent communication. The LTSSM within the PHY layer is
responsible for managing the states involved in initializing and maintaining the link.
It controls the transition between different states required for establishing a stable and

efficient connection, ensuring that the link parameters are correctly negotiated and set.
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The Link Training and Status State Machine (LTSSM) comprises several states, each
playing a specific role in managing the link. The Detect state involves the initial de-
tection of a potential link partner and validation of the presence of a connection. The
Polling state focuses on configuring the link and includes sub-states like Polling.Active
and Polling.Config, where the link is tested and parameters are exchanged to ensure
compatibility. The Configuration state finalizes the link parameters and prepares for

data transmission. This includes setting the appropriate link width and speed.

The LO (LOs and LOp) states represent the normal operational state where data trans-
mission occurs. LOs is a low-power state that reduces power consumption while main-
taining a ready state for quick resumption of full operation. The Recovery state is used
to re-establish synchronization if any errors are detected or if there’s a need to change
link parameters. The L1 and L2 states are low-power states with L1 being a standby

mode and L2 representing a deeper sleep mode with significant power savings.

The L3 state is the lowest power state, effectively shutting down the link, requiring a
full reinitialization to return to operational state. The Hot Reset state allows for a quick
reset of the link, useful in scenarios where the link needs to be reinitialized without a
complete power cycle. The Loopback state is used for testing the integrity of the data

path by routing transmitted data back to the transmitter for verification.

Lanes are individual data transmission pathways within the PHY layer, allowing par-
allel transmission of data. Lane to lane de-skew is a technique used to align data that
arrives at slightly different times across multiple lanes, ensuring that the data is properly
synchronized and can be accurately processed. Scramblers are used in the PHY layer
to randomize the data being transmitted, reducing the likelihood of signal interference
and improving signal integrity. They are critical for maintaining robust communication
across different generations, from Genl to Gen6, ensuring backward compatibility and

forward efficiency.

The PHY Interface for the PCI Express (PIPE) standardizes the connection between the
PHY and the Media Access Control (MAC) layer, facilitating smooth communication
between these layers. It defines the physical link characteristics and the protocol for
data exchange. Encoders and decoders in the PHY layer convert data between its digital

format and the encoded format suitable for transmission. These components ensure that
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data integrity is maintained across different generations of the PCI Express standard,

from Genl to Gené6.

Encoders and decoders are essential in the PHY layer to translate data into a form that
can be effectively transmitted and received over the physical medium. For Genl and
Gen2, the 8b/10b encoding scheme is employed. This scheme translates 8-bit data into
10-bit encoded data, ensuring sufficient signal transitions for clock recovery and provid-
ing error detection capabilities [30] Gen3 onwards uses a more efficient 128b/130b en-
coding scheme, which significantly reduces the overhead to just 1.5%, allowing higher
data rates with better bandwidth utilization. This scheme translates 128 bits of data into
130 bits, incorporating alignment markers to help maintain data integrity over high-

speed links [31].

Gen5 and Gen6 continue to build on this foundation with even more advanced encoding
schemes. Gen5 employs 128b/130b encoding with additional optimizations to support
data rates up to 32 GT/s. This generation also includes enhanced equalization tech-
niques to maintain signal integrity at these higher speeds [32]. Gen6, on the other hand,
adopts PAM-4 (Pulse Amplitude Modulation 4-level) signaling to achieve data rates up
to 64 GT/s. PAM-4 encoding increases the number of bits per symbol, effectively dou-
bling the data rate without increasing the bandwidth. This method, however, introduces
new challenges such as increased susceptibility to noise and signal degradation, which

are addressed through advanced equalization and error correction techniques [33].

Elastic buffers in the PHY layer absorb timing variations between the transmitting and
receiving clocks. They help in smoothing out any discrepancies, ensuring that the data
is delivered consistently and without error. PLLs are crucial in the PHY layer for gen-
erating stable and synchronized clock signals from a noisy input. They ensure that the
timing of the data signals is precise, which is vital for high-speed data communication.
CDRs recover clock and data signals from the incoming differential signals. They play
a vital role in maintaining the integrity of the received data by accurately extracting the

timing information.

Equalizers in the PHY layer compensate for signal degradation over long distances or
through various mediums. They adjust the amplitude and phase of the received signals

to restore the original signal quality. PAM-4 is a modulation technique used in high-
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speed communication to increase the data rate by encoding two bits per symbol. This
technique allows for more efficient data transmission by effectively doubling the data
rate without doubling the bandwidth. SerDes components convert parallel data into
serial data for transmission and then back into parallel data for reception. They are es-
sential for high-speed data communication, enabling efficient and reliable transmission

over various distances.

As can be inferred from a forementioned material, PCle is a very heavy-weight and com-
plicated communication protocol. Although it consists of fundamentally three main
layers, it is composed of dozens of sub-blocks. Being designed as a high-speed com-
munication protocol, it is inherently power-hungry. To manage power consumption,
numerous methods are applied within this protocol. Any power improvement in a spe-

cific part of this protocol can enable significant power savings in a PC system.

The main focus of this work is power/performance optimization of CRC mechanisms
located in DLL. While continuing on these efforts, a more performance-efficient im-
plementation of the CRC mechanisms already has been presented in the specification
of Gen7 [20]. Additionally, emerging topics were explored, and some CRC implemen-

tations were proposed using Lightweight Cryptographic Algorithms (LWCs).
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3. PCIE IP CORE DESIGN

The integrity mechanisms planned to be developed in this study are generally located in
the Data Link Layer. For this reason, the Data Link Layer of the PCI Express Controller

block has been implemented.

In the implementation of integrity mechanisms within PCI Express Controllers, the
Data Link Layer plays a crucial role. The DLL is primarily responsible for managing
the link between devices and ensuring the reliable transmission of data. It achieves this
through three main functions: Transaction Layer Packet error correction, flow control,
and link power management. To accomplish these tasks, the Data Link Layer utilizes
Data Link Layer Packets. DLLPs facilitate the communication of flow control infor-
mation and power management signals between devices, ensuring that the data trans-
mission remains efficient and reliable. Additionally, the DLL acts as an intermediary,
carrying TLPs between the Transaction Layer and the Media Access Control (MAC)
layer. Data Link Layer architecture will be examined under 3 main groups. Control

blocks, Rx data path and Tx data path.

3.1. Control Blocks

OM13T T8

Figure 3.1: DLCMSM States [21].

The Data Link Control and Management Status State Machine (DLCMSM) is respon-
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sible for managing the transmission of Transaction Layer Packets and Data Link Layer
Packets, as well as the overall management of the link in PCI Express. This state ma-
chine ensures that data transmission is reliable and that flow control is properly main-
tained. As it can be seen on Fig. 3.1 the DLCMSM operates in four states: DL _inactive,
DL initl, DL init2, DL active.

DL init state has 2 substates named as initl and init2. Each with specific roles and

transitions based on the link status and signals received.

DL _inactive: In this state, no data traffic occurs within the DLL. The link is inactive,

and neither TLPs nor DLLPs are being transmitted or received.

DL _initl: When the MAC layer raises the phy _linkup signal, indicating that the phys-
ical layer is ready, the DLCMSM transitions from DL _inactive to DL _initl. In this
state, the DLL begins receiving flow control (FC) credit values from the Transaction
Layer. These FC credits are crucial for managing the data flow and are transmitted to

the corresponding device using DLLPs.

DL _init2: After transitioning from DL initl, the DLCMSM enters the DL _init2 state.
In this state, the exchange of FC credits continues using Init2 FC DLLPs. This ex-

change ensures that both devices are synchronized and ready for data transfer.

DL_active: Once both types of initialization FC DLLPs have been sent and received,
the DLL raises the DLup signal, indicating that the link is fully established and active.
The DLCMSM then transitions to the DL _active state. In this state, active data trans-
mission and reception occur. The DLL utilizes two data channels: the Rx data channel

for receiving data and the Tx data channel for transmitting data.

During the DL _init and DL _active states, the DLCMSM ensures the seamless flow of
data by managing the transmission and reception processes. This includes handling
the FC credits to maintain a balance between the amount of data being sent and the
receiving device’s capacity to process it. The Data Link Control and Management
Status State Machine is the fundamental block responsible for managing traffic within
the Data Link Layer of PCI Express. In addition to the DLCMSM, the DLL includes

Transmit and Receive data channels.
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3.2. Tx Path of the Data Link Layer

As shown in Fig. 3.2, the transmitter channel includes packet generator modules, a
retry mechanism, and packet transmission hardware. The module that first receives the

Transaction Layer Packets from the Transaction Layer is the packet generator module.
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Figure 3.2: Data link layer micro architecture [21].

The Transaction Layer Packet generator module shown in (Fig. 3.3) firstly generates a
tag number called the Next Transmit Sequence (NTS) for each received TLP. This tag
number is assigned to each transmitted TLP. To facilitate this, the module maintains
an NTS counter. Once the NTS is appended, the TLP enters the enhanced Link Cyclic
Redundancy Check module, where a 32-bit LCRC computation is performed. The
calculated LCRC value is then appended to the tail of the TLP, completing the TLP
packet generation process. Both the NTS tagging and the CRC calculation processes
are accomplished within a single clock pulse. The TLPs, after LCRC computation, are
issued to the Media Access Control layer. Meanwhile, each transmitted TLP is also
stored in the retry buffer. The retry buffer operates similarly to a FIFO (First In, First
Out) buffer, but its read and write pointers are configured differently. It is designed as

a FIFO-like structure capable of retransmitting every TLP sent to the MAC layer.
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Figure 3.3: Transaction layer packet generator.

The retry buffer contains registers that hold the addresses of the read minimum and read
maximum pointers. If an Acknowledge message is received for each transmitted TLP,
the read minimum and read maximum pointers are equal, indicating that the memory is
empty. If a TLP has been sent to the MAC but an Acknowledge message has not been
received, the read minimum pointer records the index indicating the Start of Frame
for the stored TLP. Similarly, the index holding the End of Frame for the same TLP is
recorded at the read maximum pointer address. During any retry TLP operation, the
read pointer issues read requests to all indexes between the read minimum and read

maximum addresses, resending the stored TLPs to the MAC layer.

By incorporating these mechanisms, the system ensures reliable transmission of data
packets, minimizing the chances of data loss and enhancing the overall efficiency of
the data link layer. The packet generator, LCRC computation, and retry buffer work
together seamlessly to handle TLPs efficiently, ensuring data integrity and successful

communication across the layers.

The transmission path in the Data Link Layer not only handles the packaging of Transac-
tion Layer Packets but also takes on the responsibility of Data Link Layer Packet genera-
tion. The DLLP generator within the Tx path produces various types of DLLPs, includ-
ing Acknowledge/Negative Acknowledge (Ack/Nak) DLLPs, Flow Control DLLPs,
and Power Management (PM) DLLPs. Before the link becomes fully operational, it is
crucial to send FC initialization DLLPs. To achieve this, the FC buffers in the Trans-
action Layer provide credit limit information, which is then used to generate FC initl

and FC init2 DLLPs.
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Once the link is operational, there is an ongoing need to generate FC DLLPs. Because
the available space in the TL’s FC buffers can vary during runtime, it is necessary to
periodically send FC update DLLPs to the connected device. These update FC DLLPs

are also generated based on the FC credits obtained from the TL.
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Figure 3.4: PCle Data Link Layer packet formats.

Additionally, the DLLP generator module produces power management DLLPs, which
are responsible for the power management of the link. It also generates Nak DLLPs
to report any erroneously received TLPs, and Ack DLLPs to confirm the receipt and
processing of TLPs without any errors. The encoding details for some of these DLLPs
are provided in Fig. 3.4. The process of generating these different types of DLLPs
is integral to maintaining efficient and reliable communication over the PCI Express
interface. By ensuring proper flow control and power management, the system can
operate smoothly and respond appropriately to different states and conditions of the
data link. According to the decoding shown in Fig. 3.4, the generated DLLPs undergo
a CRC calculation process. Each DLLP is subjected to a 16-bit CRC computation to
ensure data integrity. Once the CRC is calculated, these DLLPs are transmitted to the
MAC layer.
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To manage the timing and priority of data packets being sent to the MAC layer, the
Tx arbiter module is implemented. This module plays a critical role in determining
which data packet should be sent to the MAC layer at any given time. The Tx arbiter
makes this decision based on feedback from various components within the Data Link
Layer. By evaluating these inputs, the arbiter prioritizes data packets and ensures their
orderly transmission to the MAC layer. The decision-making process of the Tx arbiter

considers three primary factors:

* Timeout Mechanisms for DLLP Packets: The Data Link Layer includes time-
out mechanisms for DLLP packets. If a timeout occurs, generating an interrupt,
the affected DLLP packet must be prioritized and sent to the MAC layer imme-
diately. This ensures that critical DLLP packets are transmitted without delay,

maintaining the reliability and efficiency of the communication link.

* Completion of Ongoing Packet Transmission: The Tx arbiter ensures that once
the transmission of a TLP or DLLP packet has begun, it must be completed before
initiating the transmission of another packet. This rule prevents the interruption
of ongoing transmissions, thereby avoiding data corruption and ensuring that

each packet is fully and correctly transmitted before moving on to the next one.

* Frequent Transmission of Ack, Nak, and Update DLLPs: To prevent operational
stalls, the Tx arbiter prioritizes the frequent transmission of Ack, Nak, and Up-
date DLLPs. These packets are crucial for maintaining the flow of data and com-
munication integrity. Ack and Nak DLLPs provide acknowledgment of received
packets and notifications of errors, respectively, while Update DLLPs convey im-
portant flow control information. Regular transmission of these packets ensures

smooth and continuous operation of the data link.

By adhering to these considerations, the Tx arbiter effectively manages the flow of data
packets within the Data Link Layer, ensuring efficient and orderly communication with

the MAC layer.
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3.3. Rx Path of the Data Link Layer

In the receiver channel, when the Data Link Layer receives DLLPs it must verify the in-
tegrity of these packets to ensure error-free communication. This involves performing
the 16 bit CRC check. If the LCRC check reveals an error, the DLLP is discarded, and
an error flag is set. This prevents corrupted control data from affecting the communi-
cation link’s reliability. Upon successful integrity validation, the DLLPs are decoded

based on their specific types. Each type of DLLP serves a different function within the

PCle protocol.
Transmit Receiver
Device A Device B
From To
Transaction Layer Transaction Layer
Tx

Data Link Layer

Sequencel TLP |LCAC

Data Link Layer
s-DE] e [DC

Replay
Butffer

TLF
Sequence] TLP |LGAG

Figure 3.5: Overview of the Ack/Nak protocol [21].

FC DLLPs manage the flow control between devices.These packets contain header and
data credit values, which are extracted and sent to the transaction layer to regulate the
flow of TLPs, ensuring that the sender does not overwhelm the receiver. On receiving
an FC DLLP, the extracted header and data credit values are passed to the transaction
layer. This ensures that the data flow remains controlled and efficient, preventing buffer

overflows and underflows.

Ack DLLPs indicate successful receipt of TLPs. The sequence number in the Ack
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DLLP is used to update the retry buffer (see Fig. 3.5), confirming which TLPs have
been successfully received and can be removed from the buffer. For Nak DLLPs, the
sequence number triggers the retransmission of the specified TLPs from the retry buffer,
ensuring data integrity and reliability. PM DLLPs are used for managing the power
states of the link. These packets instruct the receiver to transition the link to a different
power state, optimizing power consumption without compromising the link’s perfor-
mance. This involves transitioning to a lower power state when the link is idle or to a

higher power state when data transmission resumes.

Unlike Data Link Layer Packets, which are fully processed by the DLL, TLPs are
treated as a “’black box.” This means that the contents of TLPs are not interpreted or
modified by the DLL. Instead, the DLL focuses on ensuring the integrity and proper
alignment of TLPs before passing them on to the Transaction Layer. The DLL per-
forms a final check to ensure that the TLP has not been corrupted during transmission.
This check ensures that only valid and intact TLPs are forwarded to the Transaction
Layer. The aligned and verified TLP is then sent to the Transaction Layer for further
processing. The Transaction Layer interprets and processes the TLP, performing the

necessary actions based on the data contained within the packet.

Figure 3.6: Synthesis schematic of our PCle DLL in Synopsys DC-NXT.

All of the Rx, control and Tx blocks described above was modeled using the System

Verilog HDL language and synthesized using the Synopsys DC-NXT tool using TSMC
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16 nm technology. The enhanced LCRC hardware, which is the subject of this publi-

cation, was used in the synthesized hardware. The obtained results are as follows:

Table 3.1: The cell count of our DLL.

Cell Count

Hierarchical Cell Count 24
Hierarchical Port Count 3120
Leaf Cell Count 357063
Buf/Inv Cell Count 33977
Buf Cell Count 22332
Inv Cell Count 11645
CT Buf/Inv Cell Count 0
Combinational Cell Count 247422
Sequential Cell Count 109641
Macro Count 0

Table 3.2: The area of our DLL.

Area

Combinational Area 69267.519305
Noncombinational Area 125057.057980
Buf/Inv Area 6136.041705
Total Buffer Area 4765.75
Total Inverter Area 1370.29
Macro/Black Box Area 0.000000
Net Area 0.000000
Net XLength 3451694.75
Net YLength 3259680.50
Cell Area 194324.577286
Design Area 194324.577286
Net Length 6711375.00

For the 2.5 ns constraint, there is no path that violates the WNS in the setup and hold

paths. The delay of the path with the worst timing is reported as 2.42 ns.

32



The schematic visual of our custom Data Link Layer is depicted in Fig. 3.6. As illus-
trated by the schematic and corroborated by various reports, although only a single layer
is implemented, it occupies a significant area. The considerable number of logic cells
required for just one layer underscores the power-hungry nature of the PCI Express in-
terface. Therefore, optimizing every hardware block within this structure is imperative.
In light of this, a comprehensive study was conducted to explore whether more efficient
hardware could replace the existing improved LCRC hardware utilized in the synthe-
sized system. This study aimed to identify and implement alternative hardware solu-
tions that could potentially enhance performance and reduce power consumption. The
goal was to streamline the Data Link Layer, ensuring it operates more efficiently while
maintaining or even improving its functionality. The findings indicated that several
hardware options could provide better efficiency compared to the current LCRC hard-
ware. These alternatives were evaluated based on various parameters such as power
consumption, processing speed, and overall footprint within the system. The research
suggested that implementing these new hardware solutions could significantly improve
the energy efficiency of the PCI Express interface. Moreover, it is crucial to continu-
ally refine the hardware blocks to keep up with the evolving demands of technology
and to ensure that the interface remains robust yet efficient. Future work will focus
on further optimizing these hardware components and exploring innovative solutions
to reduce the power consumption of the PCI Express interface without compromising
its performance. By adopting these improvements, the system can achieve a more bal-
anced trade-off between power consumption and performance, ultimately leading to
a more sustainable and efficient operation. Such advancements are essential for the
continued development and optimization of high-performance computing systems that

rely on the PCI Express interface.
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4. ALTERNATIVE APPROACHES FOR DATALINK
INTEGRITY

Link Cyclic Redundancy Check is a mechanism used for error checking and detection
during data transmission. It ensures the integrity of data frames by incorporating a
Cyclic Redundancy Check code. The primary function of LCRC is to detect any cor-

ruption in the received data and ensure the data sent remains intact.

TL Layer
tl data d11 i ' dll data tl o DL Layer
S dil_tip_tl
segNum tip
vy |
Concatenate o cEG G
LCRC v
Calculator :‘—llpwﬂhSeqNum LCRC
|$G l NRS  <crcOK- Chack

Concatenate

dil_tip_phy dil_dilp_phy
A A <phy_dlip_diy phy_tip_dil

dllda‘taphyo@ phyda‘tadllié DL Layer
PHY Layer

Figure 4.1: LCRC mechanism in PCIe Data Link Layer.

As it can be seen in Fig. 4.1, when Transaction Layer Packets come from the PHY
layer, they are processed through the LCRC calculation mechanism for an integrity
check. If the CRC code in the incoming TLP matches the calculated LCRC, the TLP
is considered intact. The Next Receive Sequence is then incremented by one, and the
incoming TLP is directed to the Transaction Layer. If a mismatch is detected between
the calculated LCRC and the CRC in the TLP, the error is reported, and the incoming
TLP is discarded without being forwarded to the TL.

Initially, a 12-bit Sequence Number is added to the TLPs received from the TL. This
TLP, concatenated with the Sequence Number, is sent to the LCRC module. The cal-
culated CRC value is queued with this data and transferred to the PHY Layer. The
LCRC mechanism relies on an Linear Feedback Shift Register (LFSR) circuit with the
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0x04C11DB7 polynomial. It processes 1-bit of input at a time and produces a 32-bit
CRC code upon completion. Before starting, all flip-flops in the LFSR are set to binary
1. The LCRC mechanism operates in a slow clock domain, receiving 1 byte of data at
a time. It maintains the CRC calculation by feeding 1-bit of the byte to the LFSR in an
eight times faster clock domain, starting from the least significant bit. After completing

the CRC calculation, all flip-flops of the LFSR are reset to binary 1.

4.1. Standard LCRC Mechanism in PCle Spesification

The standard LCRC mechanism in PCle is essentially a serial Linear Feedback Shift
Register circuit. This mechanism utilizes the polynomial 0x04C11DB?7 for its compu-
tations. During each clock cycle, the LFSR processes the TLP data serially to generate
a CRC code. Starting with an initial seed value of OxXFFFFFFFF, the LFSR operates by
taking the input TLP data bit by bit, beginning with bit 0 of byte 0 (bit 8 of the TLP se-
quence number), and continues through each successive byte from bit 0 to bit 7 which
can be seen in Fig. 4.2 This method ensures that the CRC value is computed sequen-
tially, incorporating each bit of the data into the calculation. The resulting 32-bit CRC
value is then appended to the end of the TLP, providing a robust means of verifying
data integrity during transmission between Data Link Layers. This CRC code helps in
detecting and correcting errors, thus ensuring the reliability of data transfer across the

PCle interface.
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Figure 4.2: Calculation of LCRC [22].
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However, to achieve high-speed and high-bandwidth data transfer, data paths must be
configured in parallel. Consequently, if the standard LCRC implementation is used, the
LCRC hardware would need to operate at a clock speed that is eight times higher than
that of the Data Link Layer. This requirement can introduce synchronization problems,
as the LCRC circuit must keep pace with the rapid data transfer rates. Such high-speed
operation is particularly challenging in FPGA-based emulation environments, where
the verification of designs becomes problematic. For instance, even at a data transfer
rate of 2.5 GT/s, the LCRC hardware would need to function at a minimum clock speed
of 2 GHz [34], assuming the controller is operating with a single lane. This clock
speed is often beyond the capabilities of FPGA emulation, making it impractical to
implement and verify the LCRC in such environments. Instead, while direct hardware
implementation in emulation environments may not be feasible, the design can still
be simulated to verify its functionality. For actual deployment, the design can then
be synthesized and implemented using ASIC backend processes, which are capable of

handling the required high-speed operations.

When the LCRC mechanism, as specified in the PCI Express specification [22], is
designed in Verilog and implemented on the Xilinx KCU105 Board, the results obtained

are shown in Table 4.1.

Table 4.1: Standart serial LCRC wrapper implementation results.

Parameter Value
LUT 71
LUTRAM 0

FF 38

10 108
BUFG 1
WNS (ns) -3.546
Freq (MHz) 73.82
Power (W) 0.118

Junction Temperature (°C) 25.5

When the prototype LCRC circuit was implemented for the Xilinx Kintex Ultrascale
XCKU040-2FFVA1156E FPGA device, it was found to operate at a maximum clock

rate of 73.82 MHz, which is insufficient to meet PCle throughput requirements for em-
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ulation environment. To address this issue, parallel LFSR circuits could be employed,
or the system could be designed for ASIC implementation, potentially achieving the de-
sired frequencies. However, both solutions have their drawbacks. Higher frequencies
result in increased dynamic power consumption, while using multiple LFSRs raises
both area and static power consumption. Given the power-intensive nature of the PCle
interface, it is crucial to optimize each subsystem for power efficiency as well as per-

formance. Therefore, various approaches are explored in this section.

4.2. Enhanced LCRC Mechanism

Implementing CRC using a Serial LFSR is often inefficient for certain architectures
as it processes only one data bit per clock cycle due to serial data input [35, 36]. For
an N-bit data bus, each clock pulse is required to process each bit serially in the CRC
module [36]. Research into parallel CRC generation has shown that parallelizing the
CRC circuit can enhance efficiency [37]. Furthermore, Perez’s work on byte-wise CRC
calculations provides practical insights into implementing parallel CRC circuits [38].
This paper’s method of reducing power consumption relies on parallelizing the serial
CRC circuit. The CRC32 polynomial used for data integrity in the PCle Data Link
Layer is given by [22]:

G(Qf) — 1—|—ZL‘1+$2+ZL’4—|—$5+$7+1’8—|—1’10—|—1’11—|—Q§'12—|—2§'16—|—Q§'22—|—Z’23—|—$2G—|—9§'32 (41)

The CRC output depends on the current state of the CRC and the data input. This
polynomial can be represented as a matrix based on the input width and the CRC width
for parallelization. To derive these matrices, the behavior of our parallel LFSR circuit
must be modeled. MATLAB routines were created to advance the LFSR N times for
any input width. Thus, the next CRC (M,,.,;) state can be determined based on an /N-bit
input. Two matrices are generated: H 1, defining the M,,.,; matrix when M ;e = 0,
and H2, defining the M,,.,; states when N;, = 0. For PCle LCRC, H1 is an 8 x 32

matrix, and H2 is a 32 X 32 matrix.

After obtaining H1 and H2, the LCRC value is calculated using XOR combinations
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of LF'S R.\rent and the parallel input. The parallel LCRC mechanism for PCle LCRC

can be expressed as:

LF SR, = transpose(H 1) @ transpose(H2) (4.2)

New LCRC modules, optimized with different parallel input widths, were produced.
The traditional LCRC structure is referred to as non-optimized. Results for the target
Xilinx Kintex Ultrascale XCKU040-2FFVA1156E FPGA device show that power and
energy consumption per bit decreases exponentially with increased input parallelism,

stabilizing around 145 mW.

The proposed technique significantly reduces power and energy consumption per bit in
the PCle interface. Increased parallelism results in higher area costs but lowers power
consumption per processed bit. For this implementation parallel input width of the

enhanced LCRC is 64 bits and implementation results can be seen in Table 4.2.

Table 4.2: Enhanced LCRC implementation results.

Parameter Value
LUT 245
LUTRAM 0

FF 33

10 108
BUFG 1
WNS (ns) -2.827
Freq (MHz) 77.96
Power (W) 0.141

Junction Temperature (°C) 25.6

In conclusion, our proposed LCRC technique enhances performance compared to the
non-optimized version, which requires multiple clock domains and increases area and
power consumption. Eliminating the need for CDC improves timing flexibility, boost-
ing throughput and overall performance. Ensuring data throughput above PCle speci-
fications can further enhance reliability by reducing the sampling frequency for LCRC

hardware usage.
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4.3. Lightweight Cryptographic Algorithms as LCRCs

In addition, if we want to take the functionality of the LCRC hardware a little fur-
ther, we can use other hardware developed for cryptological applications instead of the
standard LCRC hardware. For example, hash algorithms such as SHA-2 and SHA-3
can be used. However, since these algorithms are heavy-weight algorithms, they come
with disadvantages for high-throughput applications, which are the subject of this study.
They also cause high power consumption. If another algorithm is to be used instead
of LCRC, it should be able to reach higher speeds than LCRC or have lower power
consumption. This also coincides with the need to develop hardware that provides low

power consumption due to the increase in mobilization we offer.

In cryptographic applications, ensuring the security and efficiency of hardware im-
plementations is critical, especially in resource-constrained environments such as [oT
devices, RFID tags, and sensor networks. Lightweight cryptographic algorithms, de-
signed to meet these stringent requirements, offer a promising alternative to traditional
methods like Cyclic Redundancy Check. For this reason, in this study, the use and
implementation of some lightweight crypto algorithms as CRC were compared. The

first of these is ASCON LWC [39].

4.3.1. ASCON LWC

ASCON stands out for its robust security features and efficient performance. This paper
provides an in-depth analysis of ASCON as a superior alternative to CRC, particularly
in high-throughput and low-power applications. ASCON was developed during the
CAESAR competition [40], aimed at identifying efficient and secure authenticated en-
cryption schemes. ASCON’s design features a 320-bit permutation, divided into five
64-bit register words, ensuring 128-bit security. This structure makes ASCON suitable
for both encryption and hashing tasks. Its lightweight design is particularly advan-
tageous for hardware implementations in resource-constrained environments, where
efficiency and security are paramount. ASCON may offer several key advantages ac-
cording to the literature. Abdulgadir et al. states that ASCON has been shown to
consume significantly less power compared to other cryptographic algorithms. For

instance, FPGA implementations reveal that ASCON has the lowest dynamic power
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change per frequency increase among several NIST Lightweight Cryptography candi-
dates. This characteristic makes ASCON highly suitable for applications where energy
efficiency is crucial [41]. Kaur et al. claims ASCON’s design allows for high through-
put operations, essential for real-time applications. Implementations of ASCON on
various hardware platforms have demonstrated its capability to achieve high data pro-
cessing rates while maintaining low power consumption. This makes ASCON an ideal
choice for high-throughput applications [42] And Eryilmaz shows an implemention

case of the ASCON core on an open source RISC-V processor [43].

Based on this information, it was also implemented an open source ASCON core [39]
as LCRC mechanism. The implementation results with Xilinx Vivado IDE are as in

Table 4.3.

Table 4.3: ASCON as LCRC implementation results.

Parameter Value
LUT 734
LUTRAM 0

FF 373

10 108
BUFG 1
WNS (ns) 0.352
Freq (MHz) 103.65
Power (W) 0.114

Junction Temperature (°C) 25.5

To be compared with ASCON128a, other LWC algorithms also implemented and the

implementation results were evaluated in the following paragraphs.

4.3.2. GRAIN LWC

Grain-128 AEAD is a stream cipher designed for use in resource-constrained environ-
ments such as [oT devices. It belongs to the Grain family of ciphers and supports Au-
thenticated Encryption with Associated Data (AEAD), ensuring both the confidentiality
and integrity of data. The cipher consists of two main components: pre-output genera-

tor and an authentication block. The pre-output generator includes a Linear Feedback
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Shift Register and a Non-linear Feedback Shift Register (NFSR), which work together
to generate the keystream and authentication bits. The authentication block contains a

shift register and an accumulator to verify data integrity.

Grain-128AEAD operates in three phases: loading, initialization, and running. Dur-
ing the loading phase, the key and nonce are loaded into the registers. In the initial-
ization phase, the registers and the authentication module are set up over 256 clock
cycles see in fig 4.3. Finally, in the running phase, the cipher generates pre-output for
both encryption and authentication. Various optimization techniques can be applied to
Grain-128AEAD to enhance its performance, such as using the Galois transformation
to reduce critical path delays, isolating the authentication module to increase speed,
and implementing clock gating for low power consumption [44]. These optimizations
make Grain-128 AEAD a versatile and efficient solution for secure data transmission

in a variety of applications, from high-speed servers to low-power loT devices.

Accumulator

Register -
¥

Figure 4.3: Overview of the building blocks in Grain [45].

Grain, primarily recognized as a lightweight stream cipher, has been employed in var-
ious cryptographic applications including authentication and hashing. Searching the

literature has shown that the GRAIN algorithm has been implemented on hardware
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platforms such as ESP32 for generating One Time Passwords (OTPs) by Nicolas et al
[46]. This method enhances security in [oT applications by utilizing the high-security
features of Grain to produce unpredictable sequences of random numbers. Berbain et
al. have developed key recovery attacks against Grain that can compromise its security

with significant computational effort [47].

In this study, GRAIN was used as a simple hash function rather than security functions
and it was evaluated whether it could be used instead of enhanced LCRC hardware.
An open source Grain core [48] was used in the implementation and the GRAIN imple-

mentation results are given in the Table 4.4.

Table 4.4: GRAIN as LCRC implementation results.

Parameter Value
LUT 2605
LUTRAM 0

FF 782
10 108
BUFG 1
WNS (ns) 0.392
Freq (MHz) 104.08
Power (W) 0.28

Junction Temperature (°C) 26.3

To be compared with ASCON128a and GRAIN, another Trivium algorithm was also

implemented and the implementation results were evaluated.

4.3.3. Trivium LWC

Trivium is a lightweight, hardware-oriented stream cipher designed by Christophe De
Canniere and Bart Preneel for the European eSTREAM project [49]. It is known for its
simplicity and efficiency in hardware implementations. Trivium has been subjected to
extensive cryptographic analysis since its inception, making it a popular subject in the
cryptographic community. This section includes the literature surrounding Trivium, its

applications, and a detailed explanation of its working mechanism.

Maximov and Biryukov conducted studies on TRIVIUM-like designs and presented
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state recovering and linear distinguishing attacks, suggesting that Trivium has a thin
safety margin and proposing an improved design for enhanced security [50]. Hojsik
and Rudolf applied differential fault analysis on Trivium, demonstrating how injecting
faults can reveal the cipher’s inner state and private key [51]. Jiao et al. improved the
guess-and-determine attack on Trivium by enhancing attack efficiency through several
techniques, resulting in reduced complexity [52]. Tian et al. discussed new design prin-
ciples for stream ciphers based on Trivium, introducing k-order primitive polynomials
for new designs [53]. Teo et al. applied algebraic attack approaches to Trivium-like ci-
phers, presenting new attacks on simplified versions like Bivium-A [54]. These studies
highlight Trivium’s robustness despite various proposed attacks and underscore the im-
portance of ongoing cryptographic analysis to adapt and strengthen its security. That’s
why trivium also implemented as LCRC mechanism of PCle and investigated if it is a

good alternative of the enhanced LCRC.

Trivium is designed as a bit-oriented stream cipher that operates on an 80-bit secret
key and an 80-bit initialization vector (IV). The cipher initializes its 288-bit internal
state using the key and IV and then updates this state to produce a keystream. The
initialization phase involves setting up the internal state followed by 4 cycles of state
updates. The keystream generation phase then proceeds by iteratively updating the

state and producing output bits.

i ] 1
b HH F-O
- [
i 1 | 1
OF H B0
g ;_1 key stream

f i
~o—~flc_H H R~

Figure 4.4: Overview of the building blocks in Trivium [49].

In initialization phase:
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L]

The 80-bit key is loaded into the first 80 bits of the internal state.

The 80-bit IV is loaded into the next 80 bits of the internal state.

The remaining 128 bits of the internal state are set to zero, except for the last

three bits, which are set to 1.

The internal state is then updated for 1152 cycles (4 times 288) without producing

output bits.
Keystream Generation Phase:
* The internal state is updated in each cycle using nonlinear feedback functions.
* In each cycle, three state bits are updated, and one keystream bit is produced.

* The update functions involve XOR and AND operations between specific bits of

the internal state.

An open source Trivium core [55] was used in the implemented Trivium algorithm to
investigate whether it could be used instead of LCRC. Trivium implementation results

are shown in Table 4.5.

Table 4.5: Trivium as LCRC implementation results.

Parameter Value
LUT 141
LUTRAM 24

FF 373

10 108
BUFG 1
Worst Negative Slack (WNS) (ns) 0.200
Freq (MHz) 102.04
Power (W) 0.095
Junction Temperature (°C) 254

Finally, the Reed Solomon algorithm was also implemented to compare with ASCON128a,

GRAIN and Trivium, and the implementation results were evaluated.
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4.3.4. Reed Solomon

Reed-Solomon (RS) codes are a class of error-correcting codes that are widely used in
digital communications and storage systems. Developed by Irving S. Reed and Gus-
tave Solomon in 1960, these codes are highly effective in correcting multiple sym-
bol errors, making them integral to various applications, from compact discs to deep-
space communication. Reed-Solomon codes differ from lightweight cryptography al-
gorithms, which are designed for environments with severe constraints on processing
power, memory, and energy consumption, such as RFID tags and sensor networks.
Lightweight cryptography methods, focus on minimal resource usage and simplicity. In
contrast, RS codes, though more complex, offer robust error correction and are used in
applications requiring high data integrity. Lightweight cryptography algorithms, while
efficient, generally do not provide the same level of error correction and are better
suited for environments where resource constraints are a primary concern [56]. One of
the reasons why Reed Solomon codes are discussed in this study is to investigate what

the differences between RS and LWCs will result in implementation.

The literature on Reed-Solomon codes is extensive, reflecting their broad applicability
and robustness. Berlekamp introduced bit-serial Reed-Solomon encoders, highlighting
their efficiency compared to linear cyclic binary codes [57]. Wicker and Bhargava
provided a comprehensive historical overview and discussed various applications, from
space exploration to compact discs [58]. Plank simplified RS coding implementation

for system programmers in RAID-like systems [59].

Lee etal. proposed a high-speed Reed-Solomon decoder suitable for digital audio/video
equipment, emphasizing the code’s ability to correct burst errors efficiently [60]. Gu-
ruswami and Wootters explored the exact repair problem in distributed storage, demon-
strating RS codes as optimal regenerating codes in specific parameter regimes [61].
Schmidt et al. examined collaborative decoding of interleaved RS codes, showing their

ability to correct error patterns beyond half the minimum distance [62].

Sudan introduced a randomized algorithm for decoding RS codes beyond the conven-
tional error-correction bound, marking a significant advancement in decoding tech-

niques [63]. Cardarilli et al. designed a self-checking RS encoder leveraging Galois

46



field properties for enhanced fault tolerance in transmission and storage systems [64].

In this study, it was planned to use Reed Solomon codes only as a parallelized CRC
circuit without using the error correction features and compared with the enhanced

LCRC mechanism in terms of performance.

Reed-Solomon codes operate over finite fields (Galois fields). Each codeword com-
prises symbols represented by polynomials. The encoding process generates a polyno-
mial from the message and adds redundant symbols to form the codeword, ensuring

robust error detection and correction.
In encoding phase:
» The message is represented as a polynomial m(z).

* The generator polynomial g(x) is used to produce the codeword polynomial ¢(x),

which includes the message and redundant symbols.

* The codeword polynomial is derived as

c(x) = m(z) - g(x). (4.3)

In decoding phase:
* The received polynomial () may contain errors.
* The syndrome polynomial S(x) is calculated to detect errors.

* The error locator polynomial and error magnitude polynomial are used to identify

and correct errors.

Reed-Solomon codes utilize Galois fields, specifically G F'(2m), where arithmetic op-
erations are performed modulo a primitive polynomial. This enables efficient error

detection and correction, crucial for handling burst errors.

Reed-Solomon codes can be implemented in both hardware and software. Hardware
implementations often involve dedicated circuits for encoding and decoding, leverag-
ing parallel processing for high-speed applications. Software implementations use ef-
ficient algorithms to perform Galois field arithmetic and error correction. In this study,

an open source Reed Solomon core [65] implemented which can be seen in Table 4.6.
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Table 4.6: Reed Solomon as LCRC implementation results.

Parameter Value
LUT 242
LUTRAM 0

FF 326
10 116
BUFG 1
Worst Negative Slack (WNS) (ns) -0.183
Freq (MHz) 98.20
Power (W) 0.135
Junction Temperature (°C) 25.6
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5. PERFORMANCE EVALUATION

In this research, we propose a new design methodology for the energy-efficient im-
plementation of the PCI Express-compliant CRC code generating mechanism, which
has found widespread application in mobile computing systems. We outline the basic
ideas underlying our methodology and offer specifications for a hardware implemen-
tation that maximizes power efficiency. The outcomes of the performance evaluation
show that both output throughput and energy efficiency can be significantly increased.
Power consumption can be improved by 38% to 85%, according to the our publication
”Power Optimization of LCRC for A Custom PCI Express 6.0 IP Core,” which is given
as an enhanced LCRC in Chapter 3. The suggested approach is specially modified to
the CRC structure on other protocols in addition to being made to adhere to the PCle

standard.

Enhanced LCRC mechanism has been used in simulation environments within a holis-
tic custom PCI Express Interface containing PHY, DLL and TL and has proven itself in
the field. It can be used operationally on both FPGA and ASIC backend. The obtained

simulation snapshot can be seen in Fig. 5.1.

Figure 5.1: Simulation snapshot of incoming TLP.

In Fig. 5.1, firstly LTSSM in PHY layer is trained to LO state and then it asserts phy -
link up signal. After that, DLCMSM state machine in DLL is trained to DL_active

state. Now TLP exchange is made on Rx and TX of DLL. In the simulation, it is
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shown that CRC check process is performed with enhanced LCRC mechanism of a TLP
received on RX side. In the simulation image given in Fig. 5.2, the CRC calculation
process of the incoming TLP is completed at 103483 ns and is compared with the LCRC
in the queue of the incoming TLP. As a result, it is seen that there is no integrity problem

in the TLP received from the Icrc_error signal.

Figure 5.2: LCRC check of incoming TLP on simulation environment.

Moreover, it is crucial to continually refine the hardware blocks to keep up with the
evolving demands of technology and to ensure that the interface remains robust yet
efficient. For this reason, considering the future of the PCI Express interface, it was
thought that it would be beneficial to utilize some features of Lightweight Cryptogra-
phy Algorithms in CRC structures. We conducted an experimental study on this subject.
ASCON, GRAIN, Trivium and Reed Solomon codes were also integrated into the PCI
Express interface as CRC. And the results of each algorithm were measured in an em-
ulation environment. The implementation results obtained for each algorithm in the
Xilinx Vivado tool for the Xilinx Kintex Ultrascale XCKU040-2FFVA1156E FPGA

are shown in Table 5.1.

Serial LCRC is the one that takes up the least space among the implementations. While
GRAIN is the fastest, other LWCs obtained from GRAIN are close to ASCON and
TRIVIUM. However, LWCs have resulted larger areas compared to other algorithms.
Why Trivium is reported as it consume large area is, LUTRAMSs are also included
in the TRIVIUM implementation. LUTRAMs are 32 or 64 depth LUT arrays. On

the other hand, when the Reed Solomon algorithm is examined, it has similar area
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consumption to enhanced LCRC hardware, but it is more advantageous than enhanced
LCRC hardware in terms of operating frequency. Therefore, if backward compatibility

can be sacrified, it is appropriate to use Reed Solomon cores instead of LCRC hardware.

Based on the findings presented in this study, it has been demonstrated that the LCRC
hardware within the PCI Express core offers substantial potential for further develop-
ment. This hardware not only exhibits a significant opportunity for optimization but
also indicates that enhancements in power efficiency and performance can lead to con-
siderable benefits for the entire PCI Express interface. The study highlights that through
targeted improvements in the CRC calculation unit or other components within the PCI
Express architecture, there is potential to achieve noteworthy advancements in the in-

terface’s overall efficiency.

In conclusion, this thesis has demonstrated significant advancements in the enhance-
ment of data integrity within the PCle Data Link Layer by employing energy-efficient
LWC algorithms. The research addressed the limitations of traditional Link Cyclic Re-
dundancy Check (LCRC) mechanisms, which are typically power-intensive and less
efficient for high-speed data transmission. By integrating LWCs such as ASCON,
GRAIN, and Trivium, the study achieved notable reductions in power consumption
while maintaining or improving data integrity, making the solutions highly relevant for
modern computing environments. The proposed LCRC mechanisms leveraged parallel
processing to enhance performance and reduce power usage, thus filling a critical gap
in the literature that often overlooks the energy efficiency of data integrity measures

within PCle systems.

The findings of this thesis offer a comprehensive solution that balances the need for high
data integrity with the requirements for low power consumption, thereby contributing to
the fields of high-performance and energy-efficient computing. Future research should
focus on further optimizing these LCRC mechanisms, integrating them with emerging
technologies such as CXL and UCle, and validating their performance in real-world
PCle environments. Additionally, exploring the scalability and adaptability of these
solutions to other high-performance applications and enhancing their security features
will be crucial for advancing the state of the art in energy-efficient data integrity tech-

nologies for high-speed computing interfaces.
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