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SUMMARY 
 

 

In this work, on a STM32F407VG ARM microprocessor performance analysis 

of an input message that has various length was analyzed using SHA-1, SHA-2 and 

SHA-3 secure hash algorithms. Thirteen algorithms, one from SHA-1, six from SHA-

2, and six from SHA3, were encoded in C language, and the performance of these 

algorithms were analyzed by running them on the ARM microprocessor. The 32-bit 

timer in the ARM processor is used to observe how long the algorithms process an 

input message and how long they can generate a fixed length of hash value. The 

process to obtain the hash value is handled step by step, after that the pseudo-codes 

are examined in detail then the coding process is started. In the next step, the codes 

were imported to the Keil uVision IDE that is used for programming of the ARM 

processor. Then, using a UART converter USB with a terminal program, time value is 

sent via serial communication from the microprocessor to the personal computer as a 

unit of milisecond. As a result of the study, the performance and complexity of all 

SHA algorithms were obtained. 
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ÖZET 
 

 

Bu çalışmada STM32F407VG ARM mikroişlemcisinde çeşitli uzunluktaki 

mesajların SHA-1, SHA-2 ve SHA-3 güvenli hash algoritmaları kullanılarak 

performans analizi incelenmiştir. SHA-1’ den bir adet, SHA-2’ den altı adet, SHA3’ 

den de altı adet olmak üzere toplamda on üç adet algoritma C dili ile kodlandıktan 

sonra ARM mikroişlemcisinde koşturularak bu algoritmaların performansları analiz 

edilmiştir. Algoritmaların bilgi mesajını ne kadar sürede işledikleri ve sabit 

uzunluktaki hash değerini ne kadar sürede oluşturabildiklerini gözlemlemek için ARM 

işlemcideki 32 bitlik zamanlayıcı kullanılmıştır. Hash değerinin elde edilmesindeki 

süreçler adım adım ele alınmış ve sözde kodlar detaylı olarak incelendikten sonra 

kodlama işlemine geçilmiştir. Sonraki aşamada ise kodlar ARM işlemcinin 

programlanmasında kullanılan Keil uVision IDE’ sine aktarılmıştır. Daha sonra ise 

UART dönüştürücü vasıtasıyla bir terminal programı kullanarak seri haberleşme ile 

mikroişlemciden kişisel bilgisayara performans sonucu birimi milisaniye olacak 

şekilde gönderilmektedir. Yapılan çalışma sonucunda ele alınan tüm SHA 

algoritmalarının birbirlerine karşı durumları ve karmaşıklık değerleri elde edilmiştir. 
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1. INTRODUCTION 

 

In this thesis, hash functions SHA-1, SHA-224, SHA-256, SHA-384, SHA-512, 

SHA-512/224, SHA-512/256, SHA3-224, SHA3-256, SHA3-384, SHA3-512, 

SHAKE-128 and SHAKE-256 are implemented on an ARM processor, then are 

compared their performance results using the same input sequences. 

Information is very important for people and institutions and needs to be 

protected. The leakage of information that has vital value for a person or organization 

can have serious results for that person or organization. As a result of this reason, data 

used in information technologies must be secured within the scope of information 

security. A good information security policy should have three features: 

confidentiality, integrity and availability [1]. With the confidentiality feature, only 

people who have right to monitor data can access data. Integrity is the feature which 

ensures that data is stored correctly and will be stay correctly. Availability, the latest 

feature guarantees accurate access to data at any time. 

The hash functions used to ensure information security for people and 

institutions. Using the hash functions, when transferring data from one computer to 

another, it can be guaranteed that the copied data is the same as the data at the source. 

If even one bit changes in the data, a different message digest will be created by the 

hash functions and it will be easily noticed that the data is changed. Using the hash 

functions: Message authentication can be provided, digital signatures can be 

implemented, one way password file and pseudorandom number generator can be 

created [2]. 

Many SHA algorithms have been developed so far. This process started with 

MD5 and continued with SHA-1, SHA-2 and SHA-3. SHA-2 algorithm represents six 

different algorithms as stated in Federal Information Processing Standards (FIPS) PUB 

180-4: SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256[3]. 

Moreover SHA-3 is also represents six different algorithms as stated  in Federal 

Information Processing Standards (FIPS) PUB 202: SHA3-224, SHA3-256, SHA3-

384, SHA3-512, SHAKE128 and SHAKE256[4]. 

SHA1 and SHA2 algorithms basically consist of a few steps. In the first step, 

padding message operation is performed. In the second step, padded message is parsed 

into m-bit blocks. After that initial values are set for hash computation. Finally, 
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iteratively computation is performed. The SHA3 algorithm has a different structure 

than SHA1 and SHA2. Here, a sponge structure is used and calculation is made with 

KECCAK-p permutation consisting of a sequence of five transformation steps. 

In the literature researchers can come across several hash function 

implementations. These implementations are different from each other considering the 

properties such as area, speed and throughput. Kim et al. designed the SHA3 hash 

processor, which produced four different message digits: 512, 384, 256 and 224 bits 

with the FPGA implementation [5]. Wu and Li made a SHA3 hardware structure that 

speed up the throughput to 65.5 Gbps, 61.8 Gbps, 47.2 Gbps and 32.7 Gbps for 224, 

256, 384 and 512 bit message digest respectively [6]. Sideris et al. have demonstrated 

two techniques to improve the performance of SHA-2 computing by implementing a 

hardware application with Nios II processor on FPGA [7]. Gueron has worked on some 

software techniques to speed SHA-1, SHA-256 and SHA-512[8]. Sobti et al. used the 

ARM Cortex M3 processor and compared the performance of Grøstl, Blake and JH 

hash algorithms which were in the competition organized by the National Institute of 

Standards and Technology (NIST) for SHA-3 [9]. 

In this study, using ARM cortex-4 microprocessor thirteen algorithms, one from 

SHA-1, six from SHA-2, and six from SHA3 were compared according to their 

performance. In these thirteen algorithms, the message digests were obtained after 

using input messages from three bytes to sixteen kilobytes of data. The input data 

consists of the following characters continuously: "the quick brown fox jumps over 

the lazy dog.123456789". In this sentence, all letters at the English language are used 

at least once and a meaningful expression is created. 

This thesis consists of five main sections. The first part is introduction part and 

includes the purpose and content of the thesis and a literature review. In the second 

part, usage areas of cryptographic hash functions are mentioned. In addition, features 

that should have a good hash function are defined and attacks on hash functions are 

mentioned. In the third section, pseudocodes of all hash functions are analyzed. In the 

fourth section, experimental results are demonstrated. In the fifth section, the 

performance results of the algorithms are evaluated and discussed. 
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2. CRYPTOGRAPHIC HASH FUNCTIONS 

 

 A cryptographic hash function takes variable-length data as input and creates a 

fixed-length hash value from it. A good hash function has a large set of inputs, and 

fixed-length outputs that are randomly distributed. Because of avalanche effect a 

smallest change at the input message will cause a visible change at the hash value. 

 The cryptographic hash function must have two main features. The first of them; 

It should be practically impossible to create a message suitable for a particular hash 

value. This can be defined as one-way property. Secondly, it is impossible to find two 

different messages that result the same hash value in practical. This can be also defined 

as collision-free property [2].  

 Using a hash function with these features, it easy to determine whether data has 

changed or not. At figure 2.1 general perspective of a hash function is illustrated. It is 

understood from figure 2.1 a hash function is applied to any length of an input message, 

then a fingerprint is made as fixed length output.  

 

 
 

Figure 2.1: General diagram of cryptographic hash function. 

 



 

4 

2.1. Applications of Hash Functions 

 Cryptographic hash functions are widely used at most of areas today. These 

functions are mostly used in security applications and internet protocols. The usage 

areas of cryptographic hash functions are described below. 

 

2.1.1.  Message Authentication 

 

 Message Authentication is a mechanism to ensure data integrity. It guarantees 

that the content of the data is exactly the same for the sender and the receiver. Thus, 

both the sender and the receiver ensure that the data is not modified, inserted or deleted. 

Message Authentication applications that using the hash functions are explained at 

figure 2.2, figure 2.3, figure 2.4 and figure 2.5. 

 

 
 

Figure 2.2: Message authentication application version A. 

 

In this type application the hash value of the message is added to the end of the 

message, then the obtained data is encrypted using symmetric encryption as at shown 

figure 2.2. Applying encryption to the whole message plus hash value increases 

confidentiality. 
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Figure 2.3: Message authentication application version B. 

 

In this type application only the hash value is encrypted with symmetric 

encryption, then the encrypted hash value is added to the message as shown at figure 

2.3. This method is preferred to avoid overprocessing, but in this procedure, 

confidentiality is not very important. 

 

 
 

Figure 2.4: Message authentication application version C. 

 

For Message Authentication, the hash function can be implemented without 

using encryption. In this method a secret value (S) used by the both parties. Firstly, the 

secret value is added to the message, then the obtained data is hashed. After that 

operation, the hash value is appended to the message as shown at figure 2.4. Since the 

secret value is not sent independently, the attacker neither can change the message nor 

produce false message. 
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Figure 2.5: Message authentication application version D. 

 

The method at C is applied exactly. Moreover the hash value and the whole 

message are encrypted with symmetric encryption to increase confidentiality as shown 

at figure 2.5.  

If there is no need to confidentiality, the method at B has advantage over the 

methods at A and D. Because at A and D methods, the entire message should be 

encrypted, while at B only the hash value is encrypted. If it is desired to avoid from 

the encryption step completely, the method at C can be preferred. Because the 

encryption process is slow. Moreover, most of the encryption hardware equipment 

does not consist of cheap parts. In order to use encryption algorithms, the license fee 

must be paid. Considering all these, it is seen that the method at C has serious 

advantages over other methods. 

 

2.1.2. Digital Signatures 

 

Another area where the hash functions used is digital signature applications. In 

fact, digital signature and message authentication processes are similar generally. At 

the digital signature process, the hash value of the message is encrypted via the private 

key of the user. People who know the user public key value can understand with the 

digital signature whether or not data integrity has been protected. If the attacker wants 

to change the data, the user private key value must be obtained.  
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Figure 2.6: Digital signature general diagram. 

 

The figure shows how the hash function is used when creating a digital signature. 

As shown at figure 2.6, it is seen that the hash code is encrypted by using the public 

key encryption with the sender's private key value. This flow chart was actually used 

in the message authentication process. 

 

 
 

Figure 2.7: Digital signature application with extra privacy. 

 

In the digital signature, if privacy is also important, then at the last process the 

data can be encrypted with a symmetric secret key as shown figure-7. In short, figure 

2.7 is obtained after adding symmetric encryption function to figure 2.6 to increase 

confidentiality. 
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2.1.3. One Way Password File 

 

Passwords are not stored as they are in operating systems. Because this situation 

is not safe enough. As shown at figure 2.8 in order to store password in a secure state, 

the password is stored in operating systems as a hash value. 

 

 
 

Figure 2.8: One way password file general diagram. 

 

Thus, even if malicious people get the password file, they can never obtain the 

passwords itself. This system works like this: The user enters password, then the hash 

value of the entered password is created. This hash value is compared to the hash value 

that previously stored. Thus, the verification process is carried out. Thanks to this 

approach, password security is provided by using hash functions. 

 

2.1.4. Intrusion Detection 

 

The hash value of each file is stored in a system. Even if the attacker makes the 

slightest change in any file, the hash value of the file will change. Thus, the attacker 

would not be able to hide himself. The attacker wants to make changes at the file while 

the hash value remains the same. This is an application that is mathematically possible, 

but practically not possible. 
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2.2. Requirements of Hash Functions 

 

As shown on table 2.1, cryptographic hash functions should have few features. 

Some of them are mandatory, and the others are optional.  

 

Table 2.1: Necessities and descriptions for a hash function. 
 

 
 

The first three items seen on the table 2.1 are the features that should be in all 

hash algorithms. These are: "variable input size", "fixed output size", "efficiency". The 

first feature "variable input size" means that hash function can be applied to any length 

of data block. This value starts from zero and goes up to the maximum limit specified 

in the hash function. At the second feature "fixed output size", the hash function 

produces a hash value with a fixed length. In other words; the input size can be null, 

one bit or maximum bit that specified in the hash function, at the end of hash process 

the message digest of the input must have fixed length. The third feature "efficiency" 

means that it is not difficult to calculate the hash value of any given message as 

hardware and software.  

Fourth feature "preimage resistant": It is easy to get a hash value for a given 

message, but it is almost impossible to create a message for a given hash value. Thus, 

thanks to this feature, message authentication is provided. For that reason, this feature 

is also known as one-way property. If the one-way property was not available, the 

message would be obtained from the hash value and data security could not be 

provided.  

The fifth feature "secondary preimage resistant": It is guaranteed that it is 

impossible to have another message that has the same hash value. With this feature, it 

is possible to prevent forgery. If this feature was not available, the attacker could find 
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a different message with the same hash value. As a result of this confusion fraud will 

occurred. 

If a hash function has the first five properties on table 2.1, this hash function is 

called as weak hash function. To make the weak hash function strong, the hash 

function must also have the sixth property (collision resistant) shown on table 2.1. This 

feature means that having two different messages with the same hash value is 

computationally infeasible.  

Three resistant properties are expressed as wenn diagram at figure 2.9. As seen 

that the "collision resistant" feature is a subset of the "second preimage resistant" 

feature. In other words, if a hash function has a "collision resistant" feature, it also has 

the "second preimage resistant" feature. On the other hand, a hash function with a 

"second preimage resistant" feature does not always have "collision resistant" feature. 

 

 
 

Figure 2.9: Hash function properties. 

  

Table 2.2 summarizes which applications using hash functions need these 

resistant properties.  
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Table 2.2: Hash function resistance properties. 
 

 
 

Seventh feature "pseudorandomness": If a hash function can produce 

pseudorandom output, it means that the hash function has this feature. The hash values 

obtained from the message should appear random in order to provide the three resistant 

properties mentioned figure 2.9. So these resistant properties are directly related to the 

pseudoramdomness property. If a hash function has the pseudoramdomness feature, it 

can be said that it also has resistant features substantially. 

 

2.3. Types of Attacks to Secure Hash functions 

 

Attacks against hash functions are described at the following sections. 

 

2.3.1. Brute-Force Attacks 

 

The remarkable factor at this attack is the bit length of the hash value. There is 

no special method or algorithm used at brute-force attack. The only thing that 

important is the bit length of the hash value.  Laatansa et al. have done a research on 

brute-force and dictionary attack on SHA-1 hashed password [10]. As a result of this 

study researchers reached the experimental results that if someone uses password with 

7 characters or less, then using brute-force attack it can be cracked easily. 
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2.3.1.1. Preimage and Second Preimage Attacks 

 

In these attacks, the attacker wants to find a message that corresponds to the 

given hash value. Random messages are generated until collision occurs, in other 

words until the same hash values are obtained. A hash code with an m bit fixed length, 

it has 2m different hash values. If the attacker tries on average 2m-1 times, he can find 

the message that corresponds to that hash value. Chen et al. examined a special hash 

algorithm in terms of preimage and second preimage attack [11]. With a kind of 

combined method the researchers could decrease the ideal time complexity of 264 to 

260.7. As seen from this work, preimage and second preimage attack need more effort 

to crack hash value. 

 

2.3.1.2. Collision Resistant Attacks 

 

In this attack, the attacker wants to find two different messages that can generate 

the same hash value. This operation requires less effort compared to preimage and 

second preimage attacks. It is mentioned at section 2.3.1.1 that for the hash code with 

an m bit fixed length, it has 2m hash value. The availability of 2 different messages for 

the same hash is expected to be found in this attack with a √2m  trial. That value is 

equal to 2m/2. That result is also defined as birthday paradox.  

 

2.3.2. Cryptanalysis Attacks 

 

Attacks against hash algorithms can be carried out using some of the algorithm's 

weaknesses. In a good hash algorithm, the effort spent for the cryptanalytic attack must 

be equal to or greater than the effort spent at the brute-force attack. In this way, it can 

be measured whether a hash function is resistant to cryptanalytic attack. 

In general, a hash function takes an input message and divides it into fixed-length 

blocks that consist of b bits. If necessary, padding is applied to the last block to ensure 

that the last block contains b bits. Also, the last block stores the value of the input 

message length. Embedding message length information in the last block will make 

the attacker's job even more difficult. At this state the attacker must find two messages 
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of equal length or two messages of different lengths that together with their length 

values which result the same hash value. 

 

 
 

Figure 2.10: General structure of secure hash code. 

 

Figure 2.10 shows the general structure of a secure hash function. This hash 

function has a compression function that is used repeatedly. It has two input 

parameters. One of them is n bit input from the previous step that is called as chaining 

variable. The other one is b bit blocks that is a part of input message. After the input 

parameters at the compression function is processed, n bit output is produced. 

Parameter b is often chosen longer than parameter n, so this term is called as 

compression. If the compression function has collision resistant feature, then the 

resultant iterated hash function is also collision resistant. 

In hash functions, cryptanalyses focus on the internal structure of the 

compression function. Once the compression function is executed, effective 

techniques are tried to find collisions. After this process is done, the initial value (IV) 

used in the compression function should be taken into account. Compression function 

consists of a series of processing rounds. Thus, the attack requires the analysis of the 

pattern of the bit changes from round to round. 
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3. DEFINITION SECURE HASH ALGORITHM 

 

In this section, SHA-1, SHA-2 and SHA3 algorithms will be analyzed. A total 

of thirteen algorithms will be examined, one from SHA-1, six from SHA-2 and six 

from SHA-3. All algorithms are iterative, one-way hash functions that can create 

message digests. By using these algorithms, the integrity of a message is provided. 

Even the slightest change in the message will result in a different message. For 

example two input message that very similar are hashed with SHA-1 and SHA-256 

digest as shown at figure 3.1 and very diffrerent two message digests are obtained. The 

slightest change at the input message will change hash value incredibly because of the 

avalanche effect as seen above. Using this feature, it is possible to generate and verify 

digital signatures and message authentication codes and also random numbers or bits. 

 

 
 

Figure 3.1: Small change effect at message.  

 

All secure hash algorithms can be examined in two stages. The first is 

preprocessing and the other is hash computation. Preprocessing includes steps of 

padding message, parsing the padded message into m-bit blocks, and setting the initial 

values to be used in the hash computation. In the hash calculation firstly, a message 

schedule is created from the padded message. This schedule is used to generate a series 

of hash values iteratively, along with functions, constants, and word operations. The 

last generated hash value is used to determine the message digest. SHA-1 and SHA-2 
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algorithms differ in maximum message size, message digest size, block size, and data 

word size. On table 3.1 the basic features of these secure hash algorithms are shown. 

 

Table 3.1: Hash function parameters comparison. 

 

 
 

At SHA-1, SHA-224 and SHA-256, the input message is divided into 512-bit 

blocks. Each block here is consisted of 16 sequences of 32-bit words. 

At SHA-384, SHA-512, SHA-512/224 and SHA-512/256, the input message is 

divided into 1024-bit blocks. Each block here is consisted of 16 sequences of 64-bit words. 

For SHA-1 message digest size is 160 bit and for the other secure hash algorithms 

message digest size is understandable with the name of algorithms which are appended at 

the end as numbers. While number of steps for SHA-224 and SHA-256 is 64, for the others 

this value is 80. 

 

3.1. SHA-1 

 

3.1.1. SHA-1 Functions 

 

From zero to seventy-nine a sequence of logical functions, f0, f1,…, f79  are used 

at SHA-1. Each function ft, where t between 079, operates on three 32-bit words, x, 

y, and z, and produces a 32-bit word as output value. The function ft (x, y, z) can be 

defined as follows: 
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𝐶ℎ(𝑥, 𝑦, 𝑧) = (𝑥˄𝑦) ⊕ (∼ 𝑥˄𝑧)     0 ≤ t ≤ 19  (3.1.a) 

 

𝑃𝑎𝑟𝑖𝑡𝑦(𝑥, 𝑦, 𝑧) = 𝑥 ⊕ 𝑦 ⊕ 𝑧     20 ≤ t ≤ 39  (3.1.b) 

 

𝑀𝑎𝑗(𝑥, 𝑦, 𝑧) = (𝑥˄𝑦) ⊕ (𝑥˄𝑧) ⊕ (𝑦˄𝑧)     40 ≤ t ≤ 59  (3.1.c) 

 

𝑃𝑎𝑟𝑖𝑡𝑦(𝑥, 𝑦, 𝑧) = 𝑥 ⊕ 𝑦 ⊕ 𝑧    60 ≤ t ≤ 79  (3.1.d) 

 

3.1.2. SHA-1 Constants 

 

At SHA-1 a unique constant value is used at every twenty round which is 

consisting of 32-bit words. For each twenty round the constant values are defined with 

the Kt. These constant words are shown at table 3.2 as hex format. 

 

Table 3.2: SHA-1 hash constant values. 

 

5a827999  0 t 19 

6ed9eba1  20 t 39 

8f1bbcdc  40 t 59 

ca62c1d6  60 t 79  

 

3.1.3. SHA-1 Preprocessing 

 

Preprocessing stage consists of padding message, parsing message into message 

blocks and setting initial hash values. 

 

3.1.3.1. Padding Message 

 

At SHA-1 hash function, padding is performed to ensure that each block length 

has 512 bits. Padding operation must be done before the hash computation process. 

Suppose that there is a message with L bit length to be hashed. Firstly, bit “1” is added 

to the end of the message. Secondly K times zero bits follow bit “1”. For the length 

information of input message, 64 bits are reserved at the end of bit stream. So that 
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padding is up to for the first 448 bit. L+1+K ≡ 448 mod 512. For instance, the (8-bit 

ASCII) input message “GTU” has length 8x3=24 bits, so the input message is 

padded with a one bit and 423 zero bits, after that the input message length is 

added at the end.  As a result of this process the message is become a multiple of 

512 bits that is shown at figure 3.2. 

 

 
 

Figure 3.2: Padding process of hash function for 512 block size. 

 

3.1.3.2. Parsing Message 

 

After padding operation is completed at SHA-1, input message become a 

multiple of 512 bits. So the input message can be divided to 512 bits. As a result of 

division the message is parsed. 

 

3.1.3.3. Setting the Initial Hash Value 

 

Initial hash values that are constructed from 32-bit hex words are shown at table 

3.3 for SHA-1. 
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Table 3.3: SHA-1 initial hash values. 

 

H0
(0) =  67452301 

H1
(0) =  efcdab89  

H2
(0) =  98badcfe  

H3
(0) =  10325476 

H4(0) =  c3d2e1f0  

 

3.1.4. SHA-1 Hash Computation 

 

Each message block is processed as decribed at figure 3.3. 
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Figure 3.3: SHA-1 pseudo code steps. 
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3.2. SHA-2 

 

3.2.1. SHA-2 Functions 

 

Both at SHA-224 and SHA-256, six logical functions shown below that are 

represented by x, y, z are used. Their lengths are defined as 32-bit words. The result 

of the six functions are also 32-bit word.  

 

𝐶ℎ(𝑥, 𝑦, 𝑧) = (𝑥˄𝑦) (∼ 𝑥˄𝑧) (3.2.a) 

 

𝑀𝑎𝑗(𝑥, 𝑦, 𝑧) = (𝑥˄𝑦) (𝑥˄𝑧) (𝑦˄𝑧) (3.2.b) 

 

∑(𝑥) = 𝑅𝑂𝑇𝑅2(𝑥) 𝑅𝑂𝑇𝑅13(𝑥)

256

0

𝑅𝑂𝑇𝑅22(𝑥)  (3.2.c) 

 

∑(𝑥) = 𝑅𝑂𝑇𝑅6(𝑥) 𝑅𝑂𝑇𝑅11(𝑥)

256

1

𝑅𝑂𝑇𝑅25(𝑥)  (3.2.d) 

 

𝛤
256

0
(𝑥) = 𝑅𝑂𝑇𝑅7(𝑥) 𝑅𝑂𝑇𝑅18(𝑥)𝑆𝐻𝑅3(𝑥) (3.2.e) 

 

𝛤
256

1
(𝑥) = 𝑅𝑂𝑇𝑅17(𝑥) 𝑅𝑂𝑇𝑅19(𝑥)𝑆𝐻𝑅10(𝑥) (3.2.f) 

 

At all SHA-384, SHA-512, SHA-512/224 and SHA-512/256, also six logical 

functions shown below that are represented by x, y, z are used. Their lengths are 

defined as 64-bit words. The result of the six functions are also 64-bit word.  

 

𝐶ℎ(𝑥, 𝑦, 𝑧) = (𝑥˄𝑦) (∼ 𝑥˄𝑧) (3.3.a) 

 

𝑀𝑎𝑗(𝑥, 𝑦, 𝑧) = (𝑥˄𝑦) (𝑥˄𝑧) (𝑦˄𝑧) (3.3.b) 
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∑(𝑥) = 𝑅𝑂𝑇𝑅28(𝑥) 𝑅𝑂𝑇𝑅34(𝑥)

512

0

𝑅𝑂𝑇𝑅39(𝑥)  (3.3.c) 

 

∑(𝑥) = 𝑅𝑂𝑇𝑅14(𝑥) 𝑅𝑂𝑇𝑅18(𝑥)

512

1

𝑅𝑂𝑇𝑅41(𝑥)  (3.3.d) 

 

𝛤
512

0
(𝑥) = 𝑅𝑂𝑇𝑅1(𝑥) 𝑅𝑂𝑇𝑅8(𝑥)𝑆𝐻𝑅7(𝑥) (3.3.e) 

 

𝛤
512

1
(𝑥) = 𝑅𝑂𝑇𝑅19(𝑥) 𝑅𝑂𝑇𝑅61(𝑥)𝑆𝐻𝑅6(𝑥) (3.3.f) 

 

 

3.2.2. SHA-2 Constants 

 

3.2.2.1. SHA-224 and SHA-256 Constants  

 

Both at SHA-224 and SHA-256 there are sixty-four constant values that are 

consisted of 32-bit words. These words are obtained from the first 32-bits of the 

fractional parts of the cube roots of the first sixty-four prime numbers[3]. These 

constant words are shown at figure 3.4 from left to right as hex format. 

 

 
 

Figure 3.4: Constant values for SHA-224 and SHA-256. 

 

3.2.2.2. SHA-384, SHA-512, SHA512/224, SHA512/256 Constants  

 

At SHA-384, SHA-512, SHA-512/224 and SHA-512/256 there are eighty constant 

values consisting of 64-bit words. These words are obtained from the first 64-bits of the 
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fractional parts of the cube roots of the first eighty prime numbers. These constant words 

are shown at figure 3.5 from left to right as hex format. 

 

 
 

Figure 3.5: Constant values for SHA-384, SHA-512, SHA-512/224, SHA-512/256. 

 

3.2.3. SHA-2 Preprocessing 

 

Preprocessing stage consists of padding message, parsing message into message 

blocks and setting initial hash values. 

 

3.2.3.1. Padding the Message 

 

Padding process for SHA-224 and SHA-256 are the same as SHA-1 that is 

shown at 3.1.3.1 section. On the other hand, at SHA-384, SHA-512, SHA-512/224 and 

SHA-512/256 hash functions, padding is performed to ensure that each block length 

has 1024 bits. Padding operation must be done before the hash computation process. 

Suppose that there is a message with L bit length to be hashed. Firstly, bit “1” is added 

to the end of the message. Secondly K times zero bits follow bit “1”. For the length 

information of input message, 128 bits are reserved at the end of bit stream. So that 

padding is up to for the first 896 bit.  L+1+K≡896 mod 1024. For instance, the (8-bit 

ASCII) input message “GTU” has length 8x3=24 bits, so the input message is padded 

with a one bit and 871 zero bits, after that the input message length is added at the end.  
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As a result of this process the message is become a multiple of 1024 bits that is shown 

at figure 3.6. 

 

 
 

Figure 3.6: Padding process of hash function for 1024 block size. 

 

3.2.3.2. Parsing the Message 

 

After padding operation is completed at SHA-384, SHA-512, SHA-512/224 and 

SHA-512/256, input message become a multiple of 1024 bits. So, the input message 

can be divided to 1024 bits. As a result of division, the message is parsed. 

 

3.2.3.3. Setting the Initial Hash Value 

 

Initial hash values for SHA-224 are shown at table 3.4 that are constructed from 

32-bit hex words. 

 

Table 3.4: SHA-224 hash constant values. 

 

H0
(0) =  c1059ed8 

H1
(0) =  367cd507 

H2
(0) =  3070dd17 

H3
(0) =  f70e5939 

H4
(0) =  ffc00b31 

H5
(0) =  68581511 

H6
(0) =  64f98fa7 

H7
(0) =  befa4fa4 
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Initial hash values for SHA-256 are shown at table 3.5  that are constructed from 

32-bit hex words. 

 

Table 3.5: SHA-256 hash constant values. 

 

H0
(0) =  6a09e667 

H1
(0) =  bb67ae85 

H2
(0) =  3c6ef372 

H3
(0) =  a54ff53a 

H4
(0) =  510e527f 

H5
(0) =  9b05688c 

H6
(0) =  1f83d9ab 

H7
(0) =  5be0cd19 

 

Initial hash values for SHA-384 are shown at table 3.6 that are constructed from 

64-bit hex words. 

 

Table 3.6: SHA-384 hash constant values. 

 

H0
(0) =  cbbb9d5dc1059ed8 

H1
(0) =  629a292a367cd507 

H2
(0) =  9159015a3070dd17 

H3
(0) =  152fecd8f70e5939 

H4
(0) =  67332667ffc00b31 

H5
(0) =  8eb44a8768581511 

H6
(0) =  db0c2e0d64f98fa7 

H7
(0) =  47b5481dbefa4fa4 

            

Initial hash values for SHA-512 are shown at table 3.7 that are constructed from 

64-bit hex words. 
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Table 3.7: SHA-512 hash constant values. 

 

H0
(0) =  6a09e667f3bcc908 

H1
(0) =  bb67ae8584caa73b 

H2
(0) =  3c6ef372fe94f82b 

H3
(0) =  a54ff53a5f1d36f1 

H4
(0) =  510e527fade682d1 

H5
(0) =  9b05688c2b3e6c1f 

H6
(0) =  1f83d9abfb41bd6b 

H7
(0) =  5be0cd19137e2179 

 

Initial hash values for SHA-512/224 are shown at table 3.8 that are constructed 

from 64-bit hex words. 

 

Table 3.8: SHA-512/224 hash constant values. 

 

H0
(0) =  8C3D37C819544DA2 

H1
(0) =  73E1996689DCD4D6 

H2
(0) =  1DFAB7AE32FF9C82 

H3
(0) =  679DD514582F9FCF 

H4
(0) =  0F6D2B697BD44DA8 

H5
(0) =  77E36F7304C48942 

H6
(0) =  3F9D85A86A1D36C8 

H7
(0) =  1112E6AD91D692A1 

 

Initial hash values for SHA-512/256 are shown at table 3.9 that are constructed 

from 64-bit hex words. 
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Table 3.9: SHA-512/224 hash constant values. 

 

H0
(0) =  22312194FC2BF72C 

H1
(0) =  9F555FA3C84C64C2 

H2
(0) =  2393B86B6F53B151 

H3
(0) =  963877195940EABD 

H4
(0) =  96283EE2A88EFFE3 

H5
(0) =  BE5E1E2553863992 

H6
(0) =  2B0199FC2C85B8AA 

H7
(0) =  0EB72DDC81C52CA2 

 

3.2.4. SHA-2 Hash Computation 

 

3.2.4.1. SHA-256 Hash Computation 

 

Each message block is processed as decribed at figure 3.7. 
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Figure 3.7: SHA-256 pseudo code steps. 
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3.2.4.2. SHA-224 Hash Computation 

 

Hash computation of SHA-224 is the same as SHA-256, except that the initial 

hash values of SHA-224 h0 through h7 are different from SHA-256, and the output is 

constructed by omitting h7. 

 

3.2.4.3. SHA-512 Hash Computation 

 

Each message block is processed as decribed at figure 3.8. 
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Figure 3.8: SHA-512 pseudo code steps. 
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3.2.4.4. SHA-384 Hash Computation 

 

Hash computation of SHA-384 is the same as SHA-512, except that the initial 

hash values of SHA-384 h0 through h7 are different from SHA-512, and the output is 

constructed by omitting h6 and h7. 

 

3.2.4.5. SHA-512/224 Hash Computation 

 

Hash computation of SHA-512/224 is the same as SHA-512, except that the 

initial hash values of SHA-512/224 h0 through h7 are different from SHA-512, and 

the output is constructed by taking only the first 224 bits. 

 

3.2.4.6. SHA-512/256 Hash Computation 

 

Hash computation of SHA-512/256 is the same as SHA-512, except that: the 

initial hash values of SHA-512/256 h0 through h7 are different from SHA-512, and 

the output is constructed by taking only the first 256 bits. 

 

3.3. SHA-3 (Keccak) 

 

SHA3-224, SHA3-256, SHA3-384, SHA3-512, and two extendable-output 

functions SHAKE128, SHAKE256   are defined as SHA-3 cryptographic hash 

functions [4]. The three numbers after SHA3- indicate length of message digest as bit. 

However, the suffixes of SHAKE indicate the security strengths of these functions. 

Moreover, by using SHAKE functions the output digest value can be extended to any 

desired length. These six cryptographic hash functions have the same structure that is 

called as sponge construction [4]. 

In fact the SHA-3 functions are modes of operation of the permutation that is 

called KECCAK-p. This permutation has most of advantages like modifying its size 

and security parameters to provide the flexibility in future documents [4]. 
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3.3.1. Keccak-p Permutations 

 

KECCAK-p permutations can be represented by two parameters: 

 

1) Width of permutation: The fixed length of the strings that are permuted. The width 

value is represented by b. 

 

2) Round: Number of iterations of an internal transformation. The number of rounds 

are represented by nr. 

 

The KECCAK-p permutation can be illustrated as KECCAK-p [b, nr]. The value 

of b can be chosen from these numbers {25, 50, 100, 200, 400, 800, 1600}. At the 

same time the value of nr can be any positive integer. 

A round of a KECCAK-p permutation that is illustrated as Rnd consists of a 

sequence of five transformation steps. The permutation is defined as an array of values 

for b bits which is repeatedly updated. This array is called as "state" and initially set 

to the input values of the permutation. 

 

3.3.1.1. Keccak-p State 

 

The KECCAK-p[b, nr] permutation is consist of b bits for a "state". On table 

3.10  two new parameters are seen that related to b value. One of them is w which 

means b/25, the other one is l which means log2(b/25). 

 

Table 3.10: KECCAK-p permutation widths and related quantities. 

 

 
 

The input and output states of the permutation can be illustrated as b-bit 

strings. These states consist of three dimensional 5-by-5-by-w arrays of bits. If a 

string that is defined as a "state" then its bits are set from 0 to b–1 as illustrated 

below: 
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S =  S[0] || S[1] || … || S[b − 2] || S[b − 1] (3.4) 

 

If a state named A that consists of a 5-by-5-by-w array of bits then its indices are 

the integer triples (x, y, z) for which 0 ≤ x ≤ 4, 0 ≤ y ≤ 4, and 0 ≤ z ≤ w-1. 

One bit that corresponds to x, y, z values is illustrated as A[x, y, z]. As a result 

of this, A named state array is demonstrated as three-dimensional array. 

 

3.3.1.2. Parts of the State Array 

 

 
 

Figure 3.9: Demonstration of row, column and lane. 

 

As shown at figure 3.9, one-dimensional subarrays on the x-axis direction are 

called rows, on the y-axis direction are called columns, and on the z-axis direction are 

called lanes. In each subarrays every cube is representing a bit. 

 

 
 

Figure 3.10: Demonstration of plane, slice and sheet. 

As shown at figure 3.10, two-dimensional subarrays on the x-axis direction are 

called planes, on the y-axis direction are called slices, and on the z-axis direction are 

called sheets.  
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Figure 3.11: Demonstration of 3 dimensional state array. 

 

As shown at the figure 3.11 the state array for a KECCAK-p permutation have 

parameters as b=1600 and and as a result of b value w is equal to 64. 

 

3.3.1.3. Converting Strings to State Arrays 

 

The state for the KECCAK-p[b, nr] permutation is illustrated with a b bits 

string named S illustrated below.   

For all three values of x, y, z where  0 ≤ x ≤4, 0 ≤ y ≤4, and 0 ≤ z ≤w-1,  

 

A[x, y, z] =  S [w(5y +  x) +  z]    b = 1600, w =  64  (3.5) 

 

According to state array A[x, y, z], bits placement is done and illustrated at figure 

3.12. 
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Figure 3.12: Demonstration of bits placement to state array. 
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3.3.1.4. Converting State Arrays to Strings 

 

It is mentioned at 3.3.1.3. section that state array is denoted by A. After 

concatenating lanes and planes of A array S can be constucted. Interval of i and j can 

be represented as: 0 ≤ i ≤ 4,  0 ≤ j ≤ 4. 

 

𝐿𝑎𝑛𝑒 (𝑖, 𝑗) = 𝐀[𝑖, 𝑗, 0] || 𝐀[𝑖, 𝑗, 1]|| … || 𝐀[𝑖, 𝑗, 𝑤 − 2] || 𝐀[𝑖, 𝑗, 𝑤

− 1] 
(3.6) 

 

Here b value is chosen 1600, so that w becomes 64, then each lane can be 

constructed as shown at figure 3.13. 
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Figure 3.13: Demonstration of lanes. 

 

Constructing plane is realized as below: 

 

Plane(j): 𝐿𝑎𝑛𝑒(0, 𝑗)||𝐿𝑎𝑛𝑒(1, 𝑗) ||𝐿𝑎𝑛𝑒(2, 𝑗)||𝐿𝑎𝑛𝑒(3, 𝑗) ||𝐿𝑎𝑛𝑒(4, 𝑗) (3.7) 

 

Finally, S can be constructed as shown at figure 3.14. 
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Figure 3.14: Demonstration of S string. 
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Figure 3.15: Demonstration of x, y and z coordinates of state array. 

 

At figure 3.15 x,y,z coordinates are defined for the usage of step mapping 

process. 

 

3.3.2. Step Mappings 

 

At KECCAK-p[b, nr] permutation there are five steps namely  θ, ρ, π, χ, and ι. 

These five step mappings(transformations) are comprising a round of KECCAK-p[b, 

nr]. 

 

3.3.2.1. Specification of θ 

 

At figure 3.16 how θ function work is demostrated. Its pseudo code steps are 

explained. 

 



 

39 

 
 

Figure 3.16: For “θ” pseudo code steps. 

 

The purpose of θ is to make XOR each bit in the state with the parities of two 

columns in the array. Especially, for the bit A[x0, y0, z0], the x-coordinate of one of the 

columns is (x0 - 1) mod 5, with the same z-coordinate, z0, while the x-coordinate of 

the other column is (x0 + 1) mod 5, with z-coordinate (z0 - 1) mod w. 

 

3.3.2.2. Specification of ρ 

 

At figure 3.17 how θ function work is demostrated. Its pseudo code steps are 

explained. 

 

 
 

Figure 3.17: For “ρ” pseudo code steps. 
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The purpose of  ρ is to to rotate the bits of each lane by a length called the offset. 

Consequently, at the lane for each bit, the z coordinate is modified by adding the offset 

that is shown on table 3.11. 

 

Table 3.11: Demonstration of ρ offset.  

 

 x=3 x=4 x=0 x=1 x=2 

y=2 153 231 3 10 171 

y=1 55 276 36 300 6 

y=0 28 91 0 1 190 

y=4 120 78 210 66 253 

y=3 21 136 105 45 15 

 

3.3.2.3. Specification of π 

 

At figure 3.18 how π function work is demostrated. Its pseudo code steps are 

explained. 

 

 
 

Figure 3.18: For “π” pseudo code steps. 

 

The purpose of π is to rearrange the positions of the lanes for any slice. For 

instance, the bit x=0 and y=0 is shown at the center of the slice. 
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3.3.2.4. Specification of χ 

 

At figure 3.19 how χ function work is demostrated. Its pseudo code steps are 

explained. 

 

 
 

Figure 3.19: For “χ” pseudo code steps. 

 

The purpose of χ is to make XOR each bit with a non-linear function of two other 

bits in its row, as illustrated at figure 3.20[14]. 

 

 
 

Figure 3.20: Demonstration of χ applied to a single row. 
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3.3.2.5. Specification of ι 

 

While computing KECCAK-p[b,nr], the ι mapping is parameterized by the round 

index ir . At the ι(A, ir) algorithm shown  at figure 3.22, this ir parameter determines l 

+ 1 bits of a lane value called the round constant, denoted by RC. Each of these l + 1 

bits are generated by a function that is based on a linear feedback shift register. This 

function is illustrated by rc and specified at Round Constant Algorithm shown at figure 

3.21. 

 

 
 

Figure 3.21: For “RC” pseudo code steps. 
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Figure 3.22: For “ι” pseudo code steps. 

 

The purpose of ι is to modify some of the bits of Lane(0,0) in a manner that 

depends on the round index ir. The other 24 lanes are not affected by ι. 

 

3.3.3. Keccak – permutation [b, nr] 

 

Round function Rnd consists of a state array A and a round index ir. This Rnd 

function is result of the five step mappings that called as θ, ρ, π, χ, and ι. 

 

Rnd(𝐀, 𝑖𝑟)  =  ι(χ(π(ρ(θ(𝐀)))), 𝑖𝑟) (3.8) 

 

The KECCAK - p[b, nr] permutation is the result of nr iterations of Rnd shown 

at figure 3.23. 

 



 

44 

 
 

Figure 3.23: For “Keccak – permutation” pseudo code steps. 

 

3.3.4. Sponge Construction 

 

The sponge construction  is a structure for specifying functions on binary data 

with arbitrary output length. The structure has  following three components: 

 

1. A function on fixed-length strings, demonstrated by f.  

2. A parameter named as rate, demonstrated by r. 

3. A padding rule, demonstrated by pad.  

 

Moreover this sponge function has two inputs. One of them is a bit string that 

demonstrated by N. The other one is bit length of output string, demonstrated by d. As 

a result, sponge function is illustrated like this: SPONGE[f, pad, r](N, d). Firstly, 

arbitrary number of input bits are absorbed into the state of the function. After that, 

arbitrary number of output bits are squeezed out of its state[14]. The sponge 

construction is shown at figure 3.24. 
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Figure 3.24: The sponge construction. 

 

The sponge function f is invertible. The r that abbreviation of rate is a positive 

integer and less then b value. The c that abbreviation of capacity is equal to (b-r) and 

also a positive integer. The pad that abbreviation of padding rule is a function that 

makes padding operation. In general, x is a positive integer and m is a non-negative 

integer and the output pad(x, m). Length(pad(x, m)) plus m  results a positive multiple 

of x. Here x equals to rate value, and m equals to length of N value. Consequently, the 

SPONGE[f, pad, r] function on (N, d) is specified as at figure 3.25.   
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Figure 3.25: For “sponge construction” pseudo code steps. 

 

3.3.5. Keccak 

 

KECCAK can be denoted as a family of sponge functions. The padding rule for 

KECCAK, defined as multi-rate padding. Related algorithm pad10*1(x, m)  is 

illustrated at figure 3.26.   
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Figure 3.26: For “padding rule” pseudo code steps. 

 

The sign * at “pad10*1” indicates that “0” bit is can be omitted or repeated as 

necessary in order  to produce an output string of the desired length. 

Moreover, if b value is restricted to 1600 that can be 25, 50, 100, 200, 400, 800, 

1600 then the KECCAK family is demonstrated as KECCAK[c].  

 

KECCAK[𝑐] = SPONGE[KECCAK − 𝑝[1600, 24], pad10

∗ 1, 1600– 𝑐] 
(3.9) 

 

Here if an input bit string chosen as N and output length as d;  

KECCAK[c] (N, d) = SPONGE[Kec-p[1600, 24], pad10*1, 1600 – c] (N, d). 

 

3.3.5.1. SHA3 Hash Functions 

 

Here SHA3 can be derived from KECCAK[c] (N, d) as shown at table 3.12: 

 

Table 3.12: Illustration of KECCAK[c] (N, d). 

 

SHA3-224(M) =  KECCAK[448] (M || 01, 224)  

SHA3-256(M) =  KECCAK[512] (M || 01, 256)  

SHA3-384(M) =  KECCAK[768] (M || 01, 384)  

SHA3-512(M) =  KECCAK[1024] (M|| 01, 512) 

      

At every time the the digest length is half of capacity value. As shown above, 01 

bits are concatenated to messeage M. As a resut of this operation SHA3 operates 

properly. 
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3.3.5.2. SHA3 Extendable-Output Functions 

 

Two SHA3 XOF that abbreviation of Extendable-Output Functions (SHAKE128 

and SHAKE256) are defined from KECCAK[c] as shown at table 3.13. 

 

Table 3.13: Illustration of SHAKE. 

 

SHAKE128(M, d) =  KECCAK[256] (M || 1111, d)  

SHAKE256(M, d) =  KECCAK[512] (M || 1111, d) 

      

1111 is concatenated to messeage M. As a resut of this operation SHA3 XOF 

operates properly. 
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4. EXPERIMENTAL RESULTS 

 

4.1. ARM Cortex-4 Microprocessor 

 

In this study, performance of hash algorithms for the same input message will  

be evaluated using ARM Cortex-M4 32-bit STM32F407VG microprocessor. This 

microprocessor can operate up to 168 MHz frequency. Its flash memory can store up 

to 1 Mbyte and SRAM can store up to 192 Kbytes. It has two APB and three AHB 

buses for inputs and outputs and peripherals. 

Many features available in this microprocessor such as ADCs, DACs, SPIs etc. 

are not used in this work. For this reason, only UARTs and timers to be mentioned 

which are  used in this study. 

This microprocessor has twelve general-purpose 16-bit timers and two general-

purpose 32-bit timers. It also has four USARTs and 2 UARTs. 

TIM2 that is one of the 32-bit timers will be used at interrupt mode to measure 

the performance of hash algorithms and USART2 is also used to demonstrate timer 

value at terminal program. At figure 4.1 TIM2 and USART2 which are connected to 

APB1 bus are shown in red rectangulars[12].  
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Figure 4.1: STM32F407VG microprocessor block diagram. 

 

To program a microprocessor linker is needed. As shown at figure 4.2 STM32F4 

DISCOVERY module is used in this work because of  its ST-LINK/V2 embedded 

debug tool feature[13]. Hash algorithms are coded using C language on Keil IDE. 

Moreover for configuration of 32-bit timer TIM2 STM32CubeMX that is shown figure 

4.3 is used. 
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Figure 4.2: STM32F4DISCOVERY microprocessor board. 

 

 
 

Figure 4.3: Timer clock configuration via STM32CubeMX. 
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Figure 4.4: Timer detail configuration via STM32CubeMX. 

 

TIM2 timer is configurated to operate at 8 MHz frequency that is shown at figure 

4.4. Prescalar value is chosen  as 8000 that can be 0 to 65565. By configurating 

prescalar value as 8000 TIM2 frequency is decreased to 1KHz which was 8 MHz 

before. After that counter period is chosen as 60000 that can be 0 to 232 . By this 

configuration of counter period as 60000 the timer TIM2 will count until one minute 

is completed. While programing hash algorithms the counter value is configured to 

zero like this: TIM2->CNT = 0. After that hash algorithm start processing. At the end 

of hash function counter value is stored to a 16-bit variable like this: value = (TIM2-

>CNT). 

The value demonstrate performance of that hash algoritm. By using this method 

performance of all hash algorithms can be stored and then can be compared. 

 

4.2. Performance Results 

 

4.2.1. Rounds of SHA-1 and SHA-2 

 

Firstly input message is selected as “GTU”. After that all rounds and message 

digests are shown at figure 4.5, figure 4.6, figure 4.7, figure 4.8, figure 4.9, figure 4.10, 

figure 4.11 respectively for SHA-1 SHA-224, SHA-256, SHA-384, SHA-512, SHA-

512/224, SHA-512/256. For these hash algorithms all rounds and message digests is 

get by using Code::blocks IDE. Although this study is related to compare hash 

algorithms on ARM microprocessor, by compiling all codes at the Code::blocks IDE 

the rounds are also obtained and shown. 
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Figure 4.5: All rounds and message digests for SHA-1. 
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Figure 4.6: All rounds and message digests for SHA-224. 
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Figure 4.7: All rounds and message digests for SHA-256. 
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Figure 4.8: All rounds and message digests for SHA-384. 
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Figure 4.9: All rounds and message digests for SHA-512. 

 



 

58 

 
 

Figure 4.10: All rounds and message digests for SHA-512/224. 
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Figure 4.11: All rounds and message digests for SHA-512/256. 

 



 

60 

4.2.2. Comparison of SHA-1, SHA-2 and SHA-3 

 

Each secure hash algorithm is compiled for each input message that has data size 

shown on table 4.1 and table 4.3. After compiling process timer value is sent from 

ARM microprocessor to personal computer via USART2 by using terminal program 

that is demonstrated at figure 4.12. All values are represented as milisecond at below 

tables. 

 

 
 

Figure 4.12: Demonstration of terminal program.  

 

When table 4.1 and table 4.2 are examined, how fast SHA-1 algorithm is easily 

observed. Although SHA-1 consists of 80 rounds, it is very fast since the message 

digest length is 160 bits. 

When SHA-224 and SHA-256 are considered, it is observed that the 

performance results are the same. Although SHA-224 message digest consists of 224 

bits, the processes performed are exactly the same as SHA-256. At final process 

omitting of the last 32 bits of SHA-224 does not make it faster than SHA-256. 

Considering the SHA-384, SHA-512, SHA-512/224 and SHA-512/256 

algorithms, it is seen that process times are much longer than SHA-1, SHA-224 and 

SHA-256. Its processes take almost five times of SHA-1, and four times of SHA-224 

and SHA-256. The reason for this situation can be stated as follows: Although SHA-1 

consists of 80 rounds, the message digest length is 160 bits and 32 bit words are used. 

However, in SHA-384, SHA-512, SHA-512/224 and SHA-512/256 algorithms 64-bit 

words are used. This situation increases the process time very much. SHA-224 and 

SHA-256 are much faster than SHA-384, SHA-512, SHA-512/224 and SHA-512/256 
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algorithms because again 32-bit words are used in SHA-224 and SHA-256 and also 

consist of 64 rounds that is less than the others.  

There are a few differences that can be negligible between SHA-384, SHA-512, 

SHA-512/224 and SHA-512/256 algorithms in terms of time comparison. 

 

Table 4.1: SHA-1 and SHA2 algorithms comparison(msec).  

 

Data size / 
Algorithm 

SHA1 
SHA 
224 

SHA 
256 

SHA 
384 

SHA 
512 

SHA 
512/224 

SHA 
512/256 

3 byte 1 1 1 4 4 3 3 

OneKiloByte 6 9 9 32 32 31 31 

TwoKiloByte 12 17 17 63 64 62 63 

FourKiloByte 23 34 34 126 128 124 125 

EightKiloByte 46 67 67 248 251 243 246 

SixteenKiloByte 92 134 134 496 502 486 492 

 

Table 4.2: Graphic of SHA-1 and SHA2 algorithms comparison(msec).   

 

 
 

When time processes are examined on table 4.3 and table 4.4 it is observed that 

SHA3-224, SHA3-256, SHA3-384, SHA3-512, SHAKE128 and SHAKE256 

algorithms take longer time than SHA-1 and SHA-2 algorithms. This is because the 

structure of SHA3 algorithm which is different from SHA-1 and SHA-2. Sponge 

construction structure that is used in SHA3 consists of many processes and this 

increases completion time of the algorithm compared to SHA-1 and SHA-2. 
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Table 4.3: SHA-3 and SHAKE algorithms comparison(msec).   

 

Data size / 
Algorithm 

SHA3 
224 

SHA3 
256 

SHA3 
384 

SHA3 
512 

SHAKE 
128 

SHAKE 
256 

3 byte 31 31 31 31 31 31 

OneKiloByte 306 311 322 343 301 311 

TwoKiloByte 587 592 619 662 576 592 

FourKiloByte 1149 1159 1208 1299 1127 1159 

EightKiloByte 1952 1952 1952 1952 1952 1952 

SixteenKiloByte 3874 3874 3874 3874 3874 3874 

 

Table 4.4: Graphic of SHA-3 and SHAKE algorithms comparison(msec).   

 

 
 

There are a few differences that can be negligible between SHA3-224, SHA3-

256, SHA3-384, SHA3-512, SHAKE128 and SHAKE256 algorithms in terms of time 

comparison. 

A study conducted by Kuznetsov et al. to examine the performance of 

cryptographic hash algorithms in various microprocessors matches the data obtained 

in this thesis[15]. Ratio of obtained time for SHA-256 and SHA-512 algorithms in this 

thesis  is approximately 3.74, while in the study conducted by Kuznetsov et al., this 

ratio is obtained as 3.43, 2.99, 4.19, 4.16, 4.34 on five different microprocessors[15]. 

0

500

1000

1500

2000

2500

3000

3500

4000

SHA3
224

SHA3
256

SHA3
384

SHA3
512

SHAKE 128 SHAKE 256



 

63 

Similarly, in this thesis ratio of obtained time for SHA3-256 and SHA3-512 

algorithms is approximately 1,118, while at the study of Alexandr et al., this ratio is 

obtained as 1.004, 1.008, 1.019, 1.020, 1.017 in five different microprocessors[15]. 

In this thesis, step mapping which is used in all SHA3 algorithms increases the 

timing value approximately 22% while creating message digest. With a future work it 

is possible to speed up the step mapping process. As a result of that SHA3 algorithms 

can be used more effectively. 
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5. DISCUSSION AND CONCLUSION 

 

In this thesis, on ARM microprocessor, message digests were obtained using 

SHA-1, SHA-2 and SHA-3 secure hash algorithms for input messages with a length 

range from three bytes to sixteen kilobytes. Thirteen secure hash algorithms SHA-1, 

SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256, SHA3-224, 

SHA3-256, SHA3-384, SHA3-512, SHAKE128 and SHAKE256 were examined in 

detail and tested on STM32F407VG ARM microprocessor using various length input 

messages. 

Considering these thirteen algorithms: Since 32-bit words are used at SHA-1 

algorithm and the message digest length is the shortest, the message digest is obtained 

faster than others. Moreover at SHA-224 and SHA256 algorithms, 32-bit words are 

used and message digest has been created at the same time period. When SHA-384 

and SHA-512 are considered, the process time takes about five times more than SHA-

1 and 4 times more than SHA-224 and SHA256. Because 64-bit words are used at 

these algorithms and the number of rounds are higher than SHA-224 and SHA256. 

Since SHA-3 algorithms use sponge construction, it is observed that the process 

time takes much longer compared to SHA-1 and SHA-2 algorithms. 

While all these algorithms are run on the STM32F407VG ARM microprocessor, 

it is determined how long the algorithm creates a message digest by using 32-bit timer 

on interrupt mode which is a feature of the microprocessor. This obtained time value 

is sent to a personal computer through the terminal program through USART2 

communication which is also a feature of the microprocessor. Based on the obtained 

data, the performances of the secure hash algorithms were compared. 
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