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SUMMARY

Elliptic curves defined over Fq are essential algebraic objects used in the field of

cryptography. There are many cryptographic algorithms and protocols whose security

is based on elliptic curve discrete logarithm problem, namely, asymmetric encryption,

key agreement protocols and digital signature. In this thesis, cryptographic protocols

based on elliptic curves in the literature have been reviewed. A new key agreement

protocol is defined and compared with existing protocols. Moreover, within the

scope of this thesis, the mathematical ideas behind isogeny based cryptography has

been comprehensively studied on. Isogeny based key agreement protocols have been

analysed and new attacks have been applied to some of the protocols in the literature.

In addition, a new supersingular isogeny based key agreement protocol is designed and

the security proof of this protocol is given.

Keywords: Elliptic Curves, Asymmetric Encryption, Key Agreement Protocols,

Post-Quantum Cryptography, Isogenies.
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ÖZET

Sonlu Fq cismi üzerinde tanımlı eliptik eğriler, kriptografi alanında kullanılan

önemli cebirsel nesnelerdir. Ayrık logaritma probleminin zorluğuna dayalı; asimetrik

şifreleme, anahtar anlaşma ve sayısal imzalama gibi eliptik eğri tabanlı birçok

kriptografik algoritma ve protokol bulunmaktadır. Bu tezde, literatürde bulunan

eliptik eğri tabanlı kriptografik protokoller incelenmiştir. Yeni bir anahtar anlaşma

protokolü tanımlanmış ve mevcut protokollerle karşılaştırılmıştır. Ayrıca, bu tez

kapsamında kuantum hesaplamaya dayanıklı olarak tasarlanan, eliptik eğrilerde izojeni

bulma probleminin zorluğuna dayalı algoritma ve protokoller de kapsamlı bir şekilde

incelenmiştir. Mevcut protokoller analiz edilip, kriptografik ataklar uygulanmıştır.

Bununla birlikte, süpersingüler eliptik eğriler kullanılarak yeni bir anahtar anlaşma

protokolü tasarlanmış ve güvenlik ispatı yapılmıştır.

Anahtar Kelimeler: Eliptik Eğriler, Asimetrik Şifreleme, Anahtar Anlaşma

Protokolleri, Kuantum Sonrası Kriptografi, İzojeniler.
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1. INTRODUCTION

Elliptic curves were first proposed as a basis for public key cryptography in the

mid 1980’s. They provide asymmetric cryptographic services based on the difficulty

of the elliptic curve discrete logarithm problem, which is so called because of its

similarity to the discrete logarithm problem over the integer modulo a large prime.

One benefit of elliptic curve cryptosystems is that they can use a much shorter key

length than other public key cryptosystems to provide an equivalent level of security.

Key agreement over insecure channels is one of the most important

cryptographic services. In a key agreement protocol, two parties exchange some

messages, and then, they can share a key. Authenticated key agreement protocols

allow parties communicating over an insecure but authenticated channel to establish

a secure communication channel. The first modern key agreement protocol is the

Diffie-Hellman protocol given by Diffie and Hellman [15] in 1976. Its security

is based on the difficulty of solving discrete logarithm problems. As the first

practical key agreement protocol without authentication, it is not secure to the

man-in-the-middle attack. After that, lots of protocols have been published and

some of them use certificates to prevent attacks such as the man-in-the-middle attack.

In addition to the need for sound security, the many practical applications of key

exchange have driven designers to improve on the performance cost associated with

authentication mechanisms. Of these protocols, the most famous, most efficient and

most standardized is the MQV protocol of Law, Menezes, Qu, Solinas and Vanstone

[33]. After that Hugo Krawczyk designed HMQV [32] which is more secure than

MQV in some security claims. In this thesis, we design a new key agreement protocol

which is as secure as HMQV.

However, all key agreement protocols and public key algorithms which are based

on discrete logarithm problems have been insecure after quantum computer will arrive.

Therefore, in 2016, the National Institute of Standards and Technology (NIST) has

been started a post-quantum cryptography standardization process taking into account

the recent advances in quantum computing and the potential threat of Shor’s algorithm

[40] on public-key cryptography. The current international PQC competition promoted

by NIST and the recent search for new “post-quantum” cryptographic primitives
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has motivated a new era of research in the mathematics of cryptography. Ideas for

cryptographic primitives based on hard mathematical problems are being actively

proposed and examined. This thesis focuses on isogeny-based cryptography, and in

particular its possible applications in cryptography and on the hardness of computing

endomorphism rings of supersingular elliptic curves.

Recently, there are many isogeny based key agreement protocols which are used

ordinary or supersingular elliptic curves have been designed [5], [7], [11], [13], [20]. In

this thesis, we analyze some of these protocols, and we find a new weakness for some

of them. Also, we define a new and first MQV type isogeny based key agreement

protocol and we give the security proof of this protocol. Moreover, we discuss the

advantages or disadvantages of our protocol to other isogeny based protocols.

The rest of this thesis is structured as follows: Chapter 2 briefly summarizes

the mathematical structures of elliptic curves and security notions in cryptographic

protocols. Chapter 3 describes the details of the pre-quantum protocols and includes

the details of the protocol we design. In Chapter 4, we give details of the post-quantum

isogeny based cryptographic protocols. We then describe the key manipulation attack

on a protocol of [10] in Chapter 5. Subsequently, the new isogeny based key agreement

protocols are presented in Chapter 6. Finally, in Section 7, we define some new attacks

to some isogeny based protocols and in 8 we conclude the thesis.
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2. PRELIMINARIES

The main purposes of this chapter are to give some fundamental definitions

about elliptic curves, especially isogenies, and to establish some notational conventions

which are used throughout this thesis. We introduce the concept of the public

key cryptography and key agreement protocols. Furthermore, we explain basic

cryptographic definitions to understand how to design and analyze the cryptographic

protocols. We refer to the books [41] and [46] for the basic definitions and well-known

results.

2.1. Elliptic Curves

To understand main definitions for elliptic curves, it is useful that basic concepts

about groups, rings and fields have been reviewed.

Elliptic curves are projective curves of genus one having a specified base point.

Projective space initially appeared through the process of adding points at infinity, as

a method to understand the geometry of projections. One can define a projective space

as the collection of all lines in affine space passing through the origin.

Definition 2.1: The projective space of dimension n, denoted by Pn or Pn(K) is the set

of (n+ 1) tuples,

(x0, . . . , xn) ∈ K
n+1

(2.1)

such that (x0, . . . , xn) ̸= (0, . . . , 0) taken modulo the equivalence relation,

(x0, . . . , xn) ∼ (y0, . . . , yn) (2.2)

if and only if there exists λ ∈ K such that xi = λiyi for all i.

The equivalence class of a projective point (x0, . . . , xn) is customarily denoted

by (x0 : . . . : xn). The set of the k-rational points, denoted by Pn(K), is defined as

Pn(K) = {(x0 : . . . : xn) ∈ Pn|xi ∈ K for all i} (2.3)

3



By fixing arbitrarily the coordinate xn = 0, we define a projective space of

dimension n-1, which we call the space at infinity; its points are called points at infinity.

Definition 2.2: An elliptic curve E over a field K is given by a non-singular projective

curve of the form;

Y 2Z + a1XY Z + a3Y Z
2 = X3 + a2X

2Z + a4XZ
2 + a6Z

3 (2.4)

for a1, a2, a3, a4, a6 ∈ K along with a base point OE = [0 : 1 : 0] which is referred to

as the point at infinity.

Equation 2.4 has the form of Generalized Weierstrass equation. This more

general form is useful when working with fields of characteristic 2 and 3. In this

thesis, we assume that the field K has characteristic different from 2 and 3. Without

loss of generality, the elliptic curve equation can be simplified and given in the short

Weierstrass form if the characteristic of K is neither 2 or 3.

Definition 2.3: (Weierstrass equation) An elliptic curve defined over a field K is the

locus in P2(K) of an equation

Y 2Z = X3 + aXZ2 + bZ3 (2.5)

with a, b ∈ K and 4a3 + 27b2 ̸= 0 (non-singularity condition).

By defining the coordinates x = X/Z and y = Y/Z, we equivalently define the

elliptic curve as the locus of the equation with affine coordinates

y2 = x3 + ax+ b (2.6)

plus the point at infinity O = (0 : 1 : 0). To be more precise, for a, b ∈ K, an elliptic

curve E defined over a field K is a set such that,

E(K) = {O} ∪ {(x, y) ∈ K ×K | y2 = x3 + ax+ b} (2.7)

4



Since any elliptic curve is defined by a cubic equation, Bezout’s Theorem shows

that any line in P2 intersects the curve in definitely three points, taken with multiplicity.

Using this property, addition operation for the points on an elliptic curve can be defined

properly.

Figure 2.1: The geometric representation of point addition and point doubling.

The addition law by requiring that three co-linear points sum to zero can be

defined as follows:

Definition 2.4: (Addition Operation on Elliptic Curves) Let E be an elliptic curve

defined by y2 = x3 + ax + b and P = (x1, y1), Q = (x2, y2) be points on E with

P,Q ̸= O. Define P +Q = R = (x3, y3) as follows:

i) If x1 ̸= x2, then

x3 = m2 − x1 − x2 y3 = m(x1 − x3)− y1 (2.8)

where m = y2−y1
x2−x1

.

ii) If x1 = x2 but y1 ̸= y2, then P +Q = O.

iii) If P = Q and y1 ̸= 0, then

x3 = m2 − 2x1 y3 = m(x1 − x3)− y1 (2.9)

where m =
3x2

1+a

2y1
.

iv) If P = Q and y1 = 0, then P +Q = O.

5



Moreover,

P +O = P (2.10)

for all points P on E.

Theorem 2.1: (Group Law) The addition of points on an elliptic curve E satisfies the

following properties:

• (closure property) For all points P1, P2 on E, P1 + P2 is also on the curve E.

• (commutativity) P1 + P2 = P2 + P1 for all P1, P2 on E.

• (existence of identity) P +O = P for all points P on E.

• (existence of inverses) Given P on E, there exists P ′ on E with P + P ′ = O.

The point P ′ is the inverse of P and it is denoted by −P .

• (associativity) (P1 + P2) + P3 = P1 + (P2 + P3) for all P1, P2, P3 on E.

In other words, the points on E form an additive abelian group with O as the

identity element.

Definition 2.5: (Order) The order of an elliptic curve point P is the smallest positive

integer k such that kP = O. Also, for an integer n, we have nP = O if and only if the

order of P divides n.

An important result from group theory (a corollary of Lagrange’s Theorem) is

that the order of a point always divides the order of the group E(Fq).

Definition 2.6: Let E be an elliptic curve over a field K, and let P ∈ E(K). For any

m ∈ Z, define the map,

[m] : E(K)→ E(K) (2.11)

to be the multiplication-by-m map, where

[m]P = P + · · ·+ P︸ ︷︷ ︸
m times

. (2.12)

The multiplication map can be defined in a similar way for negative

integers:[−m]P = [m](−P ).

6



Definition 2.7: (Torsion subgroup) For any m ∈ Z and an elliptic curve E over a field

K, the subgroup

E[m] = {P ∈ E(K) |mP = O} (2.13)

is called the m-torsion subgroup of E(K), and an element P ∈ E[m] is called an

m-torsion point.

Proposition 2.1: (Structure of elliptic curve subgroups) Let E be an elliptic curve

defined over a field K, and let m ̸= 0 be an integer. E[m], has the following structure:

• E[m] ∼= Z/mZ⊕ Z/mZ, if the characteristic of K does not divide m.

• If p is the characteristic of K, then

E[pi] ∼=

{
Z/piZ for any i ≥ 0, or

{O} for any i ≥ 0.
(2.14)

For the elliptic curves, the case E[p] ∼= Z/pZ is called ordinary elliptic curves,

while the case E[p] ∼= O is called supersingular elliptic curves.

All elliptic curves in cryptographic applications have been defined over finite

fields. Hence, from now on, we assume that E is an elliptic curve defined over a finite

field Fq with q elements (where q = pn, p is a prime number and n is a positive integer).

Theorem 2.2: (Hasse Theorem) Let E be an elliptic curve over the finite field Fq. Then

the order of E(Fq) satisfies

| q + 1−#E(Fq) |≤ 2
√
q (2.15)

Definition 2.8: (Weil Pairing). Let E be an elliptic curve defined over a field K. Let

m be a positive integer such that char(K) does not divide m. Let µm be the group of

m-th roots of unity in K such that

{µm = x ∈ K|xm = 1} (2.16)

7



Then, there is a pairing

em : E[m]× E[m]→ µm (2.17)

called the Weil pairing, such that it satisfies the following properties:

• For all P,Q, S ∈ E[m], em is bilinear in each variable.

em(P +Q,S) = em(P, S) + em(Q,S)

em(P,Q+ S) = em(P,Q) + em(P, S)

(2.18)

• If em(P,Q) = 1, for all Q ∈ E[m], then P = OE and also if em(P,Q) = 1, for

all P ∈ E[m], then Q = OE . Therefore em is non-degenerate in each variable.

• em(P, P ) = 1 for all P ∈ E[m].

• em(P,Q) = em(Q,P )
−1, for all P,Q ∈ E[m].

• em(σP, σQ) = σ(em(P,Q)) for all automorphisms σ of K such that σ is the

identity map on the coefficients of E.

• em(α(P ), α(Q)) = em(P,Q)
deg(α) for all separable endomorphisms α of E.

The elliptic curve discrete logarithm problem is an essential problem in

cryptography. In general it is a very complex problem; the best known solving

algorithms all have exponential running time. However, for supersingular elliptic

curves there exists a sub-exponential solving algorithm called the MOV attack [36].

The MOV attack reduces an elliptic curve discrete logarithm to a logarithm over a

finite field using the Weil Pairing. The discrete logarithm problem in a finite field can

be solved efficiently using Index Calculus. Therefore, ordinary elliptic curves are more

secure than supersingular curves for the discrete logarithm problem.

Definition 2.9: (Morphism). A rational map that is defined everywhere is called a

morphism. For projective curves, a morphism ϕ : E → E ′ is defined by a polynomial

mapping such that;

ϕ : (X: Y: Z)→ (ϕ0(X: Y: Z) : ϕ1(X: Y: Z) : ϕ2(X: Y: Z)) (2.19)

8



where the ϕi’s are homogeneous polynomials of equal degree satisfying the defining

equation of E ′.

Definition 2.10: (Homomorphism). A homomorphism ϕ : E → E ′ over a field K is a

morphism of elliptic curves, such that

ϕ(P +Q) = ϕ(P ) + ϕ(Q) (2.20)

for all P,Q ∈ E(K). That is, ϕ respects the group law and structure of the curve.

Definition 2.11: (Isomorphism). An isomorphism of elliptic curves ϕ : E → E ′ is an

isomorphism over K of algebraic varieties such that ϕ(OE) = OE′ . If there is an

isomorphism from E to E ′, then we write E ∼= E ′.

Isomorphism classes are labeled by an invariant called the j-invariant, whose

origins can be traced back to complex analysis.

Definition 2.12: (j-invariant). Let E : y2 = x3 + ax + b be an elliptic curve defined

over a field K, define

j(E) = 1728
4a3

4a3 + 27b2
∈ K (2.21)

to be the j-invariant of E.

Proposition 2.2: ([41], Chapter 3.1). Two curves are isomorphic over the the algebraic

closure K if and only if they have the same j-invariant.

Definition 2.13: (Isogeny) Let E and E ′ be elliptic curves defined over a finite field Fq.

An isogeny ϕ : E → E ′ defined over Fq is a non-constant rational map defined over

Fq which is also a group homomorphism from E to E ′ [41].

Definition 2.14: (Kernel) The kernel of an isogeny ϕ is defined as,

ker(ϕ) = {P |P ∈ E(K) and P ∈ ϕ−1(OE′)} (2.22)

9



The degree of an isogeny is its degree as a rational map. For separable isogenies,

to have degree l means to have kernel of size l. Every isogeny of degree greater than

one can be factored into a composition of isogenies of prime degree over Fq [9].

Definition 2.15: (Dual Isogeny) Every isogeny ϕ : E → E ′ with degree d has a unique

dual isogeny ϕ̂ : E ′ → E of the same degree such that ϕ ◦ ϕ̂ : E → E is the

multiplication map P → [d]P .

Definition 2.16: (Endomorphism Ring) An endomorphism of an elliptic curve E

defined over Fq is an isogeny E → E defined over Fqm for some m. The set of

endomorphisms of E together with the zero map forms a ring under the operations

of pointwise addition and composition; this ring is called the endomorphism ring of E

and denoted by End(E).

Definition 2.17: (Order). Let K be a finitely generated Q-algebra. An order O ⊂ K

is a sub-ring of K that is a finitely generated Z-module of maximal dimension. The

prototypical example of order is the ring of integers OK of a number field K, i.e., the

ring of all elements of K such that their monic minimal polynomial has coefficients in

Z. It turns out that OK is the maximal order of K, i.e., it contains any other order of

K.

Definition 2.18: (Quaternion algebra). A quaternion algebra is an algebra of the form

K = Q+ αQ+ βQ+ αβQ (2.23)

where the generators satisfy the relations

α2, β2 ∈ Q, α2 < 0, β2 < 0, βα = −αβ (2.24)

Theorem 2.3: (Deuring). Let E be an elliptic curve defined over a field K of

characteristic p. The End(E) is isomorphic to one of the following:

• Z, only if p = 0.

10



• An order O in a quadratic imaginary field (a number field of the form O[
√
−D]

for some D > 0); in this case we say that E is ordinary with complex

multiplication by O.

• Only if p > 0, a maximal order in the quaternion algebra ramified at p and∞;

in this case we say that E is supersingular.

The End(E) is isomorphic either to an order in a quaternion algebra or to an

order in an imaginary quadratic field [41]. In the first case E is called supersingular

and in the second case E is called ordinary.

Two elliptic curves E1 and E2 defined over Fq are said to be isogenous over Fq

if there exists an isogeny ϕ : E1 → E2 defined over Fq. A theorem of Tate states

that two curves E1 and E2 are isogenous over Fq if and only if #E1(Fq) = #E2(Fq)

[43]. Since every isogeny has a dual isogeny, the property of being isogenous over Fq

is an equivalence relation on the finite set of Fq-isomorphism classes of elliptic curves

defined over Fq. Accordingly, an isogeny class is defined to be an equivalence class of

elliptic curves, taken up to Fq-isomorphism, under this equivalence relation.

Definition 2.19: (Velu’s Formula). Let R be a finite subgroup of odd order ℓ of an

elliptic curve E given in short Weierstrass form. Vélu [45] showed how to explicitly

find the rational function form of a normalized separable isogeny ϕ : E → E/R with

kernel R. For P = (xP , yP ) /∈ R, let

ϕ(P ) =

(
xP +

∑
Q∈R\{O}

(x(P+Q) − xQ), yP +
∑

Q∈R\{O}

(y(P+Q) − yQ)
)

(2.25)

and for any point P ∈ R, set ϕ(P ) ∈ OE/R. Moreover, if E : y2 = x3+ax+ b = f(x)

then E/R is,

y2 = x3 + (a− 5t)x+ b− 7w (2.26)

where,

t =
∑

Q∈R\{O}

f ′(Q) and w =
∑

Q∈R\{O}

xQf
′(Q) (2.27)
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2.2. Public Key Cryptography

Public key cryptography is a modern form of cryptography that allows different

parties to exchange information securely over an insecure network, without having first

to agree upon some secret key. The main use of public key cryptography is to provide

information security in computer science, for example to transfer securely email, credit

card details or other secret information between sender and recipient via the internet.

In 1976, Diffie and Hellman proposed the use of certain one-way functions called

trap-door functions, to make it almost impossible to decipher encrypted data without

a key [15]. The idea is that for each key k, M is the set of messages and C is the

set of ciphertext, one can choose an encryption function fk : M → C such that it

is almost impossible to compute f−1
k without knowing k, in polynomial time. They

used exponentiation as a trap-door function in order to exchange secrets and agree on

a key. The Diffie-Hellman key agreement protocol was the first practical method for

establishing a shared secret over an insecure communication channel. The point is to

agree on a key that two parties can use for a symmetric encryption, in such a way that

an eavesdropper cannot obtain the key.

AssumeG is a cyclic group of prime order p and g is a generator ofG. Given that

g′ = gx where x ∈ [1, p− 1], the discrete logarithm problem grounds the difficulty of

finding x. Diffie-Hellman key agreement protocol based on discrete logarithm problem

is defined as follows:

Definition 2.20: [2] Suppose that A and B want to share a secret. A has a secret

x ∈R [1, p − 1] and B has a secret y ∈R [1, p − 1] (x ∈R S means that x is chosen

uniformly at random from the set S).

i) A computes X = gx and sends to B

ii) B computes Y = gy and sends to A

iii) A computes Z = Y x = gxy

iv) B computes Z = Xy = gxy

Hence, A and B agreed on a secret Z.

Since the introduction of public-key cryptography by Diffie and Hellman [15]

in 1976, the cryptographic importance of the apparent intractability of the discrete

12



Table 2.1: Security levels of algorithms (bits).

Symmetric Algorithms Diffie-Hellman Elliptic Curve Diffie-Hellman
80 1024 160-223

112 2048 224-255
128 3072 256-383
192 7680 384-511
256 15360 512

logarithm problem has been recognized. ElGamal [24] first described how this problem

may be utilized in public-key encryption and digital signature schemes. ElGamal’s

methods have been refined and incorporated into various protocols to meet a variety of

applications, and one of its extensions forms the basis for the U.S. government digital

signature algorithm (DSA) [29].

In 1985, Koblitz [30] and Miller [37] independently proposed using the group

of points on an elliptic curve defined over a finite field in asymmetric cryptosystems.

The primary advantage that elliptic curve systems have over the systems based on the

multiplicative group of a finite field (and also over systems based on the intractability

of integer factorization) is the absence of a sub-exponential-time algorithm (such

as those of “index-calculus” type) that could find discrete logs in these groups.

Consequently, one can use an elliptic curve group that is smaller in size while

maintaining the same level of security (Table 1). The result is smaller key sizes,

bandwidth savings, and faster implementations, features which are especially attractive

for security applications where computational power and integrated circuit space is

limited, such as smart cards, PC (personal computer) cards, and wireless devices.

2.3. Cryptographic Protocols

Cryptographic protocols are communication protocols which are designed to

provide security assurances of various kinds, using cryptographic mechanisms. A

protocol consists of a set of rules (conventions) which determine the exchange

of messages between two or more participants. Cryptographic protocols, also

called security protocols, use cryptographic primitives in communication protocols

13



to provide information security, such as confidentiality, authentication, integrity or

non-repudiation, in an insecure network. Encryption schemes, digital signatures, hash

functions, and random number generations are among the cryptographic primitives

which may be utilized to build cryptographic protocols.

A cryptographic protocol is a distributed algorithm defined by a sequence of

steps precisely specifying the actions required of two or more entities to achieve a

specific security objective. Cryptographic protocols involving message exchanges

require precise definition of both the messages to be exchanged and the actions to

be taken by each party. Cryptographic protocols may be typically divided into four

main categories, depending on the security objectives of the cryptographic protocol:

• Authentication Protocol: It is a protocol to provide one party some degree

of assurance regarding the identity of another with whom it is purportedly

communicating.

• Key Establishment Protocol: It is a protocol to establish shared secrets, which

are typically called or used to derive session keys.

• Electronic Commerce Protocol: It is a protocol to provide secure electronic

trades over network for two (or more) parties.

• Secure Multi-party Protocol: It is a protocol to assure secure collaborated run of

computation for any parties of the protocol run in a distributed system.

Authenticated key establishment protocols are designed to provide two or more

specified entities communicating over an open network with a shared secret key which

may subsequently be used to achieve some cryptographic goal such as confidentiality

or data integrity. Secure authenticated key establishment protocols are important as

effective replacements for traditional key establishment achieved using expensive and

inefficient messengers.

Fundamental security goals: Let A and B be two honest entities, i.e., legitimate

entities who execute the steps of a protocol correctly.

- (IKA) Implicit Key Authentication: A key agreement protocol is said to provide

implicit key authentication of B to A if party A is assured that no other party

aside from a specifically identified second party B can possibly learn the value

of a particular secret key. Note that the property of implicit key authentication

does not necessarily mean that A is assured of B actually possessing the key.
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- (EKA) Explicit Key Authentication: A key agreement protocol is said to provide

explicit key confirmation of B to A if party A is assured that the second party B

has actually computed the agreed key.

A key agreement protocol which provides implicit key authentication to both

participating parties is called an authenticated key agreement (AK) protocol, while

one providing explicit key authentication to both participating parties is called an

authenticated key agreement with key confirmation (AKC) protocol.

A number of other desirable security attributes have also been identified.

Typically the importance of supplying these attributes will depend on the application.

In the following, A and B are two honest parties.

• (K-KS) Known-Key Security: Each run of a key agreement protocol between

A and B should produce a unique secret key; such keys are called session

keys. Session keys are desirable in order to limit the amount of data available

for cryptanalytic attack and to limit exposure in the event of session key

compromise. A protocol should still achieve its goal in the face of an adversary

who has learned some other session keys.

• (FS) Forward Secrecy: If long-term private keys of one or more entities are

compromised, the secrecy of previous session keys established by honest parties

is not affected.

• (K-CI) Key-Compromise Impersonation: Suppose A’s long-term private key is

disclosed. Clearly an adversary that knows this value can now impersonate A,

since it is precisely this value that identifies A. However, it is desirable in some

circumstances that this loss does not enable the adversary to impersonate other

parties to A.

• (UK-S) Unknown Key-Share: Entity B cannot be coerced into sharing a key

with entity A without B’s knowledge, i.e., when B believes the key is shared

with some entity C ̸= A, and A (correctly) believes the key is shared with B.

A hypothetical scenario where an unknown key-share attack can have damaging

consequences, this scenario was first described in [16].

For the performance of protocols, the intended properties are as follows;

- Minimal number of passes (the number of messages exchanged).
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- Low communication overhead (total number of bits transmitted).

- Low computation overhead (total number of arithmetical operations required).

- Possibility of pre-computation (to minimize on-line computational overhead).

In the literature, many key agreement protocols have been designed by now.

For these protocols there are two types of key, namely, static and ephemeral keys. In

this thesis, pre-quantum key agreement protocols have been analyzed. Analyzes of

protocols were conducted under two main attack scenarios. These are passive attacks,

where messages only are gathered but not altered, and active attacks, where there are

some modification of the messages. There are quite a lot of attack methods under these

two categories. The attack scenarios that can be emphasized in the thesis as follows:

• Eavesdropping: an adversary captures information that is sent in the protocol.

• Modification: the information sent in the protocol is altered by an adversary.

• Replay: a transmission is recorded, and then later retransmitted.

• Reflection: sending the same message back to the sender in a new protocol run.

• Denial of service attacks: the attacker overwhelms the server so that legitimate

users will not get a connection with the server.

• Typing attack: replacing a message field of one type with a message field of

another type.

• Cryptanalysis: the study of methods for obtaining the meaning of encrypted

information.

• Certificate manipulation: modification of the certificate information.

• Protocol interaction: using a new protocol to interact with a known protocol.

2.4. Security Definitions

Canetti-Krawczyk (CK) Model [3] is one of the most famous security models

in the literature to prove the security of authenticated key exchange protocols. This

security model is strong enough to get a wide range of security properties, including

basic session key security, and yet is flexible enough to cover additional requirements

such as perfect forward secrecy (PFS) and key-compromise impersonation (KCI)

resilience. The key exchange constructions studied in this thesis use the CK model

in security proofs.
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We focus on the main approaches to authenticating a key exchange: using

implicitly authenticated schemes (such as in (H)MQV [32], [33]). The security proofs

follow the original CK model (referred to as CK model in the pre-specified peer

setting). Protocols proven secure under this model are called session key (SK) secure

in the unauthenticated links model [3]. This model is appropriately extended in several

follow-up works to capture forward secrecy and KCI resilience (e.g., see [32]). Also,

Canetti and Krawczyk in [4] relaxed the security definition in the model above to

support the “postspecified peers” setting. Protocols proven secure under this modified

model are called session-key (SK) secure in the post-specified peer model [4].

Definition 2.21: (Supersingular Isogeny Computational Diffie-Hellman Problem

(SI-CDH))

Let ϕA : E → EA be an isogeny whose kernel is equal to ⟨PA + [nA]QA⟩, and

let ϕB : E → EB be an isogeny whose kernel is equal to ⟨PB + [nB]QB⟩. Given the

curves EA, EB and the points ϕA(PB), ϕA(QB), ϕB(PA), ϕB(QA), find the j-invariant

of E/⟨PA + [nA]QA, PB + [nB]QB⟩.

Definition 2.22: (Supersingular Isogeny Decision Diffie-Hellman Problem (SI-DDH))

Given a tuple sampled with probability 1/2 from one of the following two

distributions:

i) (EA, EB, ϕA(PB), ϕA(QB), ϕB(PA), ϕB(QA), EAB),

where EA, EB, ϕA(PB), ϕA(QB), ϕB(PA) and ϕB(QA) are as in the SI-CDH

problem and

EAB
∼= E/⟨PA + [nA]QA, PB + [nB]QB⟩ (2.28)

ii) (EA, EB, ϕA(PB), ϕA(QB), ϕB(PA), ϕB(QA), EC),

where EA, EB, ϕA(PB), ϕA(QB), ϕB(PA) and ϕB(QA) are as in the SI-CDH

problem and

EC
∼= E/⟨PA + [n′

A]QA, PB + [n′
B]QB⟩ (2.29)

where n′
A, n

′
B are chosen at random from Z/leAA Z,Z/leBB Z and not both divisible

by lA, lB respectively,
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determine from which distribution the tuple is sampled.

Definition 2.23: (Supersingular Isogeny Gap Diffie-Hellman Problem (SI-GDH))

Supersingular Isogeny Gap DH Problem is a problem that there is a polynomial

time algorithm to solve the SI-DDH problem and there is no polynomial time algorithm

to solve the SI-CDH problem.

Definition 2.24: (Degree Insensitive Supersingular Isogeny Gap DH Problem

(di-SI-GDH))

This problem is also a type of SI-GDH problem such that the degrees of ϕ′
A and

ϕ′
B are the powers of the degrees of ϕA and ϕB, respectively.

Definition 2.25: A key exchange protocol is called SK-secure with PFS if the following

properties hold for any attacker:

i) Two uncorrupted parties complete matching sessions and derive the same

session key,

ii) The probability that an attacker succeeds in its test-session distinguishing attack

is not more than 1/2 plus some negligible function (in the security parameter).
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3. PRE-QUANTUM CRYPTOGRAPHIC
PROTOCOLS

In this section, we give details of pre-quantum cryptographic protocols,

especially key establishment protocols. We focus on asymmetric authenticated key

agreement protocols whose security is based on the difficulty of the Diffie-Hellman

problem. We discuss the practical and provable security aspects of some protocols

which are being standardized by accredited standards organizations. As a result of the

analyzes, important protocols can be listed as follows:

• Ephemeral Diffie-Hellman [15]

• Static Diffie-Hellman [15]

• MTI-C0 [33]

• MTI-A0 [33]

• Full Unified Model [1]

• MQV [33]

• HMQV [32]

As we have seen in the analysis, six of the seven analyzed protocols fail to meet

some of the security features described in this section. Only one protocol, namely

HMQV, provides the desired security level. Ephemeral Diffie-Hellman, MTI-C0 and

MTI-A0 provide neither implicit key authentication nor explicit key authentication.

Unified model and MQV ensure not explicit key authentication but implicit key

authentication.

Two of the protocols fail to meet the forward secrecy goal, and three of the

protocols fail to meet the key compromise impersonation resilience goal. Problems

in protocols are caused by disclosure of the long-term private key. If we take the

necessary steps in order to keep this key secret, the encountered problems will not

have any impact on the security. Moreover, four of the protocols were found to be

vulnerable to unknown key share attack. All results are summarized in Table 3.1. The

result of the research showed that the compatibility between efficiency and security

level cannot be ignored when designing the key agreement protocol.
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Table 3.1: Security services offered by authenticated key agreement protocols.

Scheme IKA EKA K-KS FS K-CI UK-S
Ephemeral Diffie Hellman x x � n/a n/a x
MTI - C0 x x � � x x
MTI - A0 x x � x � x
Static Diffie Hellman � x x x x �

Unified Model � x � � x �

MQV � x � � � x
HMQV � � � � � �

The New Key Agreement Protocol � � � � � �

We give some extra notation for the group of points on elliptic curve over a finite

field to understand protocols details precisely.

• G is a base point of E which has an order n,

• a, b are static private keys of Alice and Bob; a, b ∈R [1, n− 1],

• A,B are static public keys of Alice and Bob; A = aG, B = bG,

• x, y are ephemeral private keys of Alice and Bob; x, y ∈R [1, n− 1],

• X, Y are ephemeral public keys of Alice and Bob; X = xG, Y = yG,

• Q denotes most significant k bits of x coordinate of point Q = (xq, yq) where

Q ∈ E and xq is a 2k bits number,

• H is a cryptographic hash function.

3.1. Full Unified Diffie-Hellman

The Unified Model [1], proposed by Ankney, Johnson and Matyas, is an

authenticated key agreement protocol. One of its advantages is that it is conceptually

simple and consequently easier to analyze. Cert(Alice) and Cert(Bob) represent the

digital certificate for Alice and Bob, respectively. Their static public keys are in the

certificate. x and y are the ephemeral secret keys while X and Y represents their

ephemeral public keys.

i) Alice sends CertA and X to Bob,

ii) Bob sends CertB and Y to Alice,

iii) Alice verifies that Y ∈ E, Y ̸= O and nY = O,
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iv) Bob verifies that X ∈ E, X ̸= O and nX = O,

v) If any check fails, thenAlice terminates the protocol run with failure. Otherwise,

Alice computes the session key K = H(a(B)||x(Y )) = H(abG||xyG),

vi) If any check fails, then Bob terminates the protocol run with failure. Otherwise,

Bob computes the session key K = H(b(A)||y(X)) = H(abG||xyG).

Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

X = xG Y = yG

Cert(Alice), X
−−−−−−−−−→
Cert(Bob), Y
←−−−−−−−−−

Z = aB||xY Z = bA||yX

Figure 3.1: Full Unified Diffie-Hellman.

3.2. MTI-C0 and MTI-A0 Key Agreement Protocols

The MTI-C0 and MTI-A0 key agreement protocols are special cases of the three

infinite families of key agreement protocols proposed by Matsumoto, Takashima and

Imai [35] in 1986. They were designed to provide implicit key authentication, and

do not provide key confirmation. Closely related protocols are KEA [26]. MTI-C0

and MTI-A0 families of protocols are vulnerable to several active attacks if not

implemented correctly.

The drawbacks of the ephemeral and static Diffie-Hellman protocols can be

alleviated by using both static and ephemeral keying material in the formation of

shared secrets. An example of an early protocol designed in this manner is the MTI-C0

protocol.

i) Alice selects x ∈R [1, n− 1] and sends TA = xB to Bob,

ii) Bob selects y ∈R [1, n− 1] and sends TB = yA to Alice,

iii) Alice computes Z = a−1xTB = xyG.

iv) Bob computes Z = b−1yTA = xyG.

21



Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

TA = xB TB = yA

Cert(Alice), TA−−−−−−−−−→
Cert(Bob), TB←−−−−−−−−−

Z = a−1xTB Z = b−1yTA

Figure 3.2: MTI-C0 Protocol.

At first glance, this protocol looks like a secure one. Unfortunately, some

subtle problems have raised because of combining static and ephemeral Diffie-Hellman

protocols. As an example, consider the following instance of the small subgroup attack

[33] on the MTI-C0 protocol. An adversary Eve replaces TA and TB with the identity

element. Both Alice and Bob now form Z, which is also known to Eve. This attack

demonstrates that the MTI-C0 protocol does not offer implicit key authentication.

Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

X = xG Y = yG

Cert(Alice), X
−−−−−−−−−→
Cert(Bob), Y
←−−−−−−−−−

Z = aY + xB Z = bX + yA

Figure 3.3: MTI-A0 Protocol.

The small subgroup attack cannot be problem for MTI-AO protocol, but

MTI-A0 protocol does not possess the unknown key-share resilience attribute in some

circumstances. The active attack and the many variants of it, illustrate that it is prudent

to require an entity A to prove possession of the private key corresponding to its static

public key to a CA before the CA certifies the public key as belonging to A. This

proof of possession can be accomplished by zero-knowledge techniques.
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i) Alice sends CertA and X to Bob,

ii) Bob sends CertB and Y to Alice,

iii) Alice computes Z = aY + xB = (ay + xb)G,

iv) Bob computes Z = bX + yA = (ay + xb)G.

3.3. MQV and HMQV Key Agreement Protocols

The MQV protocol of Law, Menezes, Qu, Solinas and Vanstone is possibly the

most efficient of all known authenticated Diffie-Hellman protocols that use public-key

authentication. In addition to great performance, the protocol has been designed

to achieve a remarkable list of security properties. In order to provide an answer

to whether the protocol can be proven secure in a rigorous model of key-exchange

security, Krawczyk [32] analyze the MQV protocol in the Canetti-Krawczyk model of

key exchange. He then showed that MQV fails to a variety of attacks in this model that

invalidate its basic security as well as many of its stated security goals. On the basis of

these findings, Krawczyk presented HMQV, a carefully designed variant of MQV, that

provides the same superb performance and functionality of the original protocol but

for which all the MQV’s security goals can be formally proved to hold in the random

oracle model under the computational Diffie-Hellman assumption. Basic model for

MQV and HMQV is Protocol-1, but there are some changes in that protocol.

Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

X = xG Y = yG

Cert(Alice), X
−−−−−−−−−→
Cert(Bob), Y
←−−−−−−−−−

Z = (a+ x)(B + Y ) Z = (b+ y)(A+X)

Figure 3.4: Protocol-1.
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We can summarize MQV protocol as follows:

i) Alice sends CertA and X to Bob,

ii) Bob sends CertB and Y to Alice,

iii) Alice verifies that Y ∈ E, Y ̸= O and nY = O,

iv) Bob verifies that X ∈ E, X ̸= O and nX = O,

v) If any check fails, thenAlice terminates the protocol run with failure. Otherwise,

Alice computes sA = (x+aX)mod n and the shared secret Z = sA(Y +Y B) =

(x+ aX)(y + bB)G,

vi) If any check fails, then Bob terminates the protocol run with failure. Otherwise,

Bob computes sB = (y + bY )mod n and the shared secret Z = sB(X +XA) =

(x+ aX)(y + bB)G,

vii) If Z = O then the protocol is terminated. Otherwise, the session key is K =

H(Z).

Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

X = xG Y = yG

Cert(Alice), X
−−−−−−−−−→
Cert(Bob), Y
←−−−−−−−−−

Z = (aX + x)(BY + Y ) Z = (bY + y)(AX +X)

Figure 3.5: MQV Protocol.

The only difference from MQV protocol is the calculation of sA and sB.

Moreover, sA = H(X,B) and sB = H(Y,A) in the protocol.

i) Alice sends CertA and X to Bob,

ii) Bob sends CertB and Y to Alice,

iii) Alice verifies that Y ∈ E, Y ̸= O and nY = O ,

iv) Bob verifies that X ∈ E, X ̸= O and nX = O,

v) If any check fails, thenAlice terminates the protocol run with failure. Otherwise,

Alice computes the shared secret Z = (asA + x)(BsB + Y ) = (x + asA)(y +

bsB)G,
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vi) If any check fails, then Bob terminates the protocol run with failure. Otherwise,

Bob computes the shared secretZ = (bsB+y)(AsA+X) = (x+asA)(y+bsB)G,

vii) If Z = O then the protocol is terminated. Otherwise, the session key is K =

H(Z).

Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

X = xG Y = yG

Cert(Alice), X
−−−−−−−−−→
Cert(Bob), Y
←−−−−−−−−−

sA = H(X,B), sB = H(Y,A) sA = H(X,B), sB = H(Y,A)

Z = (asA + x)(BsB + Y ) Z = (bsB + y)(AsA +X)

Figure 3.6: H-MQV Protocol.

3.4. The New Key Agreement Protocol

In this thesis, we define a new key agreement protocol which has the same

security level with H-MQV. Therefore, it is more secure than the MQV protocol.

However, in our protocol, there are two elliptic curve point multiplication for one party

while in H-MQV and MQV protocol, there are 1.5 elliptic curve point multiplications.

The details of our protocol are in Figure 3.7.

i) Alice sends CertA and X to Bob,

ii) Bob sends CertB and Y to Alice,

iii) Alice verifies that Y ∈ E, Y ̸= O and nY = O ,

iv) Bob verifies that X ∈ E, X ̸= O and nX = O,

v) If any check fails, thenAlice terminates the protocol run with failure. Otherwise,

Alice computes the shared secret Z = (a+ x)(B + Y )||(a− x)(B + Y ),

vi) If any check fails, then Bob terminates the protocol run with failure. Otherwise,

Bob computes the shared secret Z = (b+ y)(A+X)||(b+ y)(A−X),
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vii) If Z = O then the protocol is terminated. Otherwise, the session key is K =

H(Z).

Alice Bob

x ∈ [2, n− 1] y ∈ [2, n− 1]

X = xG Y = yG

Cert(Alice), X
−−−−−−−−−→
Cert(Bob), Y
←−−−−−−−−−

Z = (a+ x)(B + Y )||(a− x)(B + Y ) Z = (b+ y)(A+X)||(b+ y)(A−X)

Figure 3.7: The New Key Agreement Protocol.
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4. POST-QUANTUM CRYPTOGRAPHIC
PROTOCOLS

Research on post-quantum cryptographic algorithms and protocols has gained

recently an increasing attention. The main reason is the prediction that Shor’s

algorithm [40] can be efficiently implemented on large scale quantum computers which

would break the security guarantees of the existing public-key cryptosystems, which

are typically based on the intractability of the factorization and the discrete logarithm

problems on suitable abelian groups. There are some alternative techniques based

on varies known mathematical problems which is believed to be secure even against

a quantum adversary. One of these problems is to find the isogeny between elliptic

curves, also known as isogeny-based cryptography. In other words, isogeny-based

cryptography refers to cryptographic algorithms and protocols based on elliptic curves,

whose intractability relies basically on the problem of finding an explicit isogeny

between two given isogenous elliptic curves over a finite field Fq. The first proposal

of an isogeny-based cryptosystem was made by Couveignes in 1997 [9]. It described

a non-interactive key exchange protocol based on the isogenies of ordinary elliptic

curves over Fq. His work was not published as an article and solely posted on

ePrint in 2006. This method was also independently rediscovered by Rostovtsev

and Stolbunov earlier in 2004 [39] and published in 2006. In 2010, Childs, Jao and

Soukharev [6] showed that the Couveignes–Rostovtsev–Stolbunov(CRS) scheme can

be broken by a quantum adversary in sub-exponential time using the commutativity of

the endomorphism rings of the underlying elliptic curves. This led Jao and De Feo [17]

to consider the use of supersingular elliptic curves. The full ring of endomorphism of a

supersingular elliptic curve is a maximal order in a quaternion algebra; hence the attack

cannot be used to break the supersingular version of the non-interactive key exchange

protocol based on the isogenies due to non-commutativity of the endomorphism

ring. Hence, the protocol of Jao and De Feo [17] provides security against quantum

adversaries, which is known as the Supersingular Isogeny Diffie-Hellman (SIDH) key

exchange protocol. Since then, research in the area of isogenies has become highly

popular and some new schemes based on SIDH have recently been presented [20], [21],
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[34]. Note also that, SIKE (Supersingular Isogeny Key Encapsulation) [27], a variant

of SIDH, has been submitted to the NIST competition on post-quantum cryptography.

The Round 3 candidates of this competition were recently announced on July 22, 2020,

and SIKE advanced to the third round as an alternate candidate.

4.1. Supersingular Isogeny Diffie-Hellman (SIDH)

The SIDH key exchange protocol by Jao and De Feo [17] is based on the

difficulty of computing exponentially large-degree isogenies between supersingular

elliptic curves. This key exchange protocol has a specific method. First choose

different small primes ℓA, ℓB and eA, eB ∈ N. Then choose a small integer f ∈ N as a

cofactor such that p = ℓeAA ℓ
eB
B f ± 1 is a prime number. Choose E to be a supersingular

elliptic curve over Fp2 such that E(Fp2) has group structure isomorphic to a product

of two cyclic groups of order (ℓeAA ℓ
eB
B f)2. Fix points PA, QA ∈ E[ℓeAA ] in such a way

that the group generated by PA and QA is the whole group E[leAA ]. Similarly, choose

PB, QB such that ⟨PB, QB⟩ = E[ℓeBB ].

In [17], the sender randomly chooses two secret integers mA, nA ∈ (0, ℓeAA ).

Similarly, the receiver randomly chooses also two chosen secret integers mB, nB ∈

(0, ℓeBB ). However, in [8], Costello et al. showed that choosing one secret number

for each of the parties provides the same security level as in SIDH. In Figure 4.1

we describe SIDH using one secret for each parties Alice (the sender) and Bob (the

receiver).

Parameters: Prime number p = ℓeAA ℓ
eB
B f ± 1, an elliptic curve E over Fp2 , PA, QA ∈

E[ℓeAA ] and PB, QB ∈ E[ℓeBB ].

The common key is j(EAB) = j(EBA), since two elliptic curves EAB and EBA

are both isomorphic to the curve E over F2
p where

E = ⟨PA + [nA]QA, PB + [nB]QB⟩ (4.1)

The security of SIDH informally relies on the (supersingular) isogeny walk

problem: given two elliptic curves E, E ′ in the same isogeny class, find a path made

of isogenies of small degree between E and E ′.

The isogeny walk problem has been considered in the literature even before
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Alice Bob

Choose nA ∈ (0, ℓA
eA) Choose nB ∈ (0, ℓB

eB )

RA = PA + nAQA RB = PB + nBQB

Compute ϕA : E → E/⟨RA⟩ := EA Compute ϕB : E → E/⟨RB⟩ := EB

EA, ϕA(PB), ϕA(QB)−−−−−−−−−−−−→

EB , ϕB(PA), ϕB(QA)←−−−−−−−−−−−−

Compute EAB := Compute EBA :=

EB/⟨ϕB(PA) + nAϕB(QA)⟩ EA/⟨ϕA(PB) + nBϕA(QB)⟩

Compute K = j(EAB) Compute K = j(EBA)

Figure 4.1: Jao-De Feo Method.

the introduction of isogeny based cryptography. The best generic algorithm currently

known is due to Galbraith [22]. It is a meet in-the-middle strategy that, on average,

requires a number of elementary steps proportional to the square root of the size of the

isogeny class of E and E ′. In the supersingular case, an improvement due to Delfs and

Galbraith has roughly the same computational complexity, but only uses a constant

amount of memory.

Over Fp2 , there is a unique isogeny class of supersingular elliptic curves (up to

twist), and it has size roughly p/12. Thus, the algorithm of Delfs and Galbraith would

find an isogeny between the starting curve E0 and a public curve E ′ in O(
√
p) time.

Nevertheless, these generic algorithms do not improve upon exhaustive search. Indeed,

if p = 2n3m−1, the key spaces have sizes roughly 2n and 3m ; thus, if these are chosen

to balance out, then the size of the key spaces is roughly
√
p.

However, the idea of Galbraith’s meet-in-the-middle approach can be easily

adapted to attack SIDH in only O( 4
√
p) operations. To find the secret isogeny of

degree le between E ′ and E0, an attacker builds a tree of all curves isogenous to E0 via

isogenies of degree le/2, and a similar tree of all curves isogenous to E ′ of degree le/2.

Since we suppose that an isogeny of degree le exists between E ′ and E0, and since the

length of this walk is much shorter than the size of the graph, with high probability
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the two trees will have exactly one curve E ′′ in common, so the secret isogeny will

be recovered by composing the paths E0 → E
′′ and E ′′ → E ′. This procedure only

requires O(
√
le) steps or O( 4

√
p).

Definition 4.1: (Claw Problem). Given two functions f : A→ C and g : B → C with

domains of equal size, find a pair (a, b) such that f(a) = g(b).

The claw problem can be solved in time O(|A| + |B|) and space O(|A|) on a

classical computer by building a hash table for f(a) for a ∈ A and looking for hits

with g(b), where b ∈ B. This gives a O( 4
√
p) classical attack on SIDH key exchange.

Tani [42] showed that on a quantum computer this problem can be solved in quantum

complexity O((|A|.|B|)1/3), thus giving a O( 6
√
p) quantum attack (where |A| = |B| =

O(p1/4)).

For the security of protocols, there is no need to use two different secret keys.

Hence, we choose one secret key to compute isogenies in this section. In addition, we

fix supersingular elliptic curve as

E : y2 = x3 + x (4.2)

where p = 2n3m − 1.

In [23], there is an observation for validation check. We summarize this

validation in Remark 4.1.

Remark 4.1: The Weil pairing can be used to check a lot more than just independence.

A standard fact is that if ϕ : E → E ′ is an isogeny and if P,Q ∈ E[n] then

eN(ϕ(P ), ϕ(Q)) = eN(P,Q)
deg(ϕ) (4.3)

where the first Weil pairing is computed on E and the second one is on E ′.

This allows to validate not only that the points are independent but also that they

are consistent with being the image of the correct points under an isogeny of the correct

degree. Hence, a natural validation step for Alice to run in the protocols is to check

e2n(ϕB(PA), ϕB(QA)) = e2n(PA, QA)
3m (4.4)
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This will give her some assurance that the points ϕB(PA), ϕB(QA) provided by

Bob are consistent with being the images of the correct points under an isogeny of the

correct degree.

Lemma 4.1: LetR, S ∈ E[2n] be linearly independent points of order 2n and let a ∈ Z.

Then,

⟨R + [a](S + [2n−1]R)⟩ = ⟨R + [a]S⟩ (4.5)

if and only if a is even.

Bob learns the parity of a based on whether or not Alice computes the same

curve. This attack can be extended adaptively to learn each bit of efficiently.

Moreover, Weil pairing is

e2n(R, (S + [2n−1]R) = e2n(R, S) = e2n(P,Q)
3m (4.6)

and so the attack is not detectable using pairings. However, we solve this problem in

our new protocol which is defined in Section 6.

4.2. Supersingular Isogeny Key Encapsulation (SIKE)

SIKE is a key encapsulation mechanism that is an actively-secure variant of

the SIDH protocol, i.e., it offers resistance against indistinguishability under adaptive

chosen ciphertext (IND-CCA2) attacks. In practice, this means that SIDH keys are

ephemeral while SIKE’s do not need to be. Algorithm of SIKE can be summarized as

follows:

• Public Parameters: Alice and Bob start from supersingular elliptic curveE0/Fp2

with prime number p = 2eA3eB − 1 along with basis points {PA, QA} and

{PB, QB} that generate E0 = [2eA ] and E0 = [3eB ], respectively.

• Key Generation: Alice computes a random integer skA ∈R Z/2eAZ and uses

it to compute a secret isogeny ϕA, where she uses the image curve EA and the

image points ϕA(PB), ϕA(QB) to form her public key pkA.
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Table 4.1: SIKE parameter sets for each NIST security level.

• Encapsulation: Bob computes his secret key r based on Alice’s public key and

a random message m, which he uses to compute the kernel of his secret isogeny

and to form his public key as pkB = {EB, ϕB(PA), ϕB(QA)}. He computes a

second isogeny, which leads him to the final image curve EAB. He generates

a ciphertext appending the message m masked by j(EAB) of the curve to his

public key.

• Decapsulation: Alice uses her secret key and Bob’s public key projection

points to reach curve EBA, which since it is isomorphic to EAB features the

same j-invariant. She uses the unmasked value m to obtain Bob’s secret key

and uses it to re-compute his public key, where by comparing the result with

c0, she computes the shared secret or uses random value, preventing further

communication.

4.3. Commutative Supersingular Isogeny Diffie-
Hellman(CSIDH)

Castryck et al. [5] proposed an efficient commutative group action suitable for

non-interactive key exchange in a post-quantum setting. Their construction follows the

layout of the Couveignes–Rostovtsev–Stolbunov cryptosystem, but they applied it to

supersingular elliptic curves defined over a large prime field Fp, rather than to ordinary

elliptic curves. The Diffie–Hellman scheme resulting from the group action allows for

publickey validation at very little cost. To understand this protocol indeed, we now

give the definition of the class group action.
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Figure 4.2: SIKE Algorithm.

Definition 4.2: (The class-group action) Fix a prime p ≥ 5 and an ordinary or

supersingular elliptic curve E defined over Fp. The Frobenius endomorphism π of

E satisfies a characteristic equation,

π2 − tπ + p = 0 (4.7)

inEndp(E), where t is the trace of Frobenius. The curveE is supersingular if and only

if t = 0. The Fp-rational endomorphism ring Endp(E) is an orderO in the imaginary

quadratic field K. We note that O always contains the Frobenius endomorphism π,

and hence the order Z[π].

Any invertible ideal a of O splits into a product of O-ideals as (πO)ras, where

as ⊈ πO. This defines an elliptic curve E/a and an isogeny

φa : E → E/a (4.8)

of degree N(a).
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Figure 4.3: CSIDH Key Agreement Protocol.

Let O be an order in an imaginary quadratic field and π ∈ O such that

Eℓℓp(O, π) is non-empty. Then the ideal-class group cl(O) acts freely and transitively

on the set Eℓℓp(O, π) via the map

cl(O)× Eℓℓp(O, π)→ Eℓℓp(O, π) such that ([a], E)→ E/a (4.9)

in which a is chosen as an integral representative.

To emphasize the fact that we are dealing with a group action, we will from now

on write [a] ∗ E or simply [a]E for the curve E/a defined above. In Figure 4.3, we

explain CSIDH in details.

4.4. Other Protocols

B-SIDH [7]: This paper explored a new way of instantiating isogeny-based

cryptography in which parties can work in both the (p + 1)-torsion of a set of

supersingular curves and in the (p − 1)-torsion corresponding to the set of their

quadratic twists. Although the isomorphism between a given supersingular curve
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and its quadratic twist is not defined over Fp2 in general, restricting operations to the

x-lines of both sets of twists allows all arithmetic to be carried out over Fp2 as usual.

Furthermore, since supersingular twists always have the same Fp2 rational j-invariant,

the SIDH protocol remains unchanged when Alice and Bob are free to work in both

sets of twists.

SiGamal [38]: In this paper, Moriya et al. proposed two new supersingular

isogeny-based public key encryptions: SiGamal and C-SiGamal. These public key

encryptions are developed by giving an additional point of the order 2r to CSIDH.

SiGamal seems similar to ElGamal encryption, while C-SiGamal is a compressed

version of SiGamal.

SETA [13]: Guilhem et al. provided new PKE schemes and KEMs based on isogeny

problems. Key recovery security for their schemes only relies on the original isogeny

problem for supersingular curves, and the standard OW-CPA and INDCCA security

rely on different problems than those used in SIDH and SIKE. They argued that,

depending on future cryptanalysis progress, their schemes can provide an interesting

alternative to the SIKE family.

SeaSign [11]: De Feo and Galbraith defined a new signature scheme for isogenies that

connects the class group actions of CSIDH with the notion of Fiat-Shamir with aborts.

Their techniques allow to have signatures of size less than one kilobyte at the 128-bit

security level, even with tight security reduction (to a non-standard problem) in the

quantum random oracle model. Hence, their signatures are potentially shorter than

lattice signatures, but signing and verification are currently very expensive.

SQISign [18]: Feo et al. introduced a new signature scheme from isogeny graphs of

supersingular elliptic curves. The signature scheme is derived from a new one-round,

high soundness, interactive identification protocol. Targeting the post-quantum NIST-1

level of security, their implementation results in signatures of 204 bytes, secret keys of

16 bytes and public keys of 64 bytes. In particular, the signature and public key sizes

combined are an order of magnitude smaller than all other post-quantum signature

schemes.
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5. CRYPTANALYSIS OF SOME RECENT
ISOGENY BASED CRYPTOGRAPHIC
PROTOCOLS

Portions of this chapter were published in Bull. Iran. Math. Soc. 47 (2021). The

contents of this chapter represent studies in that work.

Recently, Daghigh et al. proposed some isogeny based key agreement protocols

in [10]. In that paper, Daghigh et al. argued that their key exchange protocols based

on supersingular isogenies provide the same security level as the Jao et al.’s protocol

SIDH [17]. In [25], we firstly study on a weakness of these protocols to a key

manipulation attack. Therefore, unlike the security claims of Daghigh et al., these

protocols unfortunately do not provide the same security when compared with SIDH.

Secondly, we then prove that in particular the secret dual isogenies of the protocols

can easily be retrieved by applying our key manipulation attack. Moreover, we discuss

the countermeasures to this attack.

5.1. Daghigh et al. Key Exchange Method

In [10], Daghigh et al. suggested three Diffie-Hellman type key exchange

protocols using isogenies of elliptic curves. One of these methods is just suitable

for ordinary elliptic curves while the others, Method 2 and Generalized Method 2,

are suitable for both ordinary and supersingular elliptic curves. Method 2 uses the

endomorphism ring of an elliptic curve E. By using isogenies between two elliptic

curves, they extend this method and named as Generalized Method 2. They claimed

that the main advantage of their protocols is that the transmitted information is only

ϕA(P ) and ϕB(P ). Thus, the protocols are more efficient in terms of communication

overhead than SIDH. The exchanged information in [17] includes the image of the

generators of E[ℓeAA ] and E[ℓeBB ] under the secret isogenies ϕB and ϕA, respectively.

We now give the description of the Generalized Method 2 on which we apply our

attack in the next section.

Generalized Method 2: Assume that E and E ′ are two isogenous elliptic curves. Let

n be the order of E and E ′ and P ∈ E(Fq)[n]. Suppose that Alice and Bob agree on
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E,E ′ and point P . Alice chooses an isogeny ϕA ∈ Hom(E,E ′) and sends ϕA(P ) to

Bob. Similarly, Bob chooses an isogeny ϕB ∈ Hom(E,E ′) and sends ϕB(P ) to Alice.

ϕ̂A and ϕ̂B denote the dual isogenies of ϕA and ϕB, respectively. Alice and Bob can

share a common key as described in Figure 5.1.

Alice Bob

Choose ϕA : E → E ′ Choose ϕB : E → E ′

ϕA(P )−−−−−−−−−→

ϕB(P )←−−−−−−−−−

Compute Q = ϕ̂A(ϕB(P )) Compute Q′ = ϕ̂B(ϕA(P ))

Compute K = j(E/⟨P,Q⟩) Compute K = j(E/⟨P,Q′⟩)

Figure 5.1: Daghigh et al. Generalized Method 2.

5.2. A Key Manipulation Attack on Daghigh et al.
Protocols

Isogeny based key agreement protocols described in [10], are vulnerable to a

key manipulation attack. In this part, we apply this attack to Generalized Method 2

protocol. Note that this attack can be easily applied to their other protocols of [10] in

the same way.

Suppose Eve is an attacker and she can modify the messages in the protocol. Let

e be an integer such that e ∈ (0, n). Alice wants to send ϕA(P ) to Bob. However, Eve

blocks the message and sends eϕA(P ) to Bob. In the same way, Bob wants to send

ϕB(P ) to Alice. However, Eve blocks the message and sends eϕB(P ) to Alice.

Proposition 5.1: The values of K1 and K2 in Figure 5.2 are equal.

Proof Assume α ∈ End(E) and Tr(α) = α̂ + α = k ∈ Z. For e ∈ (0, n), we have

⟨P, eα̂(P )⟩ = ⟨P, ekP − eα(P )⟩ = ⟨P, eα(P )⟩ (5.1)
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Alice Eve Bob

Choose ϕA ∈ Hom(E,E ′) Choose e ∈ (0, n) Choose ϕB ∈ Hom(E,E ′)

ϕA(P )−−−−−→
eϕA(P )−−−−−→

eϕB(P )←−−−−−
ϕB(P )←−−−−−

Compute eQ = eϕ̂A(ϕB(P )) Compute eQ′ = eϕ̂B(ϕA(P ))

Compute K1 = j(E/⟨P, eQ⟩) Compute K2 = j(E/⟨P, eQ′⟩)

Figure 5.2: A Key Manipulation Attack on Generalized Method 2 of [10].

If ϕA, ϕB ∈ Hom(E,E ′) then ϕ̂AϕB, ϕ̂BϕA ∈ End(E). Hence,

K1 = j(E/⟨P, eQ⟩) = j(E/⟨P, eϕ̂AϕB(P )⟩)

= j(E/⟨P, eϕ̂BϕA(P )⟩) = j(E/⟨P, eQ′⟩) = K2

(5.2)

■

At the end of the protocol, Alice and Bob agree necessarily on the same key.

They presume that the key is equal to j(E/⟨P,Q⟩) but it is equal to j(E/⟨P, eQ⟩).

Hence, Eve changed the agreed key by modifying the messages in the protocol. We

will use this attack to find the secret isogenies of Alice and Bob. We note on the other

hand that this attack cannot be used to SIDH of Jao et al. [17]. Assume Eve is an

attacker and she can modify messages. Eve sends EA, eϕA(PB), eϕA(QB) to Bob and

EB, eϕB(PA), eϕB(QA) to Alice.

Alice computes the key as follows:

EAB := EB/⟨eϕB(PA) + enAϕB(QA)⟩ = EB/⟨eϕB(RA)⟩ (5.3)

Bob computes the key as follows:

EBA := EA/⟨eϕA(PB) + enBϕA(QB)⟩ = EA/⟨eϕA(RB)⟩ (5.4)
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However, EAB and EBA are not always isomorphic curves since,

EB/⟨eϕB(RA)⟩ ≇ EA/⟨eϕA(RB)⟩ (5.5)

where e|ℓA, ℓB. Hence, their j-invariants must be necessarily different.

5.3. Recovery of Isogeny Using Key Manipulation Attack

In [44], Bo Ti showed that changing the base point to a random point on the

curve via a fault injection will give an information about the dual isogeny. We will

give the lemma in [44] and then apply it to the Generalized Method 2 of [10].

Lemma 5.1: Let E1 be a supersingular elliptic curve over Fp2 , where p = ℓeAA ℓ
eB
B f ± 1.

Suppose ϕ : E1 → E2 is an isogeny of degree ℓeAA with a cyclic kernel and let {P,Q}

be generators of E1[ℓ
eA
A ]. Then for any X ∈ E1[ℓ

eA
A ], define ψ : E2 → E ′ such that ker

ψ = ⟨ϕ(X)⟩, then there exists some θ : E ′ → E1 of degree ℓϵA, ϵ ≤ eA, such that

ϕ̂ = θ ◦ ψ (5.6)

The lemma implies that given the image of a point in E1[ℓ
eA
A ] under an

ℓeAA -isogeny, ϕ, we are able to find an isogeny ψ which is close to the dual isogeny

of ϕ. To obtain the dual isogeny, one has to first recover θ. If ϵ is chosen sufficiently

small, one will be able to recover θ by brute force. In fact, Ti examined the size of ϵ in

[44] and showed that ϵ is small in most cases.

We will show that this attack can always be applied to the protocols introduced

in [10]. Assume ℓ denotes the degree of ψ defined in Lemma 5.1.

Theorem 5.1: ℓ-degree secret dual isogenies can be recovered in protocols of [10] by

applying the key manipulation attack in O(ℓ log ℓ).
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Proof In the protocols introduced in [10], Alice and Bob agree on two curves

E,E ′ and a point P ∈ E(Fq)[n], where n is any positive integer. Assume p =

ℓe11 ℓ
e2
2 · · · ℓ

ek
k ± 1 where ℓ1, ℓ2, · · · , ℓk are distinct small primes and q = p2. Then

with (P1, Q1), (P2, Q2), · · · , (Pk, Qk) being the generators of E[ℓe11 ], E[ℓe22 ], · · ·E[ℓekk ]

respectively, the point P takes the form

P = [n1]P1 + [m1]Q1 + [n2]P2 + [m2]Q2 + · · ·+ [nk]Pk + [mk]Qk (5.7)

where ni,mi ∈ [0, ℓeii ] for i = 1, 2, · · · , k.

Note that in Lemma 5.1, the degree of ϕA is equal to ℓe11 . However, in this proof it

can be chosen as ℓf1 where f in an integer such that f ≤ e1. Without loss of generality

we can assume that the degree of the isogeny ϕA : E → E ′ is an integer d with d|ℓe11 .

In the protocol, Alice calculates ϕA(P ) and then sends it to Bob. Eve can now apply

key manipulation attack. Eve chooses e = ℓe22 · · · ℓ
ek
k and calculates:

eϕA(P ) = eϕA([n1]P1 + [m1]Q1 + [n2]P2 + [m2]Q2+

· · ·+ [nk]Pk + [mk]Qk) = e[n1]ϕA(P1) + e[m1]ϕA(Q1)+

e[n2]ϕA(P2) + e[m2]ϕA(Q2) + · · ·+ e[nk]ϕA(Pk) + e[mk]ϕA(Qk)

= [n′
1]ϕA(P1) + [m′

1]ϕA(Q1)

(5.8)

Eve has the point [n′
1]ϕA(P1)+[m′

1]ϕA(Q1), the subgroup generated by this point

will help with the construction of the dual isogeny of ϕA by using Lemma 5.1. We apply

Lemma 5.1, with the point X = [n′
1]P1 + [m′

1]Q1 where X ∈ E[ℓe11 ] and the isogeny

ϕA of degree d. We then have,

eϕA(P ) = [n′
1]ϕA(P1) + [m′

1]ϕA(Q1) = ϕA(X) (5.9)

The adversary can obtain ψ : E ′ → E ′′, where ker ψ = ⟨ϕA(X)⟩ and computes

θ : E ′′ → E. Hence, ϕ̂A = θ ◦ ψ can be efficiently computed. Note that the adversary

can also compute ϕ̂B using the same method. This implies that the secret key K =
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j(E/⟨P,Q⟩) be efficiently computed inO(ℓ log ℓ) corresponding to computing ψ using

the Velu’s formula. ■

We implemented key manipulation attack in SAGE software [14]. Without

our countermeasure, we can get the session key by choosing e specifically. In the

following example, we apply our implementation using the same parameters presented

in [10, Example 5.2]. We can easily change the shared key and obtain the new shared

key efficiently. The complexity of this attack is O(log n) corresponding only to a

computation of an order of a point on an elliptic curve.

Example 5.1: Let F5032 = F503(w) where w2 + w + 1 = 0. Let E : y2 = x3 − 1 and

G = (496, 320w + 160) ∈ E. Alice and Bob choose a random point P = (258w +

158, 210w + 90) ∈ E[504] where 504 = 23327.

Using Velu’s formula, they compute

ψ : E → E/⟨G⟩ = E ′ (5.10)

where E ′ : y2 = x3 + 159x + 155. The order of G is equal to 63 = 327. Hence the

degree of ψ is also equal to 63. Eve can calculate the order of G since it is a public

point. Then, Eve chooses e = 504/63 = 8 in order to apply the key manipulation

attack on this protocol. We explained this choice in detail in the proof of Theorem 5.1

To agree on a secret key, Alice chooses ϕA and sends ϕA(P ) = (163w +

197, 81w + 224) to Bob. Eve blocks the message and sends 8 ∗ ϕA(P ) = (279, 466)

to Bob. Similarly, Bob chooses ϕB and sends ϕB(P ) = (359w + 317, 88w + 356) to

Alice. Eve blocks the message and sends 8 ∗ ϕB(P ) = (175, 488) to Alice.

Now Alice computes,

Q = ϕ̂A(8 ∗ ϕB(P )) = 8 ∗ ϕ̂A(ϕB(P )) = (0 : 1 : 0) = O (5.11)

and E/⟨P,Q⟩ ≡ E/⟨P ⟩ : y2 = x3 + (478w + 23)x+ (73w + 399) and obtains

K = j(E/⟨P ⟩) = 179w + 490 (5.12)
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Similarly Bob computes,

Q′ = ϕ̂B(8 ∗ ϕA(P )) = 8 ∗ ϕ̂B(ϕA(P )) = (0 : 1 : 0) = O (5.13)

and E/⟨P,Q′⟩ ≡ E/⟨P ⟩ : y2 = x3 + (478w + 23)x+ (73w + 399) and obtains

K = j(E/⟨P ⟩) = 179w + 490 (5.14)

We know that P is the public point. Hence, Eve can calculate j(E/⟨P ⟩) and find

the secret key through the key manipulation attack.

We give another example of key manipulation attack with different parameters.

Example 5.2: Let p = 28∗36∗7−1, Fp2 = Fp(i) where i2+1 = 0. Let E : y2 = x3−1

and G = (683855 ∗ i + 259415, 391779 ∗ i + 812888) ∈ E. Alice and Bob choose

a random point P = (101638 ∗ i + 867340, 101670 ∗ i + 1302290) ∈ E[n] where

n = 216 ∗ 312 ∗ 72.

Using Velu’s formula, they compute

ψ : E → E/⟨G⟩ = E ′ (5.15)

whereE ′ : The order ofG is equal to ℓ = 26∗36∗7.Hence the degree of ψ is also equal

to ℓ. Eve can calculate the order of G since it is a public point. Then, Eve chooses

e = n/ℓ = 210 ∗ 36 ∗ 7 in order to apply the key manipulation attack on this protocol.

We explained this choice in detail in the proof of Theorem 5.1

To agree on a secret key, Alice chooses ϕA and sends ϕA(P ) = (48804 ∗ i +

122598, 864631 ∗ i+1201450) to Bob. Eve blocks the message and sends e ∗ϕA(P ) to

Bob. Similarly, Bob chooses ϕB and sends ϕB(P ) = (1217823∗ i+1017871, 993087∗

i+ 298277) to Alice. Eve blocks the message and sends e ∗ ϕB(P ) to Alice.

Now Alice computes,

Q = ϕ̂A(e ∗ ϕB(P )) = e ∗ ϕ̂A(ϕB(P )) = (0 : 1 : 0) = O (5.16)
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and E/⟨P,Q⟩ ≡ E/⟨P ⟩ : y2 = x3 + (848628 ∗ i+304031)+ (1087793 ∗ i+405868)

and obtains

K = j(E/⟨P ⟩) = 150552 ∗ i+ 667176 (5.17)

Similarly Bob computes,

Q′ = ϕ̂B(e ∗ ϕA(P )) = e ∗ ϕ̂B(ϕA(P )) = (0 : 1 : 0) = O (5.18)

and E/⟨P,Q′⟩ ≡ E/⟨P ⟩ : y2 = x3+(848628 ∗ i+304031)+ (1087793 ∗ i+405868)

and obtains

K = j(E/⟨P ⟩) = 150552 ∗ i+ 667176 (5.19)

We know that P is the public point. Hence, Eve can calculate j(E/⟨P ⟩) and find

the secret key through the key manipulation attack.

5.3.1. Countermeasures of Key Manipulation Attack

In order to resist the key manipulation attack, we will give some countermeasures

for Daghigh et al. protocols in this section. The first countermeasure is to choose the

public point P with some restrictions. With these restrictions, the attacker cannot

apply Lemma 5.1 to the protocol in order to recover the secret isogeny. The second

countermeasure is to check the points Q and Q′. We define a modified version of the

Daghigh et al. protocol as follows:

Modified Generalized Method 2: Alice and Bob agree on two isogenous elliptic curves

E and E ′ with order n which is a positive integer. Alice chooses an isogeny ϕA ∈

Hom(E,E ′) and Bob chooses an isogeny ϕB ∈ Hom(E,E ′). Assume the generator

elements of the kernel of ϕA and ϕB in E(Fq)[ℓ] where ℓ|n. Alice and Bob agree also

on a point P with restrictions:

i) P ∈ E(Fq)[t] such that t|n and gcd(ℓ, t) = 1.

Alice sends ϕA(P ) to Bob and Bob sends ϕB(P ) to Alice. ϕ̂A and ϕ̂B denote the

dual isogenies of ϕA and ϕB. Alice and Bob check the points Q and Q′, respectively:
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Alice Bob

Choose ϕA : E → E ′ Choose ϕB : E → E ′

ϕA(P )−−−−−−−−−→

ϕB(P )←−−−−−−−−−

Compute Q = ϕ̂A(ϕB(P )) Compute Q′ = ϕ̂B(ϕA(P ))

if Q == OE then break if Q′ == OE then break

Compute K = j(E/⟨P,Q⟩) Compute K = j(E/⟨P,Q′⟩)

Figure 5.3: Modified version of Daghigh et al. Generalized Method 2.

ii) If Q or Q′ is the identity element then the protocol must be cancelled.

Alice and Bob can share a common key as it is described in Figure 5.3.
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6. A NEW POST-QUANTUM AUTHENTICATED
KEY AGREEMENT PROTOCOL (SI-MQV)

We designed a new isogeny based key agreement protocol. In this section, we

give the details of this protocol. The public parameters are the supersingular curve

E/Fp2 whose group order is (leAA leBB f)2, two independent points PA and QA that

generate E[leAA ] and two independent points PB and QB that generate E[leBB ]. For

simplicity, we will take leAA = 2n, leBB = 3m.

• Alice calculates RA = PA + [nA]QA and RX = PA + [nX ]QA which have order

2n.

• Bob calculates RB = PB + [nB]QB and RY = PB + [nY ]QB which has order

3m.

• Alice computes the isogeny ϕA : E → EA whose kernel is RA.

• Alice computes the isogeny ϕX : E → EX whose kernel is RX .

• Alice computes the isogeny ϕAX : E → EAX whose kernel is RA +RX .

• Bob computes the isogeny ϕB : E → EB whose kernel is RB.

• Bob computes the isogeny ϕY : E → EY whose kernel is RY .

• Bob computes the isogeny ϕBY : E → EBY whose kernel is RB +RY .

• Alice sends EA, EX , EAX , ϕA(PB), ϕA(QB), ϕX(PB), ϕX(QB), ϕAX(PB),

ϕAX(QB) to Bob.

• Bob sendsEB, EY , EBY , ϕB(PA), ϕB(QA), ϕY (PA), ϕY (QA), ϕBY (PA), ϕBY (QA)

to Alice.

• Alice controls that EA, EX , EAX are supersingular elliptic curves over Fp2 , if it

fails then terminates the protocol.

• Bob controls that EB, EY , EBY are supersingular elliptic curves over Fp2 , if it

fails then terminates the protocol.

• Alice controls whether ϕA(PB), ϕA(QB) are independent points on EA and

ϕX(PB), ϕX(QB) are independent points on EX of order 2n, if it fails then

terminates the protocol.

• Bob controls whether ϕB(PA), ϕB(QA) are independent points on EB and

ϕY (PA), ϕY (QA) are independent points on EY of order 3m, if it fails then

terminates the protocol.
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• Alice controls e2n(ϕBY (PA), ϕBY (QA)) = e2n(ϕB(PA), ϕB(QA))
3m and

e2n(ϕBY (PA), ϕBY (QA)) = e2n(ϕY (PA), ϕY (QA))
3m , if it fails then terminates

the protocol.

• Bob controls e3n(ϕAX(PB), ϕAX(QB)) = e3m(ϕA(PB), ϕA(QB))
2n and

e3n(ϕAX(PB), ϕAX(QB)) = e3m(ϕX(PB), ϕX(QB))
2n , if it fails then terminates

the protocol.

• Alice computes ϕBY AX : EBY → EBY AX whose kernel is the point ϕBY (PA) +

[nA]ϕBY (QA) + ϕBY (PA) + [nX ]ϕBY (QA) = ϕBY (PA + [nA]QA + PA +

[nX ]QA) = ϕBY (RA +RX).

• Bob computes ϕAXBY : EAX → EAXBY whose kernel is the point ϕAX(PB) +

[nB]ϕAX(QB) + ϕAX(PB) + [nY ]ϕAX(QB) = ϕAX(PB + [nB]QB + PB +

[nX ]QB) = ϕAX(RB +RY ).

• Alice computes the shared secret K = H(j(EBY AX),Alice,Bob).

• Bob computes the shared secret K = H(j(EAXBY ),Alice,Bob).

Now, we prove that our key agreement protocol is secure under some security

assumption. Firstly, we give some definition to understand our main theorem and its

proof.

6.1. Security Models: CK Security and CK+ Security

This section outlines the CK and CK+ security definitions for two-pass

PKI-based authenticated key exchange protocols. We assume that all parties are

modeled by probabilistic polynomial-time (ppt) Turing machines while the adversary

is modeled by a polynomial time quantum machine in our post-quantum CK and

CK+ models. For further CK and CK+ details and explanations, see [19], [32].

It is worth to note here that the proposed protocol is one-round and thus, it is enough to

describe the security model as for two-passAKAP because a two-pass model includes

a one-round one.

We denote a party’s identity Â, B̂, Ĉ, · · · . A party honestly generates its own

keys, static public and static secret ones, and the static public key is linked with

the party’s identity in some systems like PKI. The maximum numbers of parties and

sessions are polynomially bound in the security parameter.
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Alice Bob

nA ∈ (0, 2n), PA, QA nB ∈ (0, 3m), PB , QB

RA = PA + nAQA RB = PB + nBQB

nX ∈ (0, 2n) nY ∈ (0, 3m)

RX = PA + nXQA RY = PB + nY QB

ϕA : E → E/⟨RA⟩ := EA ϕB : E → E/⟨RB⟩ := EB

ϕX : E → E/⟨RX⟩ := EX ϕY : E → E/⟨RY ⟩ := EY

ϕAX : E → E/⟨RA +RX⟩ := EAX ϕBY : E → E/⟨RB +RY ⟩ := EBY

EA, EX , EAX , ϕA(PB), ϕA(QB), ϕX(PB), ϕX(QB), ϕAX(PB), ϕAX(QB)−−−−−−−−−−−−→

EB , EY , EBY , ϕB(PA), ϕB(QA), ϕY (PA), ϕY (QA), ϕBY (PA), ϕBY (QA)←−−−−−−−−−−−−

EBY → EBY〈
ϕBY (RA+RX )

〉 := EBY AX EAXBY → EAX〈
ϕAX (RB+RY )

〉 := EAXBY

K = H(j(EBY AX),Alice,Bob) K = H(j(EAXBY ),Alice,Bob)

Figure 6.1: SI-MQV Protocol.

Session: An invocation of a protocol is called a session. A session is activated via an

incoming message of the forms (Π, I, Â, B̂) or (Π, R, Â, B̂, Y ), where Π is a protocol

identifier. If Â is activated with (Π, I, Â, B̂), then Â is the session initiator, otherwise

it is the session responder. We say that Â is the owner (resp. peer ) of session sid if the

third (resp. fourth) coordinate of sid is Â. After activation, session initiator Â creates

ephemeral public key X and a new session identified with (Π, I, Â, B̂,X,⊥), and

sends (Π, R, B̂, Â,X) to the session responder B̂, who then prepares ephemeral public

key Y and a new session identified with (Π, R, B̂, Â,X, Y ), computes the session key

and sends (Π, I, Â, B̂,X, Y ) to Â. Upon receiving (Π, I, Â, B̂,X, Y ), Â updates the
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session identifier (Π, I, Â, B̂,X,⊥) with (Π, I, Â, B̂,X, Y ) and computes a session

key for that session. We say that a session is completed if its owner computes a session

key.

If Â is the initiator of a session, the session is identified via sid =

(Π, I, Â, B̂,X,⊥) or sid = (Π, I, Â, B̂,X, Y ). If B̂ is the responder of a session,

the session is identified via sid = (Π, R, B̂, Â,X, Y ). The matching session of the

session identified via (Π, I, Â, B̂,X, Y ) is a session with identifier (Π, R, B̂, Â,X, Y )

and vice versa.

Adversary: AdversaryM is modeled as a probabilistic Turing machine that controls

all communications including session activation. Activation is performed via a

Send(MESSAGE) query. The message has one of the following forms: (Π, I, Â, B̂),

(Π, R, Â, B̂,X), or (Π, I, Â, B̂,X,⊥). Each party submits its responses to adversary

M, who decides the global delivery order. The secret information of a party is not

accessible to adversaryM; however, leakage of secret information is obtained via the

following adversary queries:

• SessionKeyReveal(sid): M obtains the session key for the session with

session identifier sid, provided that the session is completed.

• SessionStateReveal(sid): M obtains the session state of the owner of session

sid if the session is not completed (the session key is not established yet). The

session state includes all ephemeral secret keys and intermediate computation

results except for immediately erased information but does not include the static

secret key.

• Corrupt(Â): The query allows M to obtain all information of party Â. If a

party, Â, is corrupted by a Corrupt(Â) query issued by M, then we call the

party, Â, dishonest. If not, we call the party honest.

Definition 6.1: (Freshness) Let sid∗ be the session identifier of a completed session,

owned by an honest party Â with an honest peer B̂. If the matching session exists, then

let sid∗ be the session identifier of the matching session of sid∗. Define sid∗ to be fresh

if none of the following conditions hold:

• M issues SessionKeyReveal(sid∗), or SessionKeyReveal(sid∗) if sid∗

exists.
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• sid∗ exists andM makes either of the following queries

– SessionStateReveal(sid∗) or SessionStateReveal(sid∗),

• sid∗ does not exist andM makes the following query

– SessionStateReveal(sid∗).

Security Experiment: Initially, adversaryM is given a set of honest parties, for whom

M selects identifiers. Then the adversary makes any sequence of the queries described

above. During the experiment, M makes a special query Test(sid∗), where sid∗ is

the session identifier of a fresh session, and is given with equal probability either the

session key held by sid∗ or a random key; the query does not terminate the experiment.

The experiment continues untilM makes a guess whether the key is random or not.

The adversary wins the game if the test session sid∗ is still fresh and if the guess byM

was correct. The advantage of adversaryM in the AKAP experiment with AKAP

protocol Π is defined as

AdvAKAP
Π = Pr[M wins]− 1

2
(6.1)

Definition 6.2: (Post-quantum CK+ security) We say that an AKAP protocol Π is

post-quantum secure in the CK+ model if the following conditions hold:

i) If two honest parties complete matching sessions, then, except with negligible

probability, they both compute the same session key.

ii) For any polynomial-time adversary M, AdvAKAP
Π is negligible in security

parameter λ for the test session sid∗,

- if sid∗ does not exist, and the static secret key of the owner of sid∗ is given

toM,

- if sid∗ does not exist, and the static ephemeral key of the owner of sid∗ is

given toM,

- if sid∗ exists, and the static secret key of the owner of sid∗ and the static

secret key of the owner of sid∗ are given toM,

- if sid∗ exists, and the ephemeral secret key of the owner of sid∗ and the

ephemeral secret key of the owner of sid∗ are given toM,
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- if sid∗ exists, and the static secret key of the owner of sid∗ and the

ephemeral secret key of the owner of sid∗ are given toM,

- if sid∗ exists, and the ephemeral secret key of the owner of sid∗ and the

static secret key of the owner of sid∗ are given toM.

The CK+ model not only covers the security requirement in CK model, but

also captures some advanced attacks such as key compromise impersonation (KCI),

the breaking of weak perfect forward secrecy (wPFS) and maximal exposure attacks

(MEX).

We focus on two-party key exchange protocols whose ultimate goal is to securely

derive a common and secret session key, even under the prospect of an active

adversary. The most popular application of this mechanism is the establishment of

a “secure-channel” by which the two parties can exchange messages securely using

symmetric encryption under the derived session key. It can be argued that a “secure

key exchange protocol” features the following three core requirements [31]:

• Authentication, which refers to the ability of each party in a key exchange session

to verify the identity of the peer.

• Secrecy, which refers to the inability of any third party to learn any information

about a session key established between two other parties.

• Consistency, which refers to the ability of each party in a key exchange session

to know with certainty the identity of the peer with which a session key is

established.

We give the main theorem and the security proof of our key exchange protocol

under these assumption.

Theorem 6.1: Suppose that H is modeled as a random oracle and that the di-SI-GDH

assumption hold for SI-MQV. Then the SI-MQV protocol is a post-quantum CK+

secure authenticated key exchange protocol in the random oracle model.

In particular, for anyAKE adversaryM against the SI-MQV protocol that runs

in time at most t, involves at most n honest parties and activate at most s sessions, and

makes at most h queries to the random oracle, there exists a di-SI-GDH adversary S

such that
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Advdi−SI−GDH(S) ≥ min{ 1

sn
,
1

n2
,
1

s2
}AdvAKE

SI−MQV (M) (6.2)

where S runs in time t plus time to performO((n+s)λ) low-degree isogeny operations

and make O(h+ s) queries to SI-DDH oracle.

Before starting the proof, we now give two propositions and three lemmas which

will be used for the proof of the Theorem 6.1.

Proposition 6.1: AssumeH is modeled as a quantum random oracle, adversaryM has

only three ways to distinguish a session key of the test session from a random string,

• Guessing attack:M correctly guesses the session key.

• Key replication attack: M creates a session that is not matching to the test

session, but has the same session key as the test session.

• Forging attack: M computes Z used in the test session identified

with (Π, I, Â, B̂,X, Y ), and queries H with a superposition including

(Π, Z, Â, B̂,X, Y ).

Proof Since H is a quantum random oracle, the probability of guessing the output of

H is O(1/2λ). Since non-matching sessions have different communicating parties or

ephemeral public keys, key replication is equivalent to finding H-collision; therefore

the probability of succeeding key replication is O(s2/2λ) where s is the number of

active sessions for SI-MQV. However to detect collision the adversary has to query

with both inputs the random oracle, in particular query with Z used in the test session

as described in Forging attack above. Let M be the event that M wins the security

experiment with SI-MQV, H be the event thatM succeeds forging attack, and H the

complementary event of H. Thus we have Pr[M|H] = 1
2
, and therefore

AdvAKAP
SI−MQV (M) = Pr[M]− 1

2
≤ Pr[M ∩H] (6.3)

By the definition of freshness in the CK+-model, there are six cases that M

chooses a test session:

• E1 :M chooses a test session without a matching session, and does not reveal

the ephemeral secret key of the owner of the test session.
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• E2 :M chooses a test session without a matching session, and does not reveal

the static secret key of the owner of the test session.

• E3 :M chooses a test session with a matching session, and does not reveal the

ephemeral secret key of both the owner of the test session and the owner of its

matching session.

• E4 : M chooses a test session with a matching session, and does not reveal

the static secret keys of both the owner of the test session and the owner of its

matching session.

• E5 :M chooses a test session with a matching session, and does not reveal the

ephemeral secret key of the owner of the test session and the static secret key of

the peer of its matching session.

• E6 :M chooses a test session with a matching session, and does not reveal the

static secret key of the owner of the test session and the ephemeral secret key of

the peer of its matching session.

In each case, we can show how to construct a di-SI-GDH solver S. Solver S is given

a SI-CDH instance publicparameters(pk, U, V ). Let R be an event thatM chooses

a test session whose owner and peer are the same party, and let R̄ be its complement.

Whether a certain event took place or not is decided at the end of the experiment. In

other words for each event analysis below it is assumed that the event conditions are

satisfied upon the adversary termination. Before analyzing the events, we note that the

session state of a session in the SI-MQV protocol is equivalent to the ephemeral secret

key in the session as no other information (except the static secret key) is necessary to

compute the shared secrets and the session key. ■

Lemma 6.1: There exists a di-SI-GDH adversary S such that

Advdi−SI−GDH(S) ≥ 1

sn
AdvAKE

SI−MQV (M). (6.4)

Proof (Case E1 ∩ R̄). S prepares n honest parties, selects one party B̂ to whom S

assigns the static public keyB2 = V and a random static public and secret key pair for

B1. The remaining n-1 parties are assigned random static public and secret key pairs.

S selects i ∈R {1, · · · , s}, and chooses i-th session sid∗ among sessions, activated

by M and owned by an honest party different from B̂. When M activates sessions
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between honest peers, S follows the protocol description. Since S knows static secret

keys of at least one peer, it can respond all queries faithfully. The only exception is

the session sid∗, for which S sets ephemeral public key of sid∗ to U , and chooses a

random ζ ∈ {0, 1}λ as the session key of sid∗.

The simulator has difficulty in responding queries related to B̂ because S does

not know one of the static secret keys of B̂. More precisely, for sessions owned by B̂

with a peer Ĉ controlled byM, S cannot compute the shared secret, Z, but may have

to answer SessionKeyReveal queries. M could also derive session keys of these

session by computing the shared secret, Z, and queryH . If the value does not coincide,

then S fails its simulation. To handle this situations, S prepares RList with entries of

the form (pid, uid, uid′,W,W ′, SK) ∈ χ ⊂ {0, 1}∗×{0, 1}∗×{0, 1}∗×SSECp,1×

SSECp,2 × {0, 1}λ. and HList with entries of the form (pid, Z, uid, uid′, epk, epk′) ∈

χ ⊂ {0, 1}∗ × Fp2 × {0, 1}∗ × {0, 1}∗ × SSECp,1 × SSECp,2, where pid is a string

which gives a protocol identifier, and uid is a string which gives a user identifier, and

S maintains two lists for consistent responses to H and SessionKeyReveal queries

as follows. Below, Y is generated by S on behalf of B̂.

• Send(Π, I, Â, B̂): Solver S selects uniformly random ephemeral secret key,

computes ephemeral public key honestly, records (Π, I, Â, B̂,X) in List RList,

and returns it.

• Send(Π, R, Â, B̂,X): S selects uniformly random ephemeral secret key,

computes ephemeral public key honestly, records (Π, R, Â, B̂,X, Y ) in ListRList

as completed, and returns it.

• (Π, I, Â, B̂,X, Y ): If session Send(Π, R, Â, B̂,X) is not recorded in List RList,

S records session (Π, I, Â, B̂,X, Y ) in List RList as not completed. Otherwise,

S records the session in List RList as completed.

• H(.): S simulates a random oracle in the usual way except for queries of

the form (Π, Z, B̂, Ĉ, Y,X) and (Π, Z, Ĉ, B̂,X, Y ). When (Π, Z, B̂, Ĉ, Y,X)

is queried, S responds to these queries in the following way: (when

(Π, Z, Ĉ, B̂,X, Y ) is queried, S responds in a similar way)

i) if (Π, Z, B̂, Ĉ, Y,X, SK) ∈ HList for some SK, S returns SK toM.

ii) else if the validity condition SI-DDH(B1, C2, X, Y, Z) = 1 holds, then

if there exists (Π, I, B̂, Ĉ, Y,X, SK) ∈ RList returns SK otherwise, S
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chooses SK ∈R {0, 1}λ, returns SK and stores (Π, I, B̂, Ĉ, Y,X, SK)

∈ RList. S also stores the new tuple (Π, Z, B̂, Ĉ, Y,X, SK) ∈ HList.

iii) else S chooses SK ∈R {0, 1}λ, returns it toM and stores the new tuple

(Π, Z, B̂, Ĉ, Y,X, SK) ∈ HList.

• SessionKeyReveal(.): S simulates these queries in the usual way except

for queries of the form (Π, I, B̂, Ĉ, Y,X) and (Π, R, Ĉ, B̂,X, Y ). When

(Π, I, B̂, Ĉ, Y,X) is queried, S does one of the following: (when

(Π, R, Ĉ, B̂,X, Y ) is queried, S responds in a similar way)

i) if there is no session with identifier (Π, I, B̂, Ĉ, Y,X), the query is aborted.

ii) else if (Π, I, B̂, Ĉ, Y,X, SK) ∈ RList for some SK, S returns SK toM.

iii) else if (Π, Z, B̂, Ĉ, Y,X, SK) ∈ HList such that

SI-DDH(B1, C2, X, Y, Z) = 1, S returns SK and stores the new

tuple (Π, I, B̂, Ĉ, Y,X, SK) ∈ RList.

• SessionStateReveal(sid): If the corresponding ephemeral public key isU , then

solver S aborts with failure. Otherwise, solver S responds to the query faithfully.

• Corrupt(Â) : If Â is queried before, solver S returns error. Otherwise, solver S

responds to the query faithfully.

• Test(sid) : If sid is not the t−th session of Â, then solver S aborts with failure.

Otherwise, solver S responds to the query faithfully.

• If adversaryM outputs guess ephemeral secret key, solver S aborts with failure.

Provided that E1 ∩ R̄ occurs and M selects sid∗ as the test session with

peer B̂, the simulation does not fail. In this case, the session identifier of sid∗ is

(Π, I, Â, B̂, U, Y ), where Y is the incoming ephemeral public key of sid∗. IfM wins

the security game, it must have queried H with inputs Z = SI-CDH(A1, B2, U, Y ).

To solve the SI-CDH instance, S checks if there is an H query made byM of the form

(Π, Z, Â, B̂, U, Y ), such that SI-DDH(A1, B2, U, Y ) = 1. If such an H query exists, S

outputs Z. With probability at least 1
sn

the test session is sid∗ with peer B̂. Thus the

advantage of S is

Advdi−SI−GDH(S) ≥ 1

sn
Pr[M ∩H ∩ E1 ∩ R̄] (6.5)

54



Notice that in the above simulation S cannot respond to StaticKeyReveal(B̂)

query. However, given that event E1 occurs, S correctly guesses the test session and

the test session is fresh at the end of the experiment, thenM have not queried for the

static secret keys of the test session B̂. Such static key reveal query would contradict

the freshness of the test session and thus the simulation terminated without errors.

(Case E1 ∩ R). S prepares n honest parties, selects an honest party Â and

assigns its static public keys as A1 = U and A2 = V . The remaining n − 1 parties

are assigned random static and secret key pairs S simulates the environment of M

by following the protocol description. The party Â is simulated as B̂ in E1 ∩ R̄. If

M selected a session whose owner and peer are the same party Â as the test session,

and E1 ∩R occurs, this simulation does not fail. Let (Π, I, Â, Â,X, Y ) be the session

identifier of the test session. WhenM is successful, S checks if there is an H query

made byM of the form (Π, Z, Â, Â,X, Y ), such that SI-DDH(B1, C2, X, Y, Z) = 1.

If such an H query exists, S outputs Z. With probability at least 1
n

, M will select a

test session whose owner and peer is the same party Â. Thus, the advantage of S is

Advdi−SI−GDH(S) ≥ 1

n
Pr[M ∩H ∩ E1 ∩R] (6.6)

S cannot respond to StaticKeyReveal(Â) query during the simulation. As

before if event E1 occurs, S correctly guesses the test session and the test session

is fresh at the end of the experiment, thenM have not queried for the static secret keys

of Â, and therefore the simulation does not terminate with error.

■

Lemma 6.2: There exists a di-SI-GDH adversary S such that

Advdi−SI−GDH(S) ≥ 1

n2
AdvAKE

SI−MQV (M) (6.7)

Proof (Case E2 ∩ R̄). S prepares n honest parties, selects two distinct honest parties

Â and B̂, and assigns Â’s and B̂’s static public keys as A1 = U and B2 = V ,

respectively. S assigns random static public and secret key pairs for A2, B1, and the

remaining n-2 parties are assigned random static and secret key pairs. S follows the
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protocol description when M activates session between honest peers, and simulate

S’s queries related to Â or B̂ as explained in E1.

If M selected a session whose participants are Â, B̂ as the test session, and

E2 ∩ R̄ occurs, this simulation does not fail. Let (Π, I, Â, B̂,X, Y ) be the session

identifier of the test session. Note that S generated X and so knows x. When M is

successful, S checks if there is an H query made by M of the form (Π, Z, Â, B̂,X, Y ),

such that SI-DDH(A1, B2, X, Y ) = 1. If such an H query exists, S outputs as the

SI-CDH answer where Z = SI-CDH(A1, B2) = SI-CDH(X, Y ). With probability at

least 1
n2 , M will select a test session with owner Â and peer B̂, respectively. Thus,

the advantage of S is

Advdi−SI−GDH(S) ≥ 1

n2
Pr[M ∩H ∩ E2 ∩ R̄] (6.8)

S can respond to neither StaticKeyReveal(Â) nor StaticKeyReveal(B̂)

queries during the simulation. As before if event E2 occurs, S correctly guesses the

test session and the test session is fresh at the end of the experiment, then S have

queried for the static secret key of neither Â nor B̂, and therefore the simulation does

not terminate with error.

(Case E2 ∩R). This case is essentially the same as E1 ∩R. In this case, we can

construct a di-SI-GDH solver S with

Advdi−SI−GDH(S) ≥ 1

n
Pr[M ∩H ∩ E2 ∩R] (6.9)

■

Lemma 6.3: There exists a di-SI-GDH adversary S such that

Advdi−SI−GDH(S) ≥ 1

s2
AdvAKE

SI−MQV (M) (6.10)

Proof (Case E3). S prepares n honest parties, and assigns random static public and

secret key pairs for these parties. S selects i, j ∈R {1, · · · , s}, and chooses i−th

session sid∗ and j−th session sid∗ among sessions activated by S and owned by honest
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parties. When activated, S sets the ephemeral public key of sid∗ to be U and of sid∗

to be V . Since S knows the static secret keys of all honest parties, it can respond all

queries, faithfully, except those that related to sid∗ and sid∗.

Provided thatM selects sid∗ as the test session, sid∗ as its matching session, and

E3 occurs, the simulation does not fail. Let (Π, I, Â, B̂, U, Y ) and (Π, R, B̂, Â, U, V )

be the session identifiers of sid∗ and sid∗, respectively. When S wins the security game,

S checks if there is an H query made byM of the form (Π, Z, Â, B̂, U, V ), such that

SI-DDH(A1, B2, X, Y ) = 1. If such an H query exists, S outputs Z as the SI-CDH

answer. With probability at least 1
s2

,M selects sid∗ as the test session and sid∗ as its

matching session. Thus the advantage of S is

Advdi−SI−GDH(S) ≥ 1

s2
Pr[M ∩H ∩ E3] (6.11)

S cannot respond to SessionStateReveal queries against the test session and

its matching during the simulation. However, under event E3 adversary does not issue

such queries, and hence the simulation does not fail.

■

Proposition 6.2: The analysis of E4, E5, and E6 is similar to E2, E1, and E1,

respectively. In each case, we can construct a di-SI-GDH solver S as follows:

Advdi−SI−GDH(S) ≥ 1

n2
Pr[M ∩H ∩ E4] (6.12)

Advdi−SI−GDH(S) ≥ 1

sn
Pr[M ∩H ∩ Ei ∩R] (6.13)

Advdi−SI−GDH(S) ≥ 1

n
Pr[M ∩H ∩ Ej ∩ R̄] (6.14)

for i = 5, 6 and j = 4, 5, 6.

Proof (Proof of the Theorem 6.1) By using Proposition 6.1, 6.2 and Lemma 6.1, 6.2,

6.3, if we combine all inequalities we have,
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Advdi−SI−GDH(S) ≥ min{ 1

sn
,
1

n2
,
1

s2
}AdvAKE

SI−MQV (M) (6.15)

During the simulation, the solvers S andM performO((n+ s)λ) low-degree isogeny

operations for assigning static and ephemeral keys, and makeO(h+ s) times SI-DDH

oracle queries for simulating SessionKeyReveal and the random oracle H queries.

■
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7. NEW CRYPTANALYSIS OF SOME
PROTOCOLS

7.1. K-CI Attack on SIDH variant of the Jeong-Katz-Lee
protocol

In [21], Galbraith surveyed authenticated key exchange in the context of

supersingular isogeny Diffie-Hellman key exchange (SIDH). One of the protocol in the

paper (called by SIDH-AKE) is based on the Jeong, Katz and Lee [28]. We mentioned

this protocol in the previous progress report, namely Protocol 1. Galbraith claimed

that SIDH-AKE is a secure authenticated key exchange protocol. However, we proved

that this protocol is vulnerable to KCI attack. We summarized the protocol and attack

below.

• Alice calculates RA = PA + [nA]QA which has order 2n

• Bob calculates RB = PB + [nB]QB which has order 3m

• Alice computes the isogeny ϕA : E → EA whose kernel is RA

• Alice chooses an integer nX ∈ (0, 2n) and computes the isogeny ϕX : E → EX

whose kernel is RX = PA + nXQA

• Bob computes the isogeny ϕB : E → EB whose kernel is RB

• Bob chooses an integer nY ∈ (0, 3m) and computes the isogeny ϕY : E → EY

whose kernel is RY = PB + nYQB

• Alice sends EA, EX , ϕA(PB), ϕA(QB), ϕX(PB), ϕX(QB) to Bob

• Bob sends EB, EY , ϕB(PA), ϕB(QA), ϕY (PA), ϕY (QA) to Alice

• Alice controls that EA and EX are supersingular elliptic curves over Fp2

• Bob controls that EB and EY are supersingular elliptic curves over Fp2

• Alice controls that are ϕA(PB), ϕA(QB) independent points on EA and

ϕX(PB), ϕX(QB) independent points on EX of order 2n

• Bob controls that are ϕB(PA), ϕB(QA) independent points on EB and

ϕY (PA), ϕY (QA) independent points on EY of order 3m

• Alice computes EB → EBA whose kernel is the point ϕB(PA) + [nA]ϕB(QA) =

ϕB(PA + [nA]QA) = ϕB(RA)

• Alice computes EY → EY X whose kernel is the point ϕY (PA)+ [nX ]ϕY (QA) =

ϕY (PA + [nX ]QA) = ϕY (RX)
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Alice Bob

nA ∈ (0, 2n), PA, QA nB ∈ (0, 3m), PB , QB

RA = PA + nAQA RB = PB + nBQB

nX ∈ (0, 2n) nY ∈ (0, 3m)

RX = PA + nXQA RY = PB + nY QB

ϕA : E → E/⟨RA⟩ := EA ϕB : E → E/⟨RB⟩ := EB

ϕX : E → E/⟨RX⟩ := EX ϕY : E → E/⟨RY ⟩ := EY

EA, EX , ϕA(PB), ϕA(QB), ϕX(PB), ϕX(QB)−−−−−−−−−−−−→

EB , EY , ϕB(PA), ϕB(QA), ϕY (PA), ϕY (QA)←−−−−−−−−−−−−

EB → EB
⟨ϕB(RA)⟩ := EBA EA → EA

⟨ϕA(RB)⟩ := EAB

EY → EY
⟨ϕY (RX )⟩ := EY X EX → EX

⟨ϕX (RY )⟩ := EXY

K = H(M, j(EBA), j(EY X)) K = H(M, j(EAB), j(EXY ))

Figure 7.1: SIDH variant of the Jeong-Katz-Lee protocol.

• Bob computes EA → EAB whose kernel is the point ϕA(PB) + [nB]ϕA(QB) =

ϕA(PB + [nB]QB) = ϕA(RB)

• Bob computes EX → EXY whose kernel is the point ϕX(PB) + [nY ]ϕX(QB) =

ϕX(PB + [nY ]QB) = ϕX(RY )

• Alice computes the session key K = H(M, j(EBA), j(EY X))

• Bob computes the session key K = H(M, j(EAB), j(EXY ))

• where M = Alice, Bob, j(EX), ϕX(PB), ϕX(QB), j(EY ), ϕY (PA), ϕY (QA)
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Attack Scenario: Suppose Alice’s long-term private key is disclosed. In this case, Eve

can impersonate Bob to Alice.

• Alice calculates RA = PA + [nA]QA which has order 2n

• Bob calculates RB = PB + [nB]QB which has order 3m

• Alice computes the isogeny ϕA : E → EA whose kernel is RA

• Alice chooses an integer nX ∈ (0, 2n) and computes the isogeny ϕX : E → EX

whose kernel is RX = PA + nXQA

• Bob computes the isogeny ϕB : E → EB whose kernel is RB

• Bob chooses an integer nY ∈ (0, 3m) and computes the isogeny ϕY : E → EY

whose kernel is RY = PB + nYQB

• Eve chooses an integer nY ∗ ∈ (0, 3m) and computes the isogeny ϕY ∗ : E → EY ∗

whose kernel is RY ∗ = PB + nY ∗QB

• Alice sends EA, EX , ϕA(PB), ϕA(QB), ϕX(PB), ϕX(QB) to Bob, Eve interrupts

the message

• Bob sends EB, EY , ϕB(PA), ϕB(QA), ϕY (PA), ϕY (QA) to Alice

• Eve interrupts the message and sends EB, EY ∗ , ϕB(PA), ϕB(QA), ϕY ∗(PA),

ϕY ∗(QA) to Alice

• Alice computes EB → EBA whose kernel is the point ϕB(PA) + [nA]ϕB(QA) =

ϕB(PA + [nA]QA) = ϕB(RA)

• Alice computes EY ∗ → EY ∗X whose kernel is the point ϕY ∗(PA) +

[nX ]ϕY ∗(QA) = ϕY ∗(PA + [nX ]QA) = ϕY ∗(RX)

• Eve has the static key of Alice, thus she can computes EA → EAB whose kernel

is the point ϕA(RB)

• Eve computesEX → EXY ∗ whose kernel is the point ϕX(PB)+[nY ∗ ]ϕX(QB) =

ϕX(PB + [nY ∗ ]QB) = ϕX(RY ∗)

• Alice and Eve computes the shared secret K
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Alice Eve Bob

nA ∈ (0, 2n), PA, QA nB ∈ (0, 3m), PB , QB

RA = PA + nAQA RB = PB + nBQB

nX ∈ (0, 2n) nY ∗ ∈ (0, 3m) nY ∈ (0, 3m)

RX = PA + nXQA RY ∗ = PB + nY ∗QB RY = PB + nY QB

ϕA : E → E/⟨RA⟩ := EA ϕB : E → E/⟨RB⟩ := EB

ϕX : E → E/⟨RX⟩ := EX ϕY ∗ : E → E/⟨RY ∗⟩ := EY ∗ ϕY : E → E/⟨RY ⟩ := EY

EA, EX , ϕA(PB), ϕA(QB), ϕX (PB), ϕX (QB)
−−−−−→

EB , EY , ϕB(PA), ϕB(QA), ϕY (PA), ϕY (QA)
←−−−−−

EB , EY ∗, ϕB(PA), ϕB(QA), ϕY ∗ (PA), ϕY ∗ (QA)
←−−−−−

EB →
EB

⟨ϕB(RA)⟩ := EBA EB →
EB

⟨ϕB(RA)⟩ := EBA

EY ∗ →
EY ∗

⟨ϕY ∗ (RX )⟩ := EY ∗X EX →
EX

⟨ϕX (RY ∗)⟩ := EXY ∗

K = H(M′, j(EBA), j(EY ∗X )) K = H(M′, j(EBA), j(EXY ∗ ))

Figure 7.2: K-CI attack scenario of Galbraith’s protocol.

7.2. UK-S Attack on SIDH variant of MTI-A0

In this protocol, Alice and Bob shared secret using two isogeny computations.

The protocol provide forward secrecy and authentication. However, it is not resistant

to UK-S attack.

(UKS) unknown key-share: Bob cannot be coerced into sharing a key with Alice

without Bob’s knowledge, i.e., when Bob believes the key is shared with Eve, and

Alice (correctly) believes the key is shared with Bob. The attack on the protocol is

summarized in Figure 7.4.

Outputs of the research on post-quantum protocols are also summarized in Table

7.1.
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Alice Bob

mA, nA ∈ (0, lA
eA), PA, QA mB , nB ∈ (0, lB

eB ), PB , QB

RA = mAPA + nAQA RB = mBPB + nBQB

mX , nX ∈ (0, lA
eA) mY , nY ∈ (0, lB

eB )

RX = mXPA + nXQA RY = mY PB + nY QB

α : E → E/< RA > := EA β : E → E/< RB > := EB

ϕ : E → E/< RX > := EX θ : E → E/< RY > := EY

EA, EX , α(PB), α(QB), ϕ(PB), ϕ(QB)−−−−−−−−−−−−→

EB , EY , β(PA), β(QA), θ(PA), θ(QA)←−−−−−−−−−−−−

EB → EB
<β(RX )>

:= EBX EA → EA
<α(RY )>

:= EAY

EY → EY
<θ(RA)>

:= EY A EX → EX
<ϕ(RB)>

:= EXB

K = j(EBX)||j(EY A) K = j(EXB)||j(EAY )

Figure 7.3: SIDH Variant of MTI-A0.

Table 7.1: Security services offered by post quantum key agreement protocols.

Protocols Method Sec. M. Assump. Signature # of Pass In. Isogeny Res. Isogeny (w)FS MEX K-CI UK-S M. Size
SIDH[17] Key Agr. - DSIDH x 2 2 2 x x x � 72λ
Jeong-Katz-Lee[21] Key Agr. CK CSIDH x 2 3 3 � x x � 108λ
Galbraith [21] Key Agr. BR CSIDH � 2 4 4 � x � � 108λ
AKESIDH−2 [47] Encap. CK+ DSIDH x 2 6 5 � � � ? 114λ
AKESIDH−3 [47] Encap. CK+ 1-O SIDH x 3 5 5 � � � ? 80λ
Longa [34] Encap. CK DSIDH x 2 6 6 � x � � 148λ
SIDH UM [20] Key Agr. CK DSIDH x 2 4 4 � x x � 108λ
SIDH Biclique [20] Key Agr. CK+ GSIDH x 2 6 6 � � � � 108λ
GSW [12] Encap. CK DSIDH x 3 6 6 � x x � 186λ
SIKE Encap. CK+ DSIDH x 3 6 5 � � � � 114λ
SI-MQV Key Agr. CK+ DSIDH x 2 4 4 � � � � 144λ
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Alice Eve Bob

mA, nA ∈ (0, lA
eA), PA, QA PC = mCPA, QC = nCQA mB, nB ∈ (0, lB

eB), PB, QB

RA = mAPA + nAQA RC = PC +QC RB = mBPB + nBQB

mX , nX ∈ (0, lA
eA) mY , nY ∈ (0, lB

eB)

RX = mXPA + nXQA RY = mY PB + nYQB

α : E → E/< RA > := EA β : E → E/< RB > := EB

ϕ : E → E/< RX > := EX θ : E → E/< RY > := EY

EA, EX , α(PB), α(QB), ϕ(PB), ϕ(QB)−−−−−→

EB, EY , β(PC), β(QC), θ(PC), θ(QC)←−−−−−

γ : EY → EY /< θ(RC) > := EY C

κ : EA → EA/< α(RC) > := EAC

EB, EY C , β(PA), β(QA), γ(θ(PA)), γ(θ(QA))←−−−−−

EAC , EX , κ(α(PB)), κ(α(QB)), ϕ(PB), ϕ(QB)−−−−−→

EB → EB

<β(RX)>
:= EBX EX → EX

<ϕ(RB)>
:= EXB

EY C → EY C

<γ(θ(RA))>
:= EY CA EAC → EAC

<κ(α(RY ))>
:= EACY

K = j(EBX)||j(EY CA) K = j(EXB)||j(EACY )

Figure 7.4: UK-S attack scenario.
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8. CONCLUSION AND REMARKS

The first purpose of this thesis is proposing a new and efficient two pass

authenticated key agreement protocol for pre-quantum cryptography. The protocol

is based on Diffie-Hellman key agreement protocol and provide high performance

and many desirable security properties. In the literature, there is a deficiency of key

agreement protocol which has a high performance and high security level at the same

time. Therefore, designing a key agreement protocol with useful properties contributes

the efficiency and security level of the existing cryptosystems. A new one is given in

this thesis.

The second purpose of the thesis is analyzing and improving the isogeny based

cryptosystems. We have analyzed some recent isogeny based key agreement protocols

in the context of key manipulation attack. As a result of our attack, we have recovered

the secret dual isogenies in these protocols and derived the session key. Moreover, we

have applied KCI attack and UKS attack to the protocols in [21] and SIDH variant of

MTI-A0, respectively.

Especially, supersingular isogeny based key agreement protocol (SIDH) has been

drawing close attention in recent times. There are some studies about security and

efficiency of the SIDH protocol [8], [17], [23]. However, security level of the SIDH

protocol is not completely analyzed. Therefore, proving security model of the SIDH

protocol is essential and interesting topic for the literature. SIDH protocol does not

provide all security properties. Proof of possession is a main problem for these type

of protocols. Hence, designing a new post-quantum key agreement algorithm which

resists all cryptographic attacks is an open problem in cryptography. We designed

a new key agreement protocol, namely SI-MQV and we proved that this protocol is

secure and it resists to all known cryptographic attacks.
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APPENDICES

APPENDIX A: PUBLICATIONS

Gönen M., Tutdere S., Uzunkol O., (2022), “A Key Manipulation Attack on Some
Recent Isogeny-Based Key Agreement Protocols”, Bull. Iran. Math. Soc. 48,
613–625.

APPENDIX B: SOURCE CODES

In this section, we give the source codes of the key manipulation attack and the
details of the SI-MQV protocol in SAGE.

Table B1.1: SAGE Source Codes
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