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SUMMARY

Elliptic Curve Cryptosystems (ECC) have grown in prominence over the last
decade as a result of their reduced bit sizes and ease of modular reduction compared
to other public-key cryptosystems like RSA. Since the mid-1980s, ECC has been
extensively studied in academics and investigated in industry as a viable public-key
cryptography solution. To achieve the most compact and efficient architecture, many
software and hardware implementations have been created. However, there is still
room for advancement in FPGASs to speed up computations. Despite the fact that
ASICs are the fastest way to implement any cryptographic algorithm in any sector,
FPGAs are still commonly used in reality, especially for prototyping, due to their
lower cost. In this paper, we provide an improved multiplication architecture with a
pipelined ECC calculation schedule for scalar multiplication throughput. Despite the
fact that there are two major prime fields of ECC, GF(p) and GF(2m), our research
focuses on GF(p), which is the most prevalent and is also recommended by the
National Institute of Standards and Technology (NIST). Because of its key size and
security correlation, P256 (256-bit key length) is one of the most popular curves in
the GF(p) prime field.

Key Words: Elliptic Curve Cryptosystem, Big Integer Arithmetic, Fast
Multiplication, FPGA, High-Performance.
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OZET

Son yillarda, Elliptik Egri Kriptosistem (ECC), RSA gibi diger acik anahtarli
sifreleme sistemlerine kiyasla daha kii¢iik bit boyutlar1 ve modiiler indirgeme
kolaylig1 nedeniyle popiilaritesi artiyor. 80'lerin ortalarindan bu yana, ECC,
akademide genis c¢apta calisildi ve endiistride verimli bir acik anahtar sifreleme
secenegi olarak kullanilmak tizere arastirildi. Gliniimiize kadar kompakt ve verimli
tasarimi uygulamak i¢in bircok yazilim ve donanim uygulamasi gelistirilmistir.
Ancak, FPGA'larda hesaplamalar1 hizlandirmak i¢in hala potansiyel iyilestirmeler
mevcuttur. ASIC, herhangi bir alanda herhangi bir kriptografik algoritmayi
uygulamanin en hizli yolu olmasina ragmen, fiyatlar1 nedeniyle, FPGA'lar 6zellikle
prototipleme icin pratikte hala yaygin tercih olarak goriilmektedir. Bu caligmada,
skaler ¢arpmanin verimini artirmak i¢in gelistirilmis bir ¢arpma tasarimi ve ardigik
diizende ECC hesaplama ¢izelgesi sunuyoruz. ECC'nin GF(p) ve GF(2m) olmak
lizere iki ana asal alani olmasina ragmen, ¢alismamiz sadece en yaygin olanlarindan
biri olan ve National Institute of Standards tarafindan Onerilen GF(p)'yi
kapsamaktadir. P256 (256 bit anahtar uzunlugu), anahtar boyutu ve giivenlik

korelasyonu nedeniyle GF(p) asal alanindaki en popiiler egrilerden biridir.

Key Words: Elliptik Egri Kriptosistem, Biiyiik Integer Aritmetik, Hizh
Carpma, FPGA, Yiiksek Performans.
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1. INTRODUCTION

Information is one of the most important things in people’s, even nations, lives.
In time, People became interested in hiding or protecting information. After the
invention of transistor, the development of the electronic systems and information
technology in the last decades, has also increased the requirement for information
security. In the last 50 years, various of algorithms and methods has been arisen for
electronic systems. In this chapter, some information about the cryptography and its

historical background.
1.1. Cryptography

Since the ancient times, secure and secret communication has been essential.
People have attempted to conceal the core of crucial messages while adversaries had
been wishing to be able to decipher the secret information contained in the ciphered
messages.

Primitive means for securing military secrets were established in ancient times.
During military battles, the Greeks utilized a tool called scytale which is shown in
Fig. 1.1 [Web 2, 2020], which is shaped like a cylinder for removing a paper around
it to write and recover hidden messages [Dinu, 2017]. The Caesar cipher is employed
by Roman military troops for covert communication in the following years. It uses a
straightforward letter replacement mechanism. A text can be decoded by substituting
each letter in the message with a different letter and vice versa. The transition from
classical encryption to modern cryptography began in the first part of the twentieth
century. One of the most well-known military applications of contemporary
cryptography is the Enigma machine. After World War Il, both cryptography and
cryptoanalysis continued to evolve in parallel. The majority of early applications of
contemporary cryptography were for military purposes. Cryptography has begun to
play a critical part in our lives, as the heart of information security and
communication. Modern cryptographic approaches are now employed in a wide

range of industries, including banking, trade, and industry.



Figure 1.1: The picture of scytale.

Cryptology is the branch of science that examines the secure transmission and
storage of information [Paar and Pelzl, 2009]. Cryptography and cryptoanalysis are
the two basic components of cryptology. The hierarchy is shown in Fig. 1.2
[Shawkat, 2016]. Algorithms and protocols in cryptography are mathematical
strategies for securing information, such as data integrity, confidentiality, and
authentication. The goal of cryptoanalysis, on the other hand, is to use mathematical
approaches and side channel techniques to uncover flaws in cryptographic algorithms

and retrieve hidden information.

| Cryptography Cryptanalysis

&

Symmetric Asymmetric Pr )
Ciphers Ciphers Ri0enls

Figure 1.2: Overview of the field of cryptology.

Plain text is the information source in cryptography, and it is the one that needs
to be secured. The occurrence text is referred to as cipher text once the plain text has
been processed. Encryption is the process of employing a key to convert plain text




into cipher text, which is usually a meaningless form of the communication.
Encryption's inverse operation is known as decryption. Using the key, decryption
recovers the original form of the information (plain text) from encrypted text.
Symmetric and asymmetric ciphers are the two most used cipher methods.
There are a few key distinctions between these algorithms. One of them is that
symmetric algorithms use the same key for encryption and decryption, but
asymmetric algorithms employ two keys, one public and one private, for encryption
and decryption separately. The run times are the other major distinction. Asymmetric
algorithms are substantially slower than symmetric algorithms. As with asymmetric
keys, a symmetric key is also referred to as a private key. The private key is the
confidential information that should only be known by authorized users. Finally,
because symmetric key sizes are smaller than asymmetric key sizes, they are simple

to use.
1.2. Symmetric Algorithms

Symmetric key algorithms encode and decrypt using the same cryptographic
keys. The encrypted text is the same size as the plain text. Stream cipher or block
cipher can be used for symmetric key encryption. Stream cipher encrypt the small
pieces of message, like byte or letter, per round. RC4, ChaCha20 are the most
popular algorithms among the stream ciphers. On the other hand, block ciphers take a
word which contains a number of bits, as a single unit. Padding is an necessary
operation in block cipher in order to fulfill the plain text so that it is multiple of the
block size. AES, DES, TDES are the most popular among both block ciphers and
symmetric algorithms. The relation between these terms is depicted in Fig. 1.3 [Web
3, 2020].
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Figure 1.3: The illustration of symmetric key operations.

1.3. Asymmetric Algorithms

Public key cryptography is another name for the asymmetric key approach. To
encrypt plain text, asymmetric algorithms use two keys as in Fig. 1.4 [Web 3, 2020].
Different key-exchange methods are used to exchange secret keys over a network.
Anyone who wants to encrypt a message can get a public key for free. The second
private key must remain hidden. A message that has been encrypted with the public
key can only be decrypted with the private key, and vice versa.

Asymmetric key algorithms have a far better security of information comparing
to symmetric ones. Asymmetric key algorithms are mostly used in communication
channels, digital signature and verification over the Internet. Some popular
asymmetric key algorithms are Elgamal, RSA, DSA and Elliptic Curve
Cryptosystem.
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Figure 1.4: The illustration of asymmetric key operations.

1.4. Motivation

Whitfield Diffie and Martin Hellman, who published their equation in 1976,
came up with the concept of an asymmetric key cryptosystem. They discovered a
simple key-exchange system that they could use across public channels. Following
this experiment, Massachusetts Institute of Technology's Ron Rivest, Adi Shamir,
and Leoanard Adleman attempted multiple times via secure data transmissions to
develop a one-way function that was difficult to reverse. They published a concept
called RSA in 1977. It was the first public-key cryptosystem, and it is still frequently
used today.

Ever since the RSA algorithm has been invented, the fields of its usage have
been increased in network and electronic devices. It has a widely usage in the
industry. However, there is a big disadvantage of RSA which is computational
challenge. It requires a lot resources and relatively slow. In the 80’s, two different
mathematicians Koblitz and Miller have suggested Elliptic Curve Cryptosystem. It
has capability of doing anything that RSA can with less resources. It is also
considered faster and more secure than RSA with smaller key sizes [Mahto and
Yadav, 2017].

In the recent years, ECC has been increasing its popularity over RSA. Most of
the users who used RSA in the past, have decided to adapt their systems to ECC. In
the light of these data, ECC algorithm is worth to implement. They can also be used

in different areas such as key exchange, digital signatures and encryption.




Implementing cryptographic methods while satisfying a set of restrictions
based on use case scenarios can be difficult, and it necessitates understanding of
various fields such as cryptography, computer science, and electronics engineering.
The goal of this project is to create a fast and area efficient implementation of an

ECC algorithm for digital designs.

1.5. Contributions of the Thesis

In modern cryptographic systems, ECC has been increasing its popularity
over RSA. In recent times, ECC is more preferred because of its key length,
implementation of simplicity compared to RSA and security aspects. Therefore,
ECC cryptography has been implemented in this thesis.

ECC has several operations and all of these operations contain common
arithmetic which are addition, substraction or multiplication. So that, these
operations should be enhanced to improve its performance. There are different
aspects of improvements, in terms of area and performance, in digital design
systems. For common usage, our goal is to make it balanced as far as possible.

In our system, multiplication, which is most used operation in ECC, has
been focused to improve. Therefore, DSPs are used for this module. It is capable
of multiplying 256 bit integers with 4 clocks at 90 MHz. The reason of
utilization of inherent chain of DSPs are to hold the number of LUT at minimum
and make multiplication fast. We also scratch a scheduling diagram to obtain a
pipelined system.



2. BACKGROUND

In this chapter, some information will be given about digital design circuits
such as FPGA or ASIC, and some metrics will be explained. Moreover, their

advantages and disadvantages will be described.

2.1. Digital Design Circuits

Devices that contain electronic circuits, are everywhere in our lives and after
the invention of transistor, they have been increasing their development process
significantly. Integrated circuits, often known as I1C, were invented in the early 1960s
by embedding a few transistors onto silicon. The number of transistors into silicon
were increasing rapidly. CPU, ROM, RAM, and other glue logic were merged into a
single chip using Very Large Scale Integration (\VVLSI) technology, which combined
thousands of transistors. Application-Specific Integrated Circuits (ASICs) are
integrated circuits that have been built specifically for a certain application. Because
its digital circuitry is permanently built by connected gates in silicon, this circuit is
unchangeable after fabrication.

On the other hand, there is a requirement of relatively flexible digital circuits
for development purposes. Xilinx was created in the 1980s and was the first
company to provide a programmable logic device known as a Field Programmable
Gate Array (FPGA). Thousands of Configurable Logic Blocks (CLBs) with
customizable interconnections make up an FPGA. As a result, after production, an
FPGA can be reprogrammed in the field and utilized as a development tool. It can
also be used for a variety of purposes. Fig. 2.1 [Web 1, 2021] shows the primary

structure and components of an FPGA.
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Figure 2.1: Internal structure of FPGAs.

In modern electronic technology, logic blocks configurations or interconnects
of block can be described through hardware design flow. Hardware description
languages (HDL) such as VHDL, Verilog, and others specify an FPGA's behavior.
Working with huge structures is a good fit for HDL. Rather than drawing each piece
by hand, they can be used to express high-level functional behavior. One of the
primary differences between FPGA and ASIC is that FPGA may be reprogrammed
for multiple applications, but ASIC can only be utilized for one. ASICs, on the other
hand, are more energy efficient and perform better than FPGAs.

An FPGA is utilized as the target platform for implementations in this study

since it is capable of prototyping various designs.
2.2. Field Programmable Gate Arrays

As shown in Fig. 2.1, a field programmable gate array (FPGA) is made up of
an array of configurable logic blocks (CLBs) surrounded by programmable 1/O
blocks and coupled by programmable interconnections. An FPGA can include
anything from 64 to tens of thousands of logic blocks and many more flip-flops. The
logic blocks in most FPGAs do not have 100 percent connectivity. Instead, the logic
is placed and routed on the device by related software.

FPGA architectures can be divided into two categories. Large logic blocks,

frequently with four or six look-up tables and four flip-flops, make up coarse-grained




architectures. Fine-grained architectures are made up of a lot of small, simple logic
components. The underlying process technology utilized to build the device is
another variation between the architectures. The highest-density FPGASs are currently
constructed utilizing SRAM technology, which is comparable to that used in
microprocessors. Anti-fuses, which are one-time programmable, are another typical
process technology.

The FPGA part used, virtex devices, has a flexible, regular architecture that
includes CLBs which are surrounded by programmable input and output ports, all of
which are coupled by a rich hierarchy of fast, varied routing resources. Virtex
FPGAs have a coarse-grained design, are based on SRAM, and may be changed by

putting configuration data into internal memory cells.

2.3. Metric Parameters

The following metrics should be considered as main constraint parameters for
any applications. There is a common thought that, the design parameters have trade-
off between them as shown in Fig. 2.2 [Ramsey, Ravi, William and Winser, 2009].
By meaning that, if the designer wants to make a fast design then resource usage
shall be much more than it could be. Therefore, these parameters should be balanced
for a good design. An FPGA design developer should also compare his/her design by

checking these parameters of others.
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Figure 2.2: Parameter trade-off of hardware designs.

2.3.1. Area

FPGA chips on the development boards have different amount of resources.
Main resource components are look-up tables (LUTSs) and flip-flops (FF). These
components have a big impact on the power consumption of the chips. In some
FPGA boards, there are also some utilizations such as DSP and Block RAM. These
components are designed for common usages like accumulation and storage. They

also consume low energy.

2.3.2. Power Consumption

It is described as the energy consumption of a design. Power consumption is
mostly represented mW. This metric has directly proportional with area. If resource
usage is increased, then system would consume more power. More power also means
more heat. Therefore, cooling system needs to stabilize the heat at nominal values.
More power might cost more than balanced systems.

The total power usage over a period is equal to the energy consumption. For

battery-powered devices, this metric is very important. The energy and power
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consumption of an electronic circuit is highly related to the area usage and
manufacturing technology.

2.3.3. Throughput

This metric is another indicator of the implementation's success. It's similar to
the latency metric. However, it should be calculated in terms of second. In general, it

iIs the rate of production. The expression is expressed in bits per second (bps).

2.3.4. Latency

From beginning to end, the length of time required to complete an operation.
It's also known as the time between valid input and output for a particular process. It

can be expressed in either clock cycles or seconds.
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3. ELLIPTIC CURVE CRYPTOGRAPHY

In this section, mathematical background of ECC, previous works about ECC
on FPGA and general view of this implementation will be described. First of all, we
describe the hard problem behind this cryptosystems as well as the mathematical

concepts of elliptic curves in order to understand how they work.

3.1. Mathematical Background

Koblitz [Koblitz, 1987] and Miller [Miller, 1985] were the first to suggest
elliptic curves for use in public-key cryptography (PKC). To propose an elliptic
curve-based public key cryptosystem, we first define the elliptic curve group and
then the Elliptic Curve Discrete Logarithm Problem (ECDLP), which is identical to
the Discrete Logarithm Problem (DLP) for any cyclic group.

The mathematical background of ECC will be briefly given in the following
part, which is crucial to this work. Elliptic Curves are multipurpose mathematical
objects that can be used for encryption, decryption, digital signatures, and key
exchange. All of these processes are crucial in cryptography, which is why it's called
as cryptosystem. Note that only GF (p) will be the focus of this research, as GF (2m)
is deprecated by NIST due to its low usage [Chen, Moody, Regenscheid, Randall,
2019].

To ensure the system's security, ECC constructions rely on group theory. (X, y)
coordinates are used to represent an elliptic curve over the prime field GF (p). The
following equation, known as the Weierstrass equation, should be satisfied by these

coordinates.

y2=x3+ax?+b (3.1)
where a, b € GF (p) and 4a® + 27b> =0 and p be a prime with p > 3. By doing
some mathematical computations on the group of points defined on this curve, we can

obtain (x, y) points. The addition R = P + Q and the doubling R = 2P, P = Q are the
two types of arithmetic operations. Scalar multiplication (Q = kP) is the most basic

12



process in ECC, and it can be calculated using Algorithm 1 or by simply adding

repeated points (i.e. P + P +... + P) for k-times.

Figure 3.1: y? = x* - 3x + 3.

An example curve is shown in Fig. 3.1 [Paar and Pelzl, 2009]. These formulae
only use the two basic algebraic operations which are addition and doubling. These
operations are applicable to any field, not just the field of real numbers. We can use
the curve equation from earlier, but this time it will be considered over prime fields
GF(p) instead of actual integers. The following analytical formulations for the group

operation result from this.

X; = 5% — x; — X, mod
3 1 2 p (3.2)

y3 =5s(x; —x3) —y; modp

where

s =, —y1)/(x; —x1) mod p; if P = Q(point addition)

3.3
s = (3x? + a)/(2y,) mod p; if P = Q(point doubling) (3:3)

The parameter s is the slope of the line through P and Q, or the slope of the
tangent through P in the case of point doubling. And note that, these formulae

13



represented in affine coordinate system so that it requires division operation. In order
to get rid of division operation, projective coordinate system has been selected.

3.1.1. Coordinate Systems

Because of the division operation, point addition and point doubling
computations in affine coordinates are exceedingly rough. Modular inversion must be
used after every addition or doubling, according to affine formulae. In projective
coordinates, however, modular inversion is only performed once for every scalar
multiplication. Additional add-sub and multiplication operations, on the other hand,
are used every sub-steps. In projective coordinates, though, it is still considerably
more worthwhile to compute. The Weierstrass equation has some projective
coordinate shifts, which are represented in equation 4.

Y2Z = X3Z + a,XZ? + agb (3.4)

The point (X1, Y1, Z1) on equation 2 corresponds to the affine point (X1/Z3,
Y1/Z1) when Z; = 0. They use a quadruple to represent the Jacobian coordinates
internally (X, Y,Z, aZz*). The modified Jacobian coordinate system is the name for this
representation. In the sections below, the algorithms for EC point addition and

doubling are described.

3.1.2. Point Addition

The following is a representation of the construction process: Create a third
point of intersection between the elliptic curve and the line by drawing a line across
P and Q. Along the x-axis, mirror the third intersection point. By definition, this
mirrored point is the point R. The point addition on an elliptic curve over the real
numbers is shown in Fig. 3.2 [Paar and Pelzl, 2009].

14
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Figure 3.2: Point addition on an elliptic curve.

The point addition in projective coordinates is described in the formula below.
The below formulas are represented in projective coordinates. And these parameters
have dependencies between them in both addition and doubling. In order to compute
point addition in affine coordinates, you'll need one modular inversion, two
multiplications and six subtracitons. In projective coordinates, on the other hand,
fifteen multiplications and seven subtractions are required.

Assume that P = (X1, Y1, Z1, aZ1%) , Q = (X% Y%2Z?% aZx*) andP+ Q=R =
(X3, Y3, Zs, aZ3%).

A=Y,7Z, — Y\ Z,,
B =X,Z, — X,Z,,
C=A%2,7,— B® — 2B?X,Z,, (3.5)
X3 = BC,Z3 = B3Z,Z,,
Y; = A(B*X,Z, — C) — B3Y, Z,

3.1.3. Point Doubling

When we compute P + Q, yet P = Q, we have a problem. Asaresult, R=P +P
= 2P can be written. Here, we'll need a somewhat different approach. We establish a
second point of intersection between this line and the elliptic curve by drawing the

tangent line through P. Along the x-axis, we mirror the position of the second

15



intersection. The doubling's outcome R is this mirrored point. Fig. 3.3 [Paar and
Pelzl, 2009] depicts the real-number doubling of a point on an elliptic curve.

Figure 3.3: Point doubling on an elliptic curve.

The amount of multiplication operations in point doubling are more than in
point addition, although addition and subtraction operations are lower. Point doubling
should be done in affine coordinates by performing one modular inversion, six
multiplication and four subtraction operations. For the other, it's only eighteen
multiplications and four subtractions.

Assume that P = (X1, Y1,Z1, aZ1*) and P + P =R = (X3, Y3, Z3, aZ3%).

A=a,Z? —3X2
B =Y,Z;,C = X,Y;B,
D = A*-8C, (3.6)
X; = 2BD,Z; = 8B3,
Y; = A(4C — D) — 8Y??B?

Please note that, number of arithmetic operations, which mentioned above, are
calculated with two input arithmetic units. Parameter multiplication by simple

integers is also counted.
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3.1.4. Discrete Logarithm Problem

The Elliptic Curve Discrete Logarithm Problem (ECDLP) is now described;
the ECC protocols are based on its difficulty. Let G be any finite cycle group. Denote
its group operation by multiplication and idendity element by 1. Let b be any element
of G. For any positive integer k, the expression bk denotes the product of b with itself
k times: b* = b.b.b...b.

Similarly, let b™* denote the product of b™! with itself k times. For k = 0, the ki
power is the identity: b® = 1. Let a also be an element of G. An integer k that solves
the equation b* = a is termed a discrete logarithm of a to the base b. One writes k =

logha.

3.2. Related Works

Elliptic Curve Cryptography (ECC) [Koblitz, 1987], [Miller, 1985] is a public-
key cryptographic system which lets the user obtain equivalent security with less
key sizes compared to a well known public-key crypto algorithm, RSA
[Lenstra, Verheul, 2001]. Without compromising security aspects, acquiring high
throughput, low resource usage and low power consumption have become of
great importance. Since improving the performance of ECC is essential, several
methods have been proposed to speed up the computation of the ECC. As advised by
the National Institute of Standards and Technology (NIST), one of these ways is to
use Mersenne primes, which make the modular reduction operation easier [National
Institute of Standards and Technology, 2013]. However, we utilize the P256 curve,
which is the most often used and is comparable to the RSA 3072 key size.

A crucial procedure in ECC is scalar multiplication (Q = kP), which comprises
point additions and doublings. Point P is added to itself (k 1) twice on the same curve
to calculate point Q. Scalar k is a private scalar number, while points P and Q are
public points. Because of the Discrete Logarithm Problem (DLP), obtaining the value
of k given the values of P and Q is computationally hard [McCurley, 1990].

In order to accelerate these units various works have been studied. The
basis of accelerating these operations depends on fast multiplication. In

[Marzouqi, Al-Qutayri, Salah, Schinianakis, Stouraitis, 2016], an extensive
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pipelining technique for Karatsuba- Ofman method is employed for high
throughput. Another fast method for multiplication is Toom-Cook [Ding, Li, Gu,
2019]. This method is considerably fast but its resource usage is high. In [Mehrabi,
Doche, Jolfaei, 2020], [Asif, Hossain, Kong, Abdul, 2018], [Matutino, Arau’jo,
Sousa, Chaves, 2017], RNS based point multiplication has been studied to fasten
common arithmetic operations for P256 prime. [Guillermin, 2010] s also
implemented using RNS based arithmetic units, moreover it has been designed
by using Montgomery ladder. Then parallelism and pipelining lead to high
performance. In addition to these implementations there are some designs which
contain Digital Signal Processing (DSP) units to enhance multiplication and addition
as well. [Mcivor, Mcloone, Mccanny, 2006], [Guneysu, Paar, 2008], [Varchola,
Guneysu, Mischke, Microecc, 2011], [Ananyi, Alrimeih, Rakhmatov, 2009],
[Alrimeih, Rakhmatov, 2014] and [Wu, 2015] are example of using DSP in their
designs. Most of them are committed to a single NIST prime field. In industrial
applications, generally only one NIST prime field is used where a prime field of
ECC is required.

In this paper, we describe the design and implementation of a GF (p) prime field
of ECC. By simply replacing the modular reduction module, other curves with smaller
key sizes can be accommodated as well. Multiplication, scheduling, and pipelining are
the major areas of attention for us. Two multiplications, one addition, three modular
reduction, and one modular inversion units were used to create an efficient schedule.
The quantity of DSP units is the primary disadvantage, thus we've tried to optimize it
to keep it portable. For targets with varying resource requirements, the schedule and

pipelining can be changed.
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4. IMPLEMENTATIONS OF ELLIPTIC CURVE
CRYPTOGRAPHY

Fig. 4.2 illustrates the proposed circuit design used for ECC modular
arithmetic operations. It has the following four units: Addition and subtraction,
multiplication, modular reduction, and modular inversion.

Modular multiplication is performed with addition and subtraction,
multiplication, and modular reduction units. Because ECC scalar point multiplication
necessitates a large number of modular multiplications, the latencies of these three
units are critical. Addition and subtraction are faster than multiplication. Moreover, it
is even slower than the modular reduction for the P256 curve because the
reduction is performed modulo the special prime 226 — 2224 4+ 2192 + 2% 1 Agg
result, hardware resources are primarily employed to increase the multiplier unit's

performance such that it has a similar latency to the other two units.

1: Input: P (X, YY), A(X,,Y)), B(X,,Y,), int(k)
2: Output: Q = k.P, Q(0, 0)

3: fori=0:1-1do

4 A=P+Q

5: B =2P

6: if k(0) =1 then
7: Q=A

8: end if

9: P =B

10: k=k=>1

11: end for

Figure 4.1: Scalar Multiplication Algorithm.

The memory unit in Fig. 4.2 is made up of block RAMs and flip-flops. We tried
to avoid multiplexers in order to save space and boost frequency, therefore block
RAM is the reasonable approach in this case. Each arithmetic module has its own
fixed-size block RAM cell. Fig. 4.14 and Fig. 4.15 show how their sizes are
determined. Each module specifies how many distinct types of data will be used for
each activity. The primary function of the address controller is to direct matching data

to the arithmetic unit. Its sole function is to change the block RAM address. As a
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result, we don't need a multiplexer for data, but we do for addresses with a

considerably lower width than data.

Address
Cantroller

Memory Unit < ECPA/ECPD State Machine

S Mult. ‘ Add-Sub

Arithmetic Unit

Modular
Reduction

Modular
Inversion

Figure 4.2: Hardware Implementation of ECC Core.

Each block of RAM has its own cells containing all of the parameters required
for point addition and doubling. Because each module has two inputs, we employ
dual port block RAM. Module inputs get data from these dual port inputs and where
the result will be used in the next situation, it is written to the relevant block RAM of
that module. For example; if first stage of the multiplication output will be used in
the reduction module for the next stage, then the result is directed to regarding block
RAM and for the next stage address controller will pull it where it is kept.

4.1. Addition and Subtraction

In comparison to other units, addition and subtraction are simple to implement.
These two functions require less complexity thanks to summing operations and carry
chain units in most advanced FPGAs. Both arithmetic operations are implemented in
a single IP (Intellectual Property). As previously stated, the multiplication unit is

mostly responsible for delay. As a result, rather than optimizing for time complexity,
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addition and subtraction units are optimized for area complexity. It also has a
comparable latency to the multiplication unit. This unit's architecture is scalable,
allowing it to be used in a variety of prime areas.

In addition and subtraction module, all inputs should be fed properly in order to
obtain correct result. In concurrent addition or subtraction operations, carry_i signal
should be given as ‘0’. If the desired operation is addition, then twos_comp signal
should be ‘0’, otherwise ‘1°. Another important note for concurrent operations that,
carry_o signal should be connected to carry_i signal in order to convey the carry
chain. The last carry_o signal is also important for us because it is used in modular
reduction module if the result exceeds 256 bit length. Our data out signal has 257 bit

length because of signed operations.

enable_i
add_sub i
twos_comp cary_o
ADDITION -
CAary_i SUBTRACTION 14515 o[256:0]
MODULE
inputl_i[255:0]
input2_i[255:0]

Figure 4.3: Addition and Subtraction Module.

4.2. Multiplication

In many cryptographic methods, big integer multiplication is a common
operation. In embedded systems, performing this process is a computationally
demanding effort. As previously indicated, certain multiplication designs for
hardware platforms exist, however they are insufficiently performant for large-scale
multiplication operations. DSP48E1 slices, which are available on Xilinx 7 Series

FPGAs, are used in our design.
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DSP (A*B+C)

Al24:0]

; : }\ P(4T:0
B[17:0] &+/ 7o)
CI47:0]

Figure 4.4: Accumulator of DSP slice.

We created a custom architecture to execute a 256x256 multiplication using
these slices. The first input is divided into 24 bits, and the second input is divided into
17 bits in this design. The DSP slices then calculate the 24x17 bit partial products.
The 48 bit C ports of the DSP slices are used to assemble the partial products.

A = A(255:232) ... A(47: 24) || A(23: 0)

(4.1)
B = B(255:239)....B(33:17) || B(16:0)

Fig. 4.7 shows how to create a 256x256 bit product from smaller 24x17 partial
products in a simple way. DSP slices compute and merge the partial products. As can

be seen, the partial products should be adjusted suitably before being combined.

X = 52 => 110100 X = 52 => 110100 A(3-bit)
Y = 30 => 011110 Y =30 => 011110 :
X X B(2-hit) DSP
01000 X(2:0) x Y(1:0) _
01100 -- 3-bit left shift X(5:3) x Y(1:0) -- 3-bit left shift C(5-bit) |
01100 -- 2-bit left shift X(2:0) x Y(3:2) -- 2-bit left shift
10010 -- 5-bit left shift X(5:3) x Y(3:2) -- 5-bit left shift
00100 -- 4-bit left shift X(2:0) x Y(5:4) -- 4-bit left shift
00110 -- 7-bit left shift X(5:3) X Y(5:4) -- 7-bit left shift
.
001100011000

Figure 4.5: Disordered example of multiplication.

As an example of multiplication, we can consider 52(6-bit)x30(6-bit)
operations. For simplicity, let's assume that the multiply inputs of the DSP are 3-bit
and 2-bit, and the addition input is 5-bit. When calculating shift amounts, the next
partial product is shifted as the shifted multiplier. For example, in X(5:3)xY(1:0)
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multiplication, the more the multiplier is shifted, the more the partial product is
shifted to the next line. If we look at the example this is 3-bit.

In Fig. 4.6, left swipes are sorted from smallest to largest. The order of them
does not matter because it is the addition operation.

The C input comes into play here for the sum of the partial products. The striped
intersections shown in the figure are summed up and written as the partial product of
the sum, the non-intersecting parts are written directly into the result. This operation
occurs 44 times in each state, and for a 256x256 bit operation, these 4 states are
finished. Finally, the results of these binary addition operations are added in one go

and the result of the multiplication operation is found.

A(3-bit)
X = 52 => 110100 X = 52 => 110100
Y = 30 => 011110 Y = 30 => 011110 B(2-bit) DSP
X X
D1000 X(2:0) x Y(1:0) C(5-bit)
01100i-- 2-bit left shift X(2:0) x Y(3:2) -- 2-bit left shift
01100 —- 3-bit left shift X(5:3) X Y(1:0) -- 3-bit left shift
00100 -- 4-bit left shift X(2:0) x Y(5:4) -- 4-bit left shift
10010 -- 5-bit left shift X(5:3) x Y(3:2) -- 5-bit left shift
00110 -- 7-bit left shift X(5:3) x Y(5:4) -- 7-bit left shift
.
001100011000

Figure 4.6: Ordered example of multiplication.

The C input comes into play here for the sum of the partial products. The striped
intersections shown in the figure are summed up and written as the partial product of
the sum, the non-intersecting parts are written directly into the result. This operation
occurs 44 times in each state, and for a 256x256 bit operation, these 4 states are
finished. Finally, the results of these binary addition operations are added in one go

and the result of the multiplication operation is found.
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A= A[10] ... AlL] 1 ALO]

B = B[15] ... B[1] || B{0]

AOBO
AlB0 < << 17-bit
ADB1 = << 24.bit
AZBD = << 34-bit

ADB2 -— << 4B-hit

Al0B15 << 530-bit

Figure 4.7: Straightforward 256x256 bit multiplication with 24x17 bit DSP slices.

muic_0
muir_1

REG

mult_21

Af256: .

1256] .
| e . mut 22
| | E— 3| . mut_23

+C  par

REG

I'rII.Iri 43
Bf258]

aulyoen aes

muit_G4
» muit_§7

#
. v

+ ﬁ
REG

Mult_Result [511:0]

Figure 4.8: Proposed 256x256 bit multiplication by using 24x17 bit DSP slices.

Unfortunately, the straightforward implementation in Fig. 4.7 has a very large
critical path. Thus, we propose the architecture in Fig. 4.8 to compute and accumulate
the partial products of 256x256 bit multiplication. A state machine was written and
a maximum of two DSP is connected at once. The intermediate results are registered
and then they are added in 3 steps. The design uses 44 DSP slices and produces
256x256 bit multiplication in 5 clocks.
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4.3. Modular Reduction

Algorithm 2 presents the modular reduction for the prime field used in the
P256 curve. As seen, four addition, four subtraction and two scaling are required.

The result should be in the range of —4p < x < 5p. x is defined in algorithm 2.

32-bit 32-bit 32-bit 32-bit 32-bit 32-bit 32-bit 32-bit

e = =

32-bit 32-bit 32-bit 32-bit

32-bit 32-bit

| |

32-bit

Figure 4.9: Structure of P256 modular reduction.

The modular reduction unit is likewise designed to have the same latency as the
256x256 multiplication unit. As a result, we were able to reduce resource
consumption. The reduction unit is based on the Wallace tree, which is a well-known
model. Fig. 4.9 depicts a modular reduction unit with the Wallace tree. This
illustration depicts only one reduction module cell. There are eight cells in the P256

curve.

start 1
i data valid o
input_i[511:0] MODULAR -
— | REDUCTION  g4a1a o[255:0]

data wvalid i MODULE

Figure 4.10: Modular Reduction Module.
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1: Input: 512 bit nonnegative integer x = (X1, ..., Xz, X1, Xg) in base 2%,
2: Output: x mod 27 - 2** + 2% _1
3: Concatenate 32-bit partials to 256-bit integer
z,=[x Mgy Xy Ko Xgo Xaw Xp, Xg),
= (X5 Xpa Xp3 X120 %1, 0,0, 0),
z; = (0, X5 X100 Xy %2, 0, 0, 0),

Za |:}(| %14, 0,0, 0, x10, Xa, x-el]
Z; = (X 3':|'| X5 X1gs X130 Xy 1s Xy Xa),
= (X100 Xae 0, 0, 0, %5, X5, Xy,
= (%X xu 0, 0, X5, X0 Xy3 Xp2)s
[xn 0, Kopge Xgs XKgo Xy xl.van

Zg =
i; =
Zy =

Zg = (%3, 0, Xy, X0, X, 0, X5, Xy0)
4: Compute x =2+ 22, + 223+ Zu+ 2.~ Zs — Z; ~ Zy ~ Za mod 2572844+ 21 - ]

Figure 4.11: Modular reduction specified for the NIST curve P256.

In modular reduction module, our input length is 512 bit because of
multiplication output length. Output of addition and subtraction module is padded

with ‘0’ before conveying to modular reduction module.

4.4. Modular Inversion

In all units, modular inverse has the longest latency. Fortunately, each scalar
multiplication only requires one modular inverse. Despite the fact that it is only used
once, its latency is critical to the system's throughput.

As mentioned before, modular inverse is needed for the conversion from

projective coordinates (X1, Y1, Z1) to affine coordinates (X, Y ) as follows.

X = X1(Z Y mod P256),Y = Y,(Z~* mod P256) (4.2)

To speed up modular inversion, the binary extended euclidean approach is used
which is represented in Algorithm 3. Special studies [Hossain, Kong, 2015] have been
conducted specifically to improve the performance of this unit. This paper is where
we get it for our task [Savas, Koc, 2000]. The entire algorithm is available there.
When compared to prior modular inversion studies, ours performs well in terms of

resource utilization, latency, and other factors.
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start |

phi_i[255:0] data_valid_o

MODULAR | — =
e i[255:0] INVERSION 14214 o[255:0)
MODULE
data valid_i

Figure 4.12: Modular Inversion Module.

1: Inputs: Integer numbers e and @(N)
2: Quiput: d=e"'modp(N)

JTu=e

4: v=0p(N}

5 A=1

6: B=0

7:C=0

8: D=1

9 if (u!=0)

10: compare_u_and v=u-v

11:  while (u(1)=0)

12: u=u=>>1

13: if (A(0)= 0 and B(0) = 0)
14: A=A>>1

15: B=B=>1

16: else

17: A=(A+@N)==1
18: B=(B-¢)>>1
19:  while (w(1)=0)

20 if (C(0)=0and D(0) =0)
21: C=C=>>1

22: D=D>>1

23: else

24: C=(C+oN)y==1
25: D=(D-¢)>> 1
26: if (A(0) =0 and B(0D) = 0)
27: u=u-v

28: A=A-C

29: B=B-D

30: else

31: V=v-u

32: C=C-A

33 D=D-B

34: return (d = C mod @(N))

Figure 4.13: Binary Extended Euclidean in Hardware.



4.5. Pipeline and Scheduling

Pipelining is used in our design to reduce latency. The pipelining of point
addition is shown in Fig. 4.14, and the pipelining of point multiplication is shown in
Fig. 4.15. The multiplication unit pipeline comprises two tiers of DSPs, as shown in
Fig. 4.8.

In the arithmetic unit, we perform two multiplications, one addition, and three
modular reductions. Because of the number of DSPs, the multiplication unit is our
bottleneck, thus we determine other unit numbers in relation to it. For example, we
could increase the number of addition and modular reduction units if we could
employ four multiplications. It is entirely dependent on the hardware platform that
will be used. We also opted to use a suitable number of DSPs on other platforms.

On the hardware side, state machines are used to implement and alter this
pipeline mechanism. Although the number of states could be reduced, our
investigation found that Fig. 4.14 and Fig. 4.15 are the best possibilities. Because the
modular inversion unit is only used once for per-scalar multiplication, it is not

required for intermediate procedures in projective coordinate.

1 2 a a 5 6 7 8 9 15

W1=X2Z1 | M3=Y2Z1 | MS=Z1Z2

M7=C.C

Ma=A A

M11=M7.C

M13=M5. M8

M15=M7.M8

X3=B.C

MiB=S1A

M2=X1Z2 | Mé=Y1.Z2 | MB=2M2

C=M1-M2 | A=M3-Md4

MB=M4.C

M10=M5.C

M12=M6.M7

M14=M7.M2

Z3=-M7.M10

JA1=M11M12]

B=M13-A1

S1=M14-8

[v3=M16-M15|

M1

M2

M3

M4

M5

M8

M3

M3

mio

M1

M1z

w13

Mid4

x3

c

s1

Figure 4.14: Pipelined point addition schedule.
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Figure 4.15: Pipelined point doubling schedule.

28




4.6. Implementation

We focused on the area and time efficient hardware design of elliptic curve
cryptosystems in this thesis. The efficiency of elliptic curve cryptosystems is
determined by the efficiency of finite field operations, which are the fundamental
operations. As a result, we initially studied at the most efficient hardware
implementation of finite field operations over GF (p). The multiplication operation is
the most essential of all the finite field operations. After that, we gave significant
attention to structuring and implementing the most efficient structure possible.

Our method is implemented on the Virtex-7 FPGA platform from Xilinx. We
also synthesize our design with the Xilinx Vivado 2018.3 software. The suggested
design uses 7.2k slices, 44 DSP48 blocks (18x24-bit multipliers), and 12 block RAM
units and runs at 90 MHz. Table 1 lists the majority of these values as well as a
detailed comparison with other studies.

We used commercial software tools like Vivado to design, create, and simulate
the circuits; however, real-world implementations would be preferable. We should
have a prototype environment because there are numerous architectures we'd like to
attempt, and we'd also like to test our circuits for debugging purposes before the final
product is released. FPGAs are the ideal alternative for this requirement because of

their reconfigurability.

Table 4.1. Comparison of scalar multiplication over P256.

Reference Hardware Area DSP Freq Latency
(Slice) (MHz) (ms)

Ours Virtex-7 7.2k 44 90 0.2

[Guneysu, Paar, 2008] XCV4FX12 1.7k 32 490  0.495

[Wu, Wang, 2019] XC7VvX330t-3 8.4k 32 310 0.526
[Marzouqi, Qutayri, Salah, 2013] XC5VLX50 10.2k 0 66.7 6.63
[Feng, Li, 2017] Stratix 11 14.2k! 64 86.9 0.16

[Mehrabi, Doche, Jolfaei, 2020] Virtex-7 14k 560 125 0.25
[Choi, Lee, Kim, Kim, 2018] Virtex-6 18.6k 0121.6 0.3
[Ding, Li, Gu, 2019] Virtex-6  7.6k" 48 291  0.054

[Awaludin, Larasati, Kim, 2021] Virtex-7 7.3k 136 204  0.158

* Slices are estimated as LUT/4.
LIn terms of ALM.
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We, like the majority of others, focused on multiplications in our design. We
concentrated on the P256 prime field, which is one of the most commonly used fields
in industry, and optimized multiplication in our design. As a result, it can handle
multiplications of up to 256x256. Using modular multiplication or addition [Mehrabi,
Doche, Jolfaei, 2020], [Alrimeih, Rakhmatov, 2014], [Awaludin, Larasati, Kim, 2021]
isan option for these designs, however we decided to reduce the latency by
scheduling. On the other hand, there are some studies [Guneysu, Paar, 2008]
which do not use modular reduction. Instead reduce values while doing addition
or multiplication. In order to do that, lots of block RAM blocks have been
used to keep modular values. Most of these studies [Mcivor, Mcloone, Mccanny,
2006], [Guneysu, Paar, 2008], [Ananyi, Alrimeih, Rakhmatov, 2009], [Ding, Li, Gu,
2019], [Marzougi, Al-Qutayri, Salah, 2013] present their design as a processor.
Making a basic processor out of these primarily repeated actions might be the best
idea of all. Another benefit of processors is that they usually handle a variety of prime
fields. In essence, our architecture is a processor that has three instructions: point
addition, point doubling, and modular inversion. However, it is significantly more
rudimentary than the CPU architectures that have been presented.

To summarize, we examined the outcomes of our implementation and found
that it has a significant place among previous studies. As previously stated, we used
scheduling and pipelining to obtain the optimum scalar multiplication result using
preset units. Our multiplication performance and scheduling tables set us apart from

other tasks.

30



5. CONCLUSION

We introduced a new ECC solution for the P256 prime field and associated
arithmetic units for expediting computationally expensive atomic blocks of modular
operations across a limited set of prime fields GF (p). We concentrate on
multiplication acceleration in particular. In projective coordinates, there is a lot of
multiplication due to point addition and doubling. Only the NIST-recommended P256
prime is supported by our architecture. Different prime fields, on the other hand, can
be accommodated by constructing modular reduction units. A typical scalar
multiplication takes 0.2 ms on our Xilinx Virtex-7 FPGA implementation, which runs
at 90 MHz and consumes 7.2k-44/DSP-Slice.

In the future, we want to expand the suggested hardware architecture to
incorporate more safe NIST prime fields [Web 4, 1999], with a particular focus on

side-channel attacks and countermeasures.
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