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ABSTRACT

Federated Learning (FL) is a distributed machine learning method where multiple
devices collaboratively train a model under the management of a central server without
sharing underlying data. However, its performance is often hindered by redundant,
malicious, or abnormal samples, leading to accuracy degradation. Another challenge is
the communication bottleneck caused by variations in connection speed and bandwidth
across devices. Thus, it is critical to reduce the size of transmitted data during training.
Additionally, there is a potential risk of exposing sensitive information through the
model or gradient analysis during training.

This thesis combines Differential Privacy (DP) with adaptive quantization to address
both privacy and communication efficiency. Specifically, Laplacian-based DP is used
to enhance privacy, which is relatively underexplored in FL and offers tighter privacy
guarantees than Gaussian-based DP. Two novel adaptive quantization methods are
introduced: a global bit-length scheduler employing round-based cosine annealing and
a client-based scheduler that dynamically adjusts quantization precision according to
dataset entropy, thereby prioritizing clients with more informative datasets. Experi-
mental evaluations conducted on standard datasets, including CIFAR10, MNIST, and
specialized medical imaging datasets, show the effectiveness of the proposed meth-
ods. Results show significant reductions in communication overhead, up to 52.64%
for MNIST, 45.06% for CIFAR10, and between 31% and 37% for medical imaging
datasets, while maintaining competitive model accuracy and robust privacy protection.

This thesis further presents novel sample selection methods to identify and filter re-
dundant, malicious, or abnormal local samples that reduce model performance during
training. A Multi-Task Autoencoder (MTAE) architecture, leveraging loss and feature
analysis, is used to estimate individual sample contributions. Unsupervised outlier detec-
tion methods managed by a central server, such as One-Class Support Vector Machine
(OCSVM), Isolation Forest (IF) and Adaptive Thresholding (AT), are proposed to filter
noisy samples on clients. A multi-class deep Support Vector Data Description (SVDD)
loss function is also proposed to improve feature-based sample selection in FL.

Moreover, the effectiveness of Shapley Value (SV) and Leave-One-Out (LOO) methods
under noise is empirically evaluated. Experiments on the MNIST dataset with 40%
closed-set noise show notable accuracy gains for both methods. Gradient Shapley
and Truncated Monte Carlo Shapley achieve accuracy gains of 8.51% and 7.11%,
respectively, although with significant computational overhead. In contrast, LOO-based
methods, particularly LOO-Sum, yield comparable accuracy gains with substantially
lower computational demands. To evaluate MTAE-based sample selection, extensive
experiments are performed on the non-1ID distributed CIFAR10 and MNIST datasets
under various client counts and noise levels of up to 40%. Loss-based sample selection
achieved notable accuracy improvements, including gains up to 7.02% on CIFAR10
using OCSVM and 1.83% on MNIST using AT. Moreover, the federated SVDD-based
approach further improved feature-based selection, resulting in accuracy gains of up to
0.99% on CIFAR10 with OCSVM. Collectively, these results underline the potential of
the developed methods to significantly enhance FL model accuracy, robustness, and
resilience under challenging data distributions and privacy constraints.

Keywords: Differential Privacy, Adaptive Quantization, Sample Selection, Feder-
ated Learning
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OZET

Federe Ogrenme (FL), birden fazla cihazin merkezi bir sunucunun y&netiminde, ver-
ilerini paylagsmadan ortak bir model egittigi dagitik bir makine 6grenimi yontemidir.
Ancak FL performansi, cogu zaman gereksiz, zararli veya anormal drneklerin varligi ne-
deniyle diismekte ve model dogrulugunun azalmasina yol agmaktadir. Bir diger 6nemli
zorluk ise, cihazlar arasindaki baglant1 hizlar1 ve bant genisliklerindeki farkliliklarin
neden oldugu iletisim darbogazidir. Bu nedenle, egitim sirasinda iletilen veri miktarinin
azaltilmasi biiyiik 6nem tagimaktadir. Ayrica, model ya da gradyan analizleri yoluyla

hassas bilgilerin agiga ¢ikma riski de mevcuttur.

Bu tezde, gizlilik korumasi ve iletisim verimliligi saglamak amaciyla Diferansiyel
Gizlilik (DP) ve adaptif kuantizasyon yontemleri dnerilmektedir. Ozellikle, FL lit-
eratiirinde az ¢alisilmis Laplace tabanli DP yontemi tercih edilmistir. Bu yontem,
Gaussian tabanl yaklasimlara gore daha siki gizlilik garantileri sunmaktadir. Ayrica, iki
yeni adaptif kuantizasyon yontemi onerilmektedir. Bunlardan biri, egitim turlara gore
kosiniis azalim1 kullanan kiiresel bir bit uzunlugu zamanlayicisi; digeri ise veri kiimesi
entropisine bagli olarak bit hassasiyetini dinamik bi¢cimde ayarlayan istemci tabanl
zamanlayicidir. CIFAR10, MNIST ve bazi 6zel tibbi goriintiileme veri kiimeleri iiz-
erinde yapilan deneyler, 6nerilen yontemlerin etkinligini ortaya koymaktadir. Sonuglar
MNIST i¢in %52,64’e, CIFAR10 i¢in %45,06’ya ve tibbi veri kiimeleri i¢in %31 ila
%37 arasinda iletisim yiikiinde azalma saglandigini, model dogrulugunun korundugunu
ve giiclii gizlilik korumasi elde edildigini gostermektedir.

Ayrica, egitim siirecinde model performansini diisiiren gereksiz, zararli veya anormal
yerel verileri tespit edip filtrelemek iizere yeni 6rnek segme yontemleri gelistirilmistir.
Ornek degerini hem kayip hem de 6zellik analizlerine gére tahmin eden ¢ok gorevli
bir otomatik kodlayict (MTAE) mimarisi dnerilmektedir. Diistik kaliteli ya da zararl
orneklerin denetimsiz olarak tespiti i¢in, merkezi olarak yonetilen fakat istemcilerde
yerel olarak ¢alisan One-Class Support Vector Machine (OCSVM), Isolation Forest
(IF) ve Adaptif Esikleme (AT) yontemleri onerilmistir. Ayrica, FL ortamlarinda 6zellik
tabanli 6rnek se¢imini gelistirmek amaciyla ¢ok smifli Deep Support Vector Data
Description (SVDD) kay1p fonksiyonu onerilmektedir.

Ayrica, hesaplama maliyeti yiiksek olsa da Shapley Value (SV) ve Leave-One-Out
(LOO) tabanl 6rnek se¢im yontemleri gelistirilmistir. MNIST iizerinde %40’ lik kapali-
set gliriiltiisii ile yapilan deneyler, her iki yontemin de dogrulukta anlamli artis sagladigini
gostermektedir. Gradient Shapley ve Truncated Monte Carlo Shapley ise sirasiyla %8,51
ve %7,11 dogruluk artis1 saglamistir. Buna karsilik, 6zellikle LOO-Sum yontemi olmak
tizere LOO tabanli yaklasimlar, SV’ye gore ¢cok daha diisiik hesaplama maliyetiyle
benzer dogruluk artiglari saglamistir. MTAE tabanli 6rnek se¢imini degerlendirmek i¢in
non-IID dagitilmig CIFAR10 ve MNIST veri kiimelerinde %40’ 11k giiriiltii seviyesiyle
farkl istemci sayilari i¢in kapsamli deneyler gerceklestirilmistir. Kayip tabanli 6rnek
se¢imi, CIFAR10 icin OCSVM ile %7,02, MNIST i¢in AT ile %1,83 dogruluk artis1
saglamistir. Ayrica, SVDD tabanli yaklasim, 6zellikle CIFAR10 tizerinde OCSVM
ile %0,99 ek dogruluk artis1 elde ederek, 6zellik tabanli se¢imi daha da iyilestirmistir.
Bu sonuglar, gelistirilen yontemlerin zorlu veri dagilimlari ve gizlilik gereksinimleri
altinda model basarimini énemli dl¢lide artirma potansiyelini ortaya koymaktadir.

Anahtar Kelimeler: Diferansiyel Gizlilik, Adaptif Kuantizasyon, Ornek Secimi,
Federe Ogrenme
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1. INTRODUCTION

1.1. Background and Motivation

Modern distributed networks, such as autonomous vehicles, provide a huge volume
of data. As the computational, storage, and battery capabilities of these devices are
enhanced, it becomes easier and safer to store and process data locally. This trend has
accelerated the adoption of Federated Learning (FL), which is a Machine Learning (ML)
approach where numerous clients, including mobile devices or institutions, jointly train
a model under the management of a central server while keeping their data local and
decentralized [1]. As shown in Figure 1.1, clients keep their raw data locally, sending
only model updates to a global server to enhance a learning objective, thus strengthening
data privacy. This approach plays a vital role in today’s IoT ecosystems, like smart
homes, autonomous vehicles, and wearable devices, where protecting sensitive personal

data has become more important than ever.

Communication, device heterogeneity, privacy, and statistical heterogeneity of data
are the key problems of this learning method [2]. Each device in an FL network has
different storage, communication, and computation capabilities due to heterogeneity in
hardware (CPU, GPU, RAM), battery capacity, and network connectivity (3G, WiFi).
Due to varying connection speed, latency, and bandwidth of the devices in the network,
the communication must be as efficient as possible in terms of the total communication
rounds and the transmitted package size [3]. Privacy is an important step in developing an
FL method, as recent studies have shown the possible exposure of sensitive information
through the gradient analysis during the communication rounds of a training process [4].
Methods such as Multi-Party Computation (MPC) and Differential Privacy (DP) offer
privacy safeguards but come with additional computational power and possible reduction
in the accuracy of deep learning models [5—7]. Statistical heterogeneity of data is another
challenge that must be taken into account when training an FL model. Individual devices
in an FL network generate training data based on their local environment and usage
patterns. Both the size and the distribution of the local datasets typically differ heavily
across the devices. This is called non-IID data distribution and introduces bias into the

training, which potentially causes slow convergence or even training failures [8].
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Figure 1.1: An FL training example for multiple clients and a single server.

During an FL training, there may be noisy, malicious, or anomalous samples on clients,
which can degrade the accuracy of the global model. Thus, estimating the contribution of
local samples to the global model is an important but often overlooked aspect of FL [9].
In this thesis, local sample contributions are predicted directly on clients. This allows
us to remove the problematic samples of clients during training [9, 10]. This approach
improves model accuracy as well as its robustness against adversarial attacks. In this
setting, autoencoders (AEs) are especially effective, as they can capture the intrinsic
data structure via input reconstruction, thereby allowing problematic samples to be
detected via reconstruction loss. This approach is also crucial for tasks like anomaly

detection [11], robust learning [12, 13], and client contribution estimation [9, 14].

This thesis addresses the limitations of current FL data valuation approaches. Although
Shapley Value (SV) provides strong theoretical estimations, its computational cost
makes it impractical for clients with limited resources [15]. Thus, previous approaches
often rely on loss or gradient norm to estimate sample contributions [9, 16]. However,
these methods have been relatively underexplored in large-scale, non-I1ID settings
involving a high number of clients (up to 1000), particularly in unsupervised settings.
Moreover, the use of AEs in FL, especially under non-IID conditions and at scale, has
received limited attention [17]. To overcome these limitations, this thesis presents a
novel dual-loss strategy combining classification and reconstruction losses, allowing

the detection of mislabeled samples and structural abnormalities, respectively.
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Existing studies in FL appear to have largely overlooked the data valuation, differen-
tial privacy, and adaptive quantization on non-IID datasets, especially at large scales
(e.g., 1000 clients). This gap is essential in real-world FL contexts, where data is
frequently non-IID and client participation is highly heterogeneous, both privacy preser-
vation and communication efficiency are significant challenges. This thesis proposes
novel solutions by addressing these challenges. The proposed methods are particularly
advantageous for applications that require stringent privacy protocols, have limited

communication capabilities, and involve noisy data.

1.2. Problem Definition

The primary goal of FL is to collaboratively learn a global model from a large collection
of remote devices that generate private data locally. Instead of sharing raw data, only
intermediate model updates or gradients are periodically transferred to a central server.
While FL is a naturally privacy-preserving method, it has several challenges limiting
its applicability and effectiveness in real-world scenarios, particularly in large-scale,

non-1ID settings. The primary challenges are discussed in the following subsections.

1.2.1. Communication Efficiency

The periodic transfer of model updates or gradients between clients and a central server
is a necessary process in FL. However, this may incur considerable communication
overhead, affected by factors such as bandwidth constraints, network latency, and
different communication protocols (e.g., WiFi, 4G, 5G). To reduce communication costs
while preserving learning accuracyi, it is crucial to optimize both the total communication
rounds and the size of model updates [3]. These issues are even more significant in
large-scale FL networks, where the volume of data being transmitted and the number of
clients involved greatly increase communication costs. This thesis seeks to minimize
the size of model weights exchanged between the server and clients, thereby improving

communication efficiency without compromising model accuracy.



1.2.2. Device and Data Heterogeneity

Devices in an FL network often show considerable variation in their computational
power, storage capacity, battery life, and networking capabilities. This diversity makes it
challenging to aggregate model updates. Furthermore, the data produced by these devices
is usually non-IID, indicating that the data distribution can differ significantly among
clients. This non-IID distribution can introduce biases during model training, potentially
resulting in slower convergence, reduced model performance, or even training failures
[8]. Consequently, effective model aggregation and generalization in these contexts
pose significant problems. This thesis aims to improve communication efficiency and

user privacy under non-IID data distributions.

1.2.3. Privacy Concerns

The key advantage of FL is the preservation of data privacy while keeping data local
to the clients. However, there are still risks associated with the transmission of model
updates. The recent works have shown that adversarial clients may infer sensitive
information by analyzing the model updates shared with the server during training
[18, 19]. To improve privacy, well-known techniques are MPC and DP [5, 7]. DP
adds systematic noise to model updates, and this makes it a popular choice due to
its simple implementation and user-friendliness. Although these techniques provide
privacy guarantees, they generally result in higher computational overheads and possible
reductions in model accuracy, leading to a trade-off between safeguarding privacy and
preserving learning accuracy. This thesis prioritizes DP due to its ease of use and lower

computational cost compared to alternatives like MPC.

1.2.4. Data Valuation

Identifying the contribution of individual data samples on clients is crucial for optimizing
FL performance [9]. The client may have low-quality samples, such as noisy, malicious,
or abnormal data, which can reduce the accuracy of FL models, especially on non-
IID datasets. Although gradient norm and loss-based methods are commonly used

for sample contribution estimation, their performance has not been comprehensively



studied in federated settings characterized by non-IID data and a large number of clients.
Moreover, traditional anomaly detection methods for FL are limited in their ability
to effectively handle the challenges posed by non-IID data. This thesis focuses on
computationally efficient methods for estimating sample contributions on clients while

preserving privacy and communication efficiency.

1.3. Research Objectives

In this thesis, one of the key objectives is to develop a novel unsupervised method for
local data valuation in FL. The proposed method employs a Multi-Task Autoencoder
(MTAE) framework with Image Classification (IC) and Image Reconstruction (IR)
purposes. This enables the estimation of each sample’s contribution based on either
loss or feature representations. Using these contribution estimates, outlier samples
are detected during local training on clients using unsupervised anomaly detection
models such as One-Class Support Vector Machine (OCSVM) and Isolation Forest (IF).
These models are periodically updated at the central server using either loss values or
extracted features from participating clients, depending on the selected valuation method.
Additionally, a loss-based adaptive threshold (AT) method, inspired by FedBalancer
[16], is employed to detect outlier samples on clients. This approach uses a weighted
combination of IR and IC losses for contribution estimates. Moreover, inspired by the
work of Cheng et al. [20], a novel multi-class deep Support Vector Data Description

(SVDD) algorithm is proposed to enhance feature-based sample selection in FL.

Another objective is to develop novel differential privacy and adaptive quantization
methods to address both privacy and communication efficiency. Laplacian-based DP
is used to strengthen privacy protection, which is relatively underexplored in FL and
offers stricter privacy guarantees than Gaussian-based DP. An efficient global bit-length
scheduling strategy is presented, using round-wise cosine annealing to progressively
adjust precision levels during training. In addition, a client-specific scheduler is designed
to dynamically refine bit-length allocation by assessing client importance, estimated
through the entropy of their local datasets. Specifically, different quantization methods
are used for server-to-client and client-to-server communications. For server-to-client
transmission, a round-based cosine annealing schedule is employed, starting with 32-bit

precision and gradually reducing it as training progresses. To optimize client-to-server



communication, a combination of round-based cosine annealing and dataset entropy is
used to adjust the bit length for clients. The Shannon entropy is computed on the local
dataset of each client to efficiently measure the amount of information in the dataset [21].
The high entropy indicates that the dataset is balanced and contains multiple classes,
thereby leading to increased accuracy and easier convergence of models. The clients
with higher entropy tend to have less compression of their weights, thus contributing

more to the global model.

In experiments, the proposed FL method is tested under different degrees of open-set and
closed-set noises, with the training data partitioned among clients following a non-11D

distribution. The main objectives of this thesis are:

* An unsupervised sample selection method using MTAE architecture is proposed

to improve the performance of FL models by utilizing OCSVM and IF algorithms.

* A novel multi-class deep SVDD loss specifically designed for FL is proposed to

improve feature-based outlier detection.

» A simple and efficient global bit-length scheduler using round-based cosine
annealing to adjust bit-length globally during training, thereby enhancing com-

munication efficiency without compromising model accuracy.

* A novel adaptive quantization approach using the Shannon entropy to adjust
bit-length dynamically on clients during training, thereby prioritizing clients with

more information in their datasets.



2. LITERATURE REVIEW

2.1. Deep Learning

Deep Learning (DL) is a subfield of machine learning that automatically learns data
representations at various levels of abstraction by using multi-layered artificial neural
networks [22]. DL eliminates the need for hand-engineered features by learning them
directly from data, enabling scalable solutions in high-dimensional and unstructured
data environments. Thanks to DL, various applications, including computer vision,
speech recognition, and natural language processing, have advanced significantly. The

main DL concepts and architectures relevant to this thesis are described in this section.

Convolutional Neural Networks (CNNs) are widely used in computer vision tasks
due to their ability to extract local spatial features from images [23]. As illustrated in
Figure 2.1, the convolution operation forms the foundation of CNN architectures, where
the convolution layers employ learnable filters on input data to extract local spatial
features such as edges, textures, and object structures. This hierarchical extraction can
capture both low-level and high-level representations in images. In contrast to fully
connected (FC) layers, CNNs use weight sharing and local connectivity to minimize the

number of parameters, enabling more effective and scalable training.

Input Kernel Output
2|1]0 1|0 24 | 18
* =
43 2 |3 4236

7|6

2%14+1+%04+5*%x2+3%x4 =24

Figure 2.1: An example of a CNN architecture with convolution, subsampling, and FC
layers, along with the step-by-step computation of a 2D convolution using
a 2x2 kernel.
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Figure 2.2: An illustration of AE architecture featuring an encoder, decoder, and em-
bedding Z for input X and output X’.

Autoencoders are a type of neural network that is trained to reconstruct its input, as
shown in Figure 2.2. They consist of an encoder that compresses the input into a latent
representation, also known as an embedding vector, and a decoder that reconstructs
the original data from this embedding [24]. The training objective is to minimize the
reconstruction error. This error is usually computed by the Mean Squared Error (MSE) or
binary Cross-Entropy (CE) functions. Applications including dimensionality reduction,
anomaly detection, and representation learning make AEs rather common. Particularly
in encoder-decoder systems involving image reconstruction or generation, transposed
CNN layers, also known as deconvolution layers, are usually used [25]. As shown in
Figure 2.3, these layers learn to map low-resolution feature maps back to high-resolution

outputs, enabling applications such as image reconstruction and segmentation.

Training deep neural networks relies on iteratively adjusting model parameters in re-
sponse to optimization techniques designed to minimize a predefined loss function.
Equation (2.1) shows that Stochastic Gradient Descent (SGD) is a fundamental opti-
mization method whereby gradients are computed using mini-batches of data [26]. The
learning rate is indicated here 7); the gradient of the loss function with regard to the
model parameters is Vi Lyan. Variants, including SGD with momentum, RMSProp,
and Adam, add further mechanisms for adaptive learning rates and momentum-based

updates, thereby enhancing convergence behavior and robustness.
‘9t+1 = et - Uveﬁbatch(et) (2-1)

Deep network representational power depends on non-linear activation functions, which

also allow them to learn intricate decision boundaries [27]. The Rectified Linear Unit
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Figure 2.3: Transposed convolution with 2x2 kernel. The blue areas are a portion of
an intermediate tensor, as well as the input and kernel tensor elements.

(ReLU), which is widely used due to its simplicity and ability to mitigate the vanishing

gradient problem, is defined in Equation (2.2).

ReLU(z) = max(0, z) (2.2)

Usually, in multi-class classification problems, the softmax function is preferred for
output layers [28]. Equation (2.3) shows how raw output scores are transformed into
probabilities that sum to one, enabling probabilistic interpretation of predictions.

e”

Softmax(z;) = =—— (2.3)
Zj €%

Another often used activation function is the Sigmoid, defined in Equation (2.4), map-
ping input values into the interval (0, 1). It is especially appropriate for binary classifi-
cation problems and probabilistic interpretations. Its use in hidden layers is sometimes

limited, though, by its sensitivity to saturation and vanishing gradients in deep layers.

1
Sigmoid(z) = T (2.4)

Batch Normalization (BN) is a regularization and training acceleration technique that
normalizes the inputs of each layer by adjusting and scaling the activations [29]. Given
an input activation x in a mini-batch, BN transforms it by Equation (2.5), where 1 and
o2 are the mini-batch mean and variance, and v, /3 are learnable parameters. BN helps
to stabilize and speed up training by reducing internal covariate shift. It also enables
the use of higher learning rates and acts as a form of regularization, often reducing the
need for dropout.

b= B y—nit 8 (2.5)

Vo te
9



Still another essential element of CNN designs is max pooling [30]. It chooses the
maximum value inside a predefined local region, usually a 2 x 2 window, so lowering
the spatial resolution of feature maps. As shown in Equation (2.6), this operation lowers
computational cost, improves translational invariance, and helps to prevent overfitting.

Yij = max Tm,n (26)
T (mm)eQ(ig)

These elements, taken together, provide the basis for DL models applied throughout
this thesis. The development of advanced architectures and optimization strategies in

the framework of FL depends on an understanding of their roles and interactions.

2.2. Federated Learning

Although DL has demonstrated remarkable success across various fields, it typically
relies on large, centrally collected datasets to build robust models. However, in many
real-world applications, privacy, security, or legal constraints restrict the centralization of
data, resulting in naturally distributed datasets across multiple devices or institutions. FL
has emerged as a promising paradigm to overcome these issues by using a collaborative

model training directly on decentralized data sources without exchanging raw data [1].

A typical FL framework involves a central server managing training across a network
of client devices, each possessing its own local dataset. In each communication round,
a subset of clients performs local training and sends only the model updates back to the
server, which aggregates them to update a global model. Federated Averaging (FedAvg),
the most commonly used aggregation algorithm, calculates a weighted average of these
local model updates based on the local data size of each client [1]. This approach ensures
data privacy and significantly reduces communication overhead compared to traditional

centralized training methods.

The network topology employed in FL typically follows a star topology, with a central
server directly communicating with each client, as shown in Figure 2.4. However, other
topologies such as Peer-to-Peer (P2P) [31] and hierarchical structures [32] have recently
gained attention to further optimize communication and scalability. P2P topologies
eliminate the need for a central server by allowing clients to directly exchange updates,

thus improving scalability and fault tolerance. On the other hand, hierarchical topologies

10
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Figure 2.4: Centralized, peer-to-peer, and hierarchical FL networks.

organize clients into clusters, each having a local aggregator, thereby reducing the load

on the central server and enhancing scalability for large-scale deployments.

System heterogeneity introduces further complexity in FL systems. Disparities in
hardware capabilities, communication bandwidth, and device availability lead to the
adoption of asynchronous communication protocols [33]. However, this can create a
bias towards faster devices. Deciding which client to select per round is crucial, as it
can significantly impact learning accuracy and total training time. A common approach
is to select devices based on criteria such as network and computational capacity in each
round [34]. Fault tolerance is also crucial in FL, requiring measures to handle device
dropouts during training. Simple methods either ignore dropped devices or select only

those with good network quality to ensure stable training [35].

Moreover, FL can be categorized based on data partitioning approaches, namely hori-
zontal and vertical FL [36]. Horizontal FL is used when datasets across devices share
the same features but vary in samples (e.g., mobile users), whereas vertical FL is suitable
when datasets across institutions differ in features but align in their sample identifiers

(e.g., banks and insurance companies with common customers).

Split learning is another innovative approach closely related to FL, where a DL model
is partitioned between clients and servers, allowing model parts rather than raw data
or entire models to be communicated [37]. As illustrated in Figure 2.6, in vanilla
split learning, the model is partitioned such that initial layers are executed on the
client side, and intermediate activations are communicated to the server. The server
computes forward propagation using these activations, calculates the loss, and performs

backpropagation to compute gradients, which are then sent back to the client for updating

11
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Figure 2.5: An illustration of vertical and horizontal FL architectures, showing how
data is partitioned across clients based on features and samples.

its local model. This method further reduces communication overhead and enhances

privacy by keeping sensitive portions of the model and raw data locally at client devices.

This thesis investigates the challenges and advanced techniques in FL to enhance the

system’s privacy, scalability, and efficiency under realistic and constrained settings.

2.2.1. Communication Efficiency

Communication bottlenecks can arise due to variations in connection speed and band-
width across devices in an FL network. It can be expensive and unreliable if the edge
devices, such as mobile phones, have metered connections and their availability cannot
be predicted. In order to reduce total training time and speed up the convergence of deep
learning models in FL settings, the communication should be optimized in terms of the
total time elapsed in communication and the total size of messages transferred during
the training rounds. In addition, using a single global server can create a bottleneck for
an FL network with millions of devices. This has led to a significant recent interest
in reducing the communication cost of FL, which can be categorized into two groups:

decreasing the total number of communication rounds and data compression.

In vanilla FL, each client sends a local update to a global server after completing its
training. The training process of a typical deep learning model generally takes hundreds
of epochs. This significant overhead can be reduced by increasing the communication
period. FedAvg and other similar methods execute multiple epochs of local training
before the communication stage [1]. The communication interval is a tunable hyperpa-
rameter that greatly affects the final accuracy of the global model. While short intervals

are better for model performance, long intervals increase the convergence speed of the
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Figure 2.6: A vanilla split learning, showing how the layers are partitioned between

client and server, enabling intermediate activations and gradients to be
communicated while maintaining data privacy.

model at the cost of gradient computation. Konecny et al. propose long communication
intervals with random sparsification and probabilistic quantization to reduce both the

total number of communication rounds and the size of messages [38].

In addition to reducing the total number of communication rounds, there are efficient
methods such as sparsification, subsampling, and quantization to compress the messages
transmitted at each iteration [38—41]. However, most of these methods are analyzed in
data center environments that do not have the FL challenges like the low participation of
devices, non-IID local data, and local updating schemes. Nevertheless, there are several
FL approaches, such as quantization with random rotations [40], lossy compression
with federated dropout [42], and lossless encoding [8]. Furthermore, several works
propose convergence guarantees with low-precision training for non-IID data, but they

do not regard low device participation or local optimization methods like FedAvg [43].

Compression can be applied to the gradients computed at clients or the model weights
on the server. As clients typically have more limited upload bandwidths compared to
their download bandwidths, gradient compression proves highly practical for reducing
both total training time and the overall size of transmitted messages. Similarly, reducing
the size of the global model is necessary since the clients in an FL network download
the latest weights before computing local gradients. In order to compress the gradients
computed at clients, sparsification methods restrict model updates to a small subset of
parameters that are randomly selected or based on predefined criteria [39]. It is primarily
used to transmit only essential gradients to the server. Although its compression rate
is much higher than quantization, it introduces extra computation overhead during the

training, which can be a problem for devices with low battery capacity or performance.
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Quantization methods try to reduce the gradients to a smaller set of values. In other
words, the original gradients are represented by a low-precision data type such as 1 byte
or 1 bit. Since 32-bit is the frequently used data type in deep learning, the maximum
compression rate is restricted to 1/32. Convergence speed is also much slower due to
information loss, as discussed in [2]. In contrast, the compression rate of sparsification
can be up to 1/100 without a major cost of reduced convergence speed and accuracy.
Bernstein et al. propose signSGD to quantize each gradient update to its binary sign,
which reduces the size of each gradient value by a factor of 32 [44]. Theoretically,
it is shown that this compression method has a convergence guarantee on IID data.
Other methods like TernGrad [45], QSGD [46], and ATOMO [40] propose probabilistic

approaches to quantize the gradients before sending them to the server.

Recent studies have focused on adaptive quantization methods that change quantiza-
tion precision in response to the training phase or model characteristics. For example,
AdaQuantFL [47] employs a stochastic uniform quantization approach to dynamically
adjust quantization levels, thereby striking a balance between communication efficiency
and quantization error. Likewise, FedDQ [48] introduces a descending quantization
technique that accelerates training convergence by reducing bit lengths as model updates
decrease during training. However, this technique assumes uniform client contributions,
overlooking dataset diversity and heterogeneity. In more recent work, FedAQ [49]
proposes a combined uplink and downlink adaptive quantization approach designed
to optimize communication in resource-limited settings; however, it overlooks issues
related to non-IID distributions or privacy. To address these drawbacks, this thesis
proposes a novel descending quantization strategy for both uplink and downlink com-
munications, incorporating a new mechanism for client importance estimation that
effectively manages non-IID datasets. Additionally, unlike previous studies, a compre-
hensive evaluation is conducted on a large scale, featuring experiments with as many as
1000 clients. This innovative design closes the critical gaps in downlink optimization
and data heterogeneity identified in existing methods, all while significantly enhancing

communication efficiency and scalability.
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2.2.2. Privacy

The primary motivation is to make sure that raw data on each client remains local in
an FL network. It is shown that the gradients or model updates can reveal sensitive
information about the data [18, 19]. For example, Carlini et al. show that sensitive
text data, such as credit card numbers, can be revealed by analyzing recurrent neural
network models trained on the language data of users. In the literature, recent works use
differential privacy, secure multiparty computation, and other cryptographic algorithms
to preserve the privacy of transmitted messages and local data on each client. In FL,
low device participation tolerance, computation, and communication efficiency are
necessary without a significant decrease in the model accuracy. In this section, privacy

issues in FL networks and possible solutions are explained.

DP is a frequently used randomized method to reduce the relationship between the input
and output of deep learning models. Ideally, it is expected that a change in one input
feature does not cause too much difference in the distribution of the output. The goal
is to obscure whether a specific sample is used in the learning process or not. This
sample-level privacy can be used in many machine learning applications [38, 50, 51].
For gradient-based learning, a simple and popular approach is the random perturbation
of the outputs at each iteration [51]. In order to restrict the effect of each sample on the
entire update, the gradients can be clipped. The perturbation can be done by adding
noise with probabilistic methods such as Laplacian [52], Gaussian [50], or Binomial
[53]. Since increasing the perturbation rate can decrease the accuracy of the model, it

can be hard to balance this trade-off.

Recent research on privacy in FL is categorized into two types: global and local pri-
vacy [4-7, 19, 54-56]. Global privacy ensures that model updates during training
remain inaccessible to all untrusted third parties, except the global server. In contrast,
local privacy extends this protection by keeping updates private even from the server.
Cryptographic protocols, such as secure multiparty computation, enhance FL privacy
without sacrificing learning accuracy, as shown by Bonawitz et al. [7]. Nonetheless,

implementing these protocols can lead to significant communication overhead.

Numerous studies have explored strategies to enhance both privacy and communication

efficiency in FL. Lang et al. introduce JoPEQ, which integrates lossy compression
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with privacy improvements via vector quantization and local DP [57]. However, it
relies on static quantization rather than adaptive methods tailored to client or parameter
importance. Likewise, MSPDQ-FL implements a model-splitting technique with dy-
namic quantization to strengthen privacy and lower communication costs in non-I1ID
data scenarios [58]. Still, its dynamic quantization targets submodel parameters rather
than encompassing the entire parameter spectrum. Youn et al. present the Randomized
Quantization Mechanism (RQM), which ensures privacy by merging randomized sub-
sampling with rounding of quantization levels, aligning with Renyi DP [59]. Despite
its novel approach to privacy-preserving quantization, RQM mainly concentrates on
trade-offs between privacy and accuracy, lacking adaptive strategies. Lastly, Nguyen et
al. offer a framework that combines quantization and binomial noise to refine privacy
and communication metrics, though it, too, lacks adaptive quantization techniques and

a clear scalability analysis for extensive FL scenarios [60].

In this thesis, Laplacian-based DP is preferred rather than Gaussian-based DP, as it
offers stronger privacy guarantees under ¢;-sensitivity, making it suitable for bounded
updates in FL [61]. Initially, Laplace noise is introduced to protect model updates,
followed by adaptive quantization, which dynamically adjusts bit lengths according
to an innovative client importance estimation mechanism. This sequential approach
ensures effective integration of added noise into the quantized updates, achieving a
balance among privacy, accuracy, and communication costs, especially in non-IID and

large-scale FL settings.

2.2.3. Data Valuation

The research on data and client valuation within FL is relatively scarce, particularly when
applying SV techniques. For instance, Wang et al. introduce a Federated Shapley Value
(FSV) method, which is a variant of SV that is a well-known concept in cooperative
game theory used to calculate the total contributions of a set of players [62]. They treat
FL as a cooperative game involving multiple clients or data sources [15]. Similarly,
Wang et al. compute the contributions of participants in both vertical and horizontal
FL by using SV for vertical FL and a deletion method for horizontal FL to estimate the

importance of grouped features and instances [63]. Ardic et al. adopt methods based on
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leave-one-out and SV to estimate sample contributions on clients, but these approaches
require frequent retraining of local models, making them computationally expensive

and difficult to apply in FL environments [10].

An alternative method for estimating sample contributions involves using loss or gradi-
ent norms, which are calculated by performing a forward pass of the model [9, 16, 64].
Although SV methods are accurate, loss-based methods provide a faster, more effi-
cient solution, especially given the limited computational capabilities of FL clients.
For example, Li et al. propose using gradient norms to estimate the importance of
samples with a single forward pass, by summing the importance of each client’s lo-
cal samples [9]. During training, the server selects a subset of important clients and
their high-quality samples in each round to improve accuracy. However, compared to
loss-based approaches, gradient norm calculations impose higher computational and
memory overhead. Shyn et al. propose a basic model to estimate client contributions by
considering only data size [65], while Tuor et al. suggest a benchmark model trained
on a small dataset to handle noisy and irrelevant data within FL, but their approach is

task-specific and not easily generalized [66].

Anomaly detection within FL has gained growing interest due to its importance across
various fields, including cybersecurity, healthcare, and industrial systems [67-69]. A
common strategy is to use autoencoders to detect noisy or malicious samples by evalu-
ating reconstruction loss [11, 12, 70-72]. Nardi et al. propose an unsupervised anomaly
detection method for decentralized FL, where clients are grouped into communities
based on similar data patterns, and a shared autoencoder-based anomaly detection model
is trained within each group [17]. However, this approach is not well-suited for large-
scale FL scenarios involving a high number of clients and has been evaluated only
within fully connected networks. Bhat et al. propose a performance-driven aggregation
approach for FL, in which client models are weighted according to their F1 scores to
enhance anomaly detection and reduce the influence of clients with poor performance.
[72]. However, this method does not consider non-IID data distributions, lacks evalua-
tion in large-scale client settings, and depends on the availability of a test dataset on

each client to calculate F1 scores.
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3. METHODOLOGY

3.1. FL Baseline

In this thesis, a standard synchronous centralized FL network is employed, consisting of
a server and N clients, represented as ' = {(1, ..., (yx}. In this network, each client
(; has a local dataset D; = {(x;;, yij)};-il, where z;; denotes j-th sample on client 1,
Yij € [c1, ..., ck] is the label, and n; = |D;| is the total sample count. The primary goal
is to develop a unified global model using the data produced by clients. Only model
updates are periodically sent back and forth between the clients and the server during
this process. In each round, the FedAvg algorithm is used by the server to aggregate
the local models gathered from remote devices [1]. For a local sample (z;;,v:;) € D;,
the loss function can be defined as ¢(f(x;;; ), yi;), where z;; is an input sample, y;; is
the ground-truth label, and  is the parameters of the model that is defined by f(x;;; 6).
Accordingly, the model is formulated as a function of the input x;;, with ¢ representing
its parameters. Equation (3.1) defines the overall loss function £;(#) for a client (;.

Each client seeks to optimize its local loss function £;(6) during the training phase.

ng

Li(0) = — Y U(f(xi5;0),9;5) (3.1)

As shown in Equation (3.2), the primary objective of FL is to minimize the global loss
function [2]. Each client uses the SGD optimizer on its local model to train over several

epochs in order to solve this objective function in a distributed manner.

N
: iz Li(0) (3.2)

3.2. Datasets and Noise Injection Strategies

In an FL network, the training process can be intentionally or unintentionally disrupted
by the clients that generate noisy, redundant, or abnormal samples. In this thesis, it
is assumed that the clients are trusted and cooperative. In FL, however, the data is
inaccessible and remains distributed across clients. Thus, it is challenging to select

and prioritize only valuable samples during the training. To simulate such a scenario,
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Figure 3.1: An illustration of open-set and closed-set noise types. The samples of
unknown classes that come from another dataset are called open-set noise,
whereas incorrectly labeled samples are known as closed-set noise.

open-set and closed-set noise are injected into the training datasets and distributed to

clients in a non-IID manner. These noise types, shown in Figure 3.1, are as follows:

1. Closed-set noise: This refers to cases where a sample from a known class is

incorrectly labeled as another class that is also part of the known set.

2. Open-set noise: This occurs when a sample from an unknown or unseen class is

mistakenly labeled as belonging to one of the known classes.

In this thesis, closed-set noise is simulated by randomly changing the labels in the
training dataset, while open-set noise is introduced by replacing certain training samples
with images sourced from unrelated datasets. The proposed FL models are trained and
tested by using MNIST [73] and CIFAR10 [74] datasets. MNIST is a famous dataset
in ML, including 28x28 grayscale images of handwritten digits collected from 1,000
individuals. CIFAR10, another well-known dataset, includes 32x32 color images across
10 categories, like cars, birds, and trucks. To simulate open-set noise, additional datasets
are incorporated, including Street View House Number (SVHN) [75], ImageNet32 [76],
and Extended MNIST (EMNIST) [77]. Moreover, the federated variant of EMNIST,
proposed by Google Al [78], is also used. SVHN contains 32x32 cropped digit im-
ages extracted from house numbers in Google Street View images, across 10 classes.
EMNIST extends MNIST by including upper-case and lower-case English characters.
Additionally, ImageNet32, a downscaled version of ImageNet, consists of 32x32 color

images spanning 1,000 classes. More details of these datasets are provided in Table 3.1.
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Table 3.1: The datasets used in this thesis, where CIFAR10 and MNIST are for training,
while SVHN, EMNIST, and ImageNet32 are open-set noise datasets.

Dataset Image Size Train Examples Test Examples Classes
CIFAR10 32x32 RGB 50,000 10,000 10
MNIST 28x28 Gray 60,000 10,000 10
SVHN 32x32 RGB 73,257 26,032 10
EMNIST  28x28 Gray 671,585 77,483 62
ImageNet32 32x32 RGB 1,281,167 50,000 1,000

3.3. Multi-Task Autoencoders

A sample from the dataset D can be depicted as (z;, y;) € D, where z; is the input image
and y; 1s its label. A multi-task autoencoder architecture employed in this thesis consists
of an encoder, a decoder, and a classifier, defined respectively as f : z; — z;, g : 2; —
zj,and h : z; — y;. In this setup, the reconstructed image is given by z; = g(f(z,)),
while the predicted label is denoted as 3j; = h(f(z;)). The intermediate representation
z; is the embedding of x; within the feature space 7. The reconstruction 10ss Lyec (2, Z;)
is computed by mean squared error, and the classification loss Ls(y;, 7;) is computed by
cross-entropy. The combined loss £, as defined in Equation 3.3, aims to jointly minimize
both losses through (miny , , £). The hyperparameters A.. and Ay, are employed to
balance the contributions of reconstruction and classification losses, thereby controlling

the model’s sensitivity to pixel-level and label noise, respectively.

L= )\rec : ﬁrec(xja i']) + >\cls : Ecls(yjagj) (33)

The MTAE architecture designed for the MNIST is shown in Figure 3.2a. An encoder
based on a two-layer CNN with 32 and 64 filters is used to align with the literature,
similar to the one used in the FedAvg study [1]. In addition, the MTAE model designed
for the CIFAR10 dataset with 32x32 color images is shown in Figure 3.2b. In this
model, an encoder with a four-layered CNN architecture consisting of 64, 128, 128, and
256 filters is used, each having a kernel size of 3x3, a stride of 2, and a padding of 1.
The sigmoid activation function in the final layer of the decoder is also used to produce

output values between 0 and 1.

20



[ /-0 I8

28x28x1 14x14x32  7x7x64 512 2x16x16  22x22x32 28x28x1

y_/ .
.’ Conv + RelU + Max Pooling

..’ Fully Connected
i/ Rew
n
’ Sigmoid 10

.’ Transposed Conv

(@)

sitrv i1l s

32x32x3 16x16x64 8x8x128 4x4x128 2x2x256 4x4x128 8x8x128 16x16x64 32x32x3

- Flatten
.’ Conv + RelLU + BatchNorm

.’ TransConv + ReLU + BatchNorm Z —————1 1024
i’ Fully Connected
i/ Rewu
|_ld1d |
f sigmoid 256 10
(b)

Figure 3.2: The proposed MTAE architectures for MNIST (a) and CIFAR10 (b)
datasets. Best viewed in color.

3.4. Classification Models

In this section, the classification models designed for the MNIST and CIFAR10 datasets
are presented. The MNIST model is presented in Figure 3.3. A simple two-layered
CNN consisting of 32 and 64 filters is used to align with the literature, which is also used
in the FedAvg study [1]. The kernel size, stride, and padding parameters of the CNN
layers are set to 5, 1, and 2. Following each convolution layer, the ReLU activation
function and a max-pooling layer with a kernel size of 2x2 and a stride of 2 are used.
The final convolutional layer’s output is flattened and passed to an FC layer with ReLU
activation. This gives a 1D output of length 512. An FC layer with a Softmax activation
function is employed for the final classification, which assigns outputs to one of ten

classes.
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Figure 3.3: A two-layered CNN designed for 28x28 images in the MNIST dataset.
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Figure 3.4: A four-layered VGG network designed for 32x32 images in the CIFAR10
dataset. Best viewed in color.

The CIFAR10 model, designed for 32x32 color images, is shown in Figure 3.4. The
model is a four-layered CNN with 32, 64, 128, and 128 filters, where each convolutional
layer utilizes a 3x3 kernel, a stride of 1, and a padding of 1. First, the ReLU function
and then batch normalization are used after each convolutional layer to ensure stable
and efficient training. The output of the final convolutional layer is passed to adaptive
average pooling with a window size of 2x2. This gives an output size of 2x2x128. This
output is then flattened into a 1D vector of length 512. Following this, two FC layers
with the ReLLU function are employed. This produces a 1D vector of length 128. The

final classification is performed by an FC layer with the Softmax function.

3.5. Shapley Value

The SV is a concept from cooperative game theory that provides a principled way to

fairly attribute the total utility of a system to individual contributors. In ML, it quantifies
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the contribution of each data sample to the model’s overall performance. This allows for
data valuation by measuring how much each sample improves or degrades the accuracy
or loss when included in the training set. Due to its desirable fairness properties, as
outlined below, the SV has gained popularity in data-centric applications such as FL,

where evaluating the impact of potentially noisy data is crucial [62, 79]:
* Efficiency: The total gain is fully distributed among all contributors.
» Proportionality: Contributions are allocated in accordance with actual influence.

* Additivity: Values accumulate naturally when a sample is used across multiple

evaluations.

The exact computation of the SV involves evaluating all 2" subsets of the training set
D = {(x;,y;)},, which is computationally infeasible for large datasets. Thus, two
approximation methods, Truncated Monte Carlo Shapley (TMC-Shapley) and Gradient

Shapley (G-Shapley), are used in this thesis to estimate sample contributions [79].

V(SU V(S
=0 > Ll (34)
SCD\{i} ( [S] )
Given a learning algorithm A and a performance evaluation function V', the data SV of
the i-th data point is defined by Equation 3.4, where C' is a normalization constant, .S
denotes all possible subsets not containing the i-th point, and V'(.S) denotes the model

performance when trained on subset .S.

To make the computation tractable, Equation 3.4 can be reformulated as Equation 3.5,
which represents an expectation over all permutations 7 of the dataset, where ST denotes
the subset of data points preceding ¢ in permutation 7, and II is the uniform distribution

over all n! permutations.
¢i = Eron[V(S7 U {i}) = V(S7)], (3.5)

In the context of FL and this thesis, TMC-Shapley, G-Shapley, and LOO-based methods
are executed locally on each client’s dataset. While this design maintains data privacy, it

also imposes significant computational overhead on resource-constrained client devices.
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3.5.1. TMC-Shapley

The TMC-Shapley in Algorithm 1 works by sampling permutations from II and averag-
ing their marginal contributions [79]. Each permutation involves visiting data points
sequentially and recording the change in model performance with the addition of every
new sample, which is considered that sample’s contribution. By repeating this across
various random permutations, the final SV for each data point is determined as the
average of its contributions. To improve efficiency, once the performance difference
|[V(D)—V(S)] falls below a predefined threshold, further marginal contributions within
that permutation are assumed negligible and set to zero. This strategy significantly

reduces computational demands while maintaining fidelity.

Algorithm 1: The TMC-Shapley algorithm for estimating sample importance.

TMC-Shapley(D, A, V)
2 | Initialize ¢; < Ofori=1,...,n

o

31 t+0

4 | while convergence criteria not met do
5 t t+1

6 7t Random permutation of train data
7 vy V(0,A)

8 for ) =1tondo

9

if V(D) — v?_l\ < tolerance then
10 t U§ U§_1
11 else
12 t of - V{7 ]}, A)
13 | Omp) w0 — b )

14 | return ¢

3.5.2. Gradient Shapley

In scenarios involving machine learning models with a high number of parameters and
large datasets, even TMC-Shapley computations may become prohibitively expensive.
Thus, a gradient-based approximation called G-Shapley, as shown in Algorithm 2,

can be preferred. Instead of training a model multiple times, G-Shapley estimates the
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marginal contribution of a sample using single-step gradient updates during a simulated
one-pass training.

0; = 0,1 — aVgL(Tx[), Yn[j); 0j-1), (3.6)

Let 6y be the initial parameters of the model before the training process. For each
permutation 7 of the training samples, the parameters are updated iteratively as defined
by Equation 3.6, where L is the loss function, « is the learning rate, and ¢; denotes the

model parameters after the j-th update.
Orpy) = V(0;) = V(05-1). (3.7)

The marginal contribution of sample 7 [j] is computed by Equation 3.7. These contribu-
tions are averaged over multiple permutations to obtain the final SV estimates. Despite
its simplifications, G-Shapley has been shown to produce meaningful data valuations

with substantially lower runtime, especially in large-scale settings.

Algorithm 2: The G-Shapley algorithm for estimating sample importance.
GradientShapley(L, D, V)

-

2 | Initialize ¢; < Ofori=1,...,n

3] t+0

4 | while convergence criteria not met do

5 t t+1

6 7wt Random permutation of train data
7 0}  Random initial parameters

8 vy V(6F)

9 for j =1ton do

10 9; “— (9;-_1 — aVeL(mt[j]; 9;_1)

1 vb o V(65)

1 mpi) T Pmoap) + 3 (05— Vi)
13 | return ¢

3.5.3. Leave-One-Out

The Leave-One-Out (LOO) strategy assesses the impact of individual training samples

by measuring the change in model performance, such as accuracy or F1 scores, when
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a specific sample is excluded from the dataset. The LOO value for the i-th sample is

defined in Equation 3.8 [79].
;%% = V(D) = V(D \ {(z1,5:)}) (3.8)

Although LOO is computationally more efficient than exact SV, it may suffer from lower
accuracy and sensitivity to label noise. In this thesis, several LOO-based extensions are

proposed to improve its robustness.

Let V.(D) = [A(D), A2(D), ..., \e(D)] be the vector of class-wise accuracies when
the model is evaluated on k classes. Then for each sample 7, the change vector can be

defined by Equation 3.9. Using this vector, two variants of LOO are constructed:

* LOO-Sum: Aggregates the total change in class-wise accuracy after removing

sample i:

k
G =) 4 (3.10)
j=1

* LOO-StdDev: Introduces class-wise weights based on the standard deviation o

across all training samples, giving more importance to unstable classes:

k
G = "5t o (3.11)
j=1

3.6. Adaptive Thresholding

Motivated by FedBalancer [16], an adaptive threshold approach is developed for loss-
based sample selection. Specifically, the sample selection algorithm of FedBalancer is
employed, with the deadline control mechanism removed. To compute the loss values for
each sample, the overall loss function is employed, which combines image reconstruction
and classification losses into a weighted sum, with loss weights \,... = 1 and A\ =
0.05. The sample selection process (SelectSample) is described in Algorithm 3. Here,
D; is the local dataset of client ¢ and loss; contains the loss values of local samples.
During the R-th communication round, client ¢ partitions its local samples into two sets,

Under-Threshold (UT%) and Over-Threshold (OT%), based on the current threshold It .
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The samples in OT?, are considered outliers or important samples, which are selected
randomly (Line 24), with the selection amount determined by p € [0.0, 1.0]. In contrast,

the samples in UT%, are presumed to be normal and included in the training.

Algorithm 3: Adaptive thresholding algorithm for server and clients.

1 Server:

2 CalculateLt(L Lowg, LHighg, ltr)
3 Il = min(LLowg)

4 lh = mean(LHighg)

5 ltpy1 = U+ (Ih=1) - ltr

6 return ltp 1

7 ControlLtr(U, LossSump, Lg, ltr,lss, t,, R)
8 Ur = LossSump/Lg

9 U.add(Ug)
10 if R mod t,, = O then
11 if ) UR—2ty: R—ty)>> UR—ty,: R) then
12 ‘ ltr = min(ltr 4+ lss, 1)
13 else
14 t ltr = max(ltr — Ilss,0)
15 return [tr
16 Client:

17 SelectSample(D;, loss;, ltr, D)
18 | OT, UT" = ||
19 forz =0to |D;| — 1do

20 if loss;[x] > ItR then
21 t OT'.insert(D;[x])
22 else

2 | UTinsert(D;[x])

24 | return UT" UrandSample(OT", p - |OT"|)

3.7. Unsupervised Outlier Detection

In this thesis, unsupervised outlier detection techniques, specifically OCSVM [80] and
IF [81], are employed to identify anomalous samples either in a two-dimensional loss
space, constructed using weighted CE and MSE losses, or within the feature space. The

proposed sample selection approach using OCSVM or IF is detailed in Algorithms 4 and
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5 for server and clients, respectively. Here, 7" denotes the total rounds, P is the number
of clients selected per round, A/ denotes the entire client set, P; indicates the subset of
clients selected at round ¢, E' is the number of local epochs, B is the batch size, 7 is
the learning rate, M is the outlier detection model, ¢, specifies the round after which
sample selection begins, and ¢,, is the interval at which the outlier detection model is

updated.

Algorithm 4: Server-side algorithm for sample selection and quantization in FL.
1 Server(T', P, N, E, B, 0, tsy tws bmazs bmin):

2 initialize global model parameters 6
3 initialize outlier detection model M
4 fort=0to7 —1do
5 select P clients randomly as P; C N
6 be = bnin + (bras — bmn)$
7 ét, S Quantize(fy,by)
8 Mimaz = Max¢ep, | Dil
9 n =0, ssTrainSet = ||
10 for each client 1 € P; do
1 0%, ni, ki, S§ = Client(i, 6,1, E, B, M, tg,nl,.., St)
12 0! « Dequantize(f:,S!)
13 ssTrainSet = ssTrainSet U k;
14 n+=n;
15 ift > t; and (t mod t,, = 0 ort = t) then
16 t M fit(ssTrainSet)
;0
17 Ori1 =D icp, ——
L n
18 return 07

To reduce the computational burden on client devices, the training of the outlier detection
models is performed centrally at the server, where the losses or features from each client
are collected to train these models. The updated outlier detection models are then
broadcast to clients along with the new global model. Prior to local training, each
client computes the relevant loss values (Line 18) and filters out samples identified as
outliers by the detection model (Line 20). To improve computational efficiency, the

retraining of the outlier detection model is performed every ¢,, rounds (Line 13) instead
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of after each round. A similar procedure is applied in the case of feature-based sample
selection, where sample embeddings (Line 18) are used rather than loss values, and

outlier detection is performed within the feature space.

Algorithm 5: Client-side algorithm for sample selection, quantization, and DP.
Client(ia éts s Ea Ba M’ tsa nt St):

max®

—

2 KRi = []

3 0i « Dequantize(f;,S;)

4 ift > t, then

5 t x; = ExtractLossesOrFeatures(D;, 0})

6 ift > t; then

7 t D; = RemoveOutlierSamples(D;, M(k;))
8 n; = |Dz‘

9 B; = split D; into batches of size B

10 fore=0to & — 1do

1 for batch (x,y) € B; do

12 0y < 0; — 0V f(=;6})/ max([|V f(2;6})]]1,€)
13 where & is the clipping bound.

14 generate noise for DP: w!  Lap (O, %E;@)

15 | 01— 0} +wi

16 compute client utility score v; by Eq. (3.19)
17 compute quantization bit-length bi by Eq. (3.18)
18 0:, S+ Quantize(y, bi)

19 return 0;, n;, k;, S}

Additionally, the sample selection process is intentionally delayed until a predefined
warm-up period (%) has elapsed, allowing the model sufficient time to learn from normal
samples during the early stages of training. The choice of ¢, is especially important
as prolonged training rounds make it difficult to distinguish anomalous samples in the
CE-MSE loss space due to the risk of overfitting. In addition, in the feature-based
selection approach, it is crucial to give the model enough time to learn a meaningful

embedding space for separating dissimilar training samples.
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Figure 3.5: The procedure for evaluating the multi-class federated SVDD loss on a
client and server, where n denotes the local sample count and d 5 represents
the Euclidean distance in the embedding space. Best viewed in color.

3.8. Federated Multi-Class SVDD Loss

Let f : x;; — zjand g : z;; — &;; be the encoder and decoder of an autoencoder
for a client 7, where z;; is the embedding vector of input z;; in the feature space F,
and Z;; is the reconstructed input z;;. In this thesis, the multi-class federated SVDD
loss, formulated in Equation 3.12, is introduced to distinguish outlier samples within
the feature space . The objective is to optimize f such that embeddings {z;; i
become more suited for outlier detection in multi-class settings. The Deep SVDD loss is
integrated as a regularization component into the overall autoencoder loss £, as defined
in Equation 3.3. The combined loss is defined as L' = L + AgLyreq, Where Ay, is
a hyperparameter that controls the distortion of feature space. The goal is to learn a
minimal hypersphere with radius R, > 0 and centroid u;, € F for a specific class
k € [1, K], where K is the number of classes, n; is the total samples, n; is the number
of samples in class k, and ¥, _;. is 1 if y;; = k and 0 otherwise. This approach aims to
ensure that most normal data points lie within the hypersphere, while anomalous ones

are pushed outside its boundary.
1 K 1 n;
2
Loeg = 17 ; (Ri t o j;“‘yiﬁk max{0, || f(xi;) — pell” — Ri]’) (3.12)

Another key contribution of this thesis is the adaptation of the Deep SVDD Loss [20] to
FL, as illustrated in the computation steps in Figure 3.5. In this approach, the server
calculates the class centroids [u, . . ., ] and corresponding radii [Ry, . .., Rx] using a

publicly available test dataset once the global model reaches a predefined target criterion,
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such as a validation accuracy, loss value, or training round. These centroids and radii are
then transmitted to the selected clients at the beginning of a training round. On the client
side, the proposed regularization loss L, is incorporated into the overall loss function £

during local model updates. Following local training, each client computes the Euclidean

distances [djm];?;l between the embeddings of its samples and the class centroids 1. g,
and sends these distance values back to the server. The server subsequently updates
the radii R;_; by computing the g-th quantile of the aggregated distance values, where
q = 1 — v is a hyperparameter that defines the proportion of data points to be classified

as outliers.

3.9. Stochastic Uniform Quantization

To enhance communication efficiency, this thesis uses stochastic uniform quantization,
which reduces the precision of model weights by mapping continuous values to a finite
set of discrete levels, following approaches in prior studies [46—48]. This method intro-
duces controlled randomness into the quantization process, ensuring that the resulting
quantization error is distributed uniformly across the possible value range. Due to the
uniform noise, the method mitigates the impact of quantization artifacts, resulting in a
more stable and generalizable representation, which is particularly valuable in scenarios
requiring both precision and robustness. However, this form of quantization can intro-
duce information loss, which may adversely affect the convergence speed, as noted in

[2]. The quantization process consists of two basic functions, outlined as follows:

e Quantization: This step transforms a real-valued number into its corresponding
discrete integer representation, such as converting from 32-bit floating point

(FP32) to 8-bit integer (INTS).

e Dequantization: In this step, the quantized integer values are mapped back to

approximate real numbers, restoring them to formats like FP32 from INTS.

Let [, | denote the range of real values that can be represented, and let b be the target
bit-width for the signed integer representation. Uniform quantization maps an input
value = € [, a] to the discrete range [—2(~1 2(6=1 — 1], where values falling outside
this interval are clipped to the closest boundary. In the uniform quantization, a general

form g(x) = s - + z or a simplified form g(z) = s - x can be preferred, where

31



x, s,z € R. These formulations correspond to affine and symmetric transformations,

respectively, as described in [82].
Q(z,5,b) = clip(p(x * 5),b) (3.13)

In this thesis, symmetric quantization (z = 0) with stochastic rounding is employed, in-
volving a scale-based transformation to map values between the input and integer ranges.
Both ranges are symmetric with respect to zero, ensuring a balanced representation of
positive and negative values. This type of quantization is defined in Equation (3.13),
where p is the stochastic rounding operation, s is the scale factor, and clip is the clipping

function.

The scale factor s is computed by Equation (3.14) where b is the target bit-length and
a € R is the maximum real value in the tensor with arbitrary dimension.

20-1) 1
E— & (3.14)
«

The clip function clip(y, b) is defined in Equation (3.15) where y € Z denotes an integer
value. The stochastic rounding function p : R — 7Z, defined in Equation (3.16), is

employed to convert floating-point values into fixed-point or integer representations.

(

=201 11 ify < —20-D 41
clip(y,b) =  20-D — 1  jfy > 20-1D _1 (3.15)

Y otherwise

\

This rounding method probabilistically maps a real number to one of its two nearest
integer values, with the selection probability being proportional to the number’s distance

from those values.

|z] with probability p = [z] — «
pla) = (3.16)
[x] with probability 1 —p =z — |z]

The dequantization process, defined in Equation (3.17), restores a real-valued number
from its quantized integer representation x, € Z. The corresponding scale factor,
used in this conversion, is determined during the quantization phase as defined in
Equation (3.14).

Lq

DQ(xy:5) = (3.17)
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Figure 3.6: Cosine-annealed bit-length scheduling from 32 bits to 2 bits.

Quantization parameters can be shared among multiple tensor elements, a concept
referred to as quantization granularity [82]. The highest granularity level assigns dis-
tinct quantization parameters to each individual tensor element, which, while precise,
becomes computationally intensive for large-scale tensors. In this thesis, a per-tensor
granularity approach is assumed, where a single set of quantization parameters is ap-
plied uniformly to each three-dimensional tensor within every model layer, balancing

efficiency and accuracy.

3.10. Adaptive Quantization

This thesis introduces two straightforward yet effective adaptive quantization strategies
that dynamically change quantization precision during training. The first approach
employs a cosine annealing schedule to progressively reduce the bit length used in
quantization. This enables the model to start training with a higher precision level
(bymaz) and gradually transition to a lower precision level (b,,;,) as training continues.
This smooth reduction in bit length mitigates potential accuracy degradation caused by
quantization error, enabling a more stable convergence. This descending scheduling

approach is suggested by Qu et al. [48] for the subsequent reasons:

e Higher bit-lengths in the initial training stages accelerate loss minimization, while

lower precisions, though communication-efficient, tend to slow convergence.

e As the model stabilizes in later rounds, higher precisions are not needed, making

a gradual reduction in bit-length more suitable for FL.
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The bit-length scheduling for a client ¢ in the ¢-th round is formulated in Equation (3.18),
where T' is the total communication rounds, v; is the importance score of a client ¢,
bmaz 18 the initial bit-length, and b,,;, is the final bit-length during training. Initially,
a uniform scheduling policy is applied, where v; = 1 for the server and all clients.
The bit-length decreases gradually from 0,,,4, to b,,,;, according to the cosine annealing
curve, as illustrated in Figure 3.6.

1+ cos (%)

blzf - bmzn + Vi(bmam - bmzn) 9

(3.18)

In addition to the uniform scheduling, this thesis proposes a hybrid strategy that combines
cosine annealing with client-based Shannon entropy, as formulated in Equation (3.18).
This strategy uses the cosine annealing schedule to control the overall bit-length reduc-
tion, while per-client adjustments based on dataset entropy are made to ensure adaptation
to each client’s data distribution and characteristics. Specifically, clients with larger and
more homogeneous datasets are assigned higher bit lengths to speed up convergence
and maintain accuracy. The importance score v; incorporates two factors: dataset ho-
mogeneity and relative dataset size, as defined in Equation (3.19). Here, pi. denotes the
probability of a class k, A, € [0, 1] denotes the weight of dataset homogeneity score,
and n!  is the number of samples of the client with the most samples in the ¢-th round,

max

calculated as n!, . = max;cp, | D;|.

K i
- Zk:l ;. log, ()

23
=) (3.19)

t
max

Vi = Ap

The hyperparameter )\, determines how much weight is given to dataset homogeneity
versus dataset size when computing client importance. By combining these factors, the
proposed scheduling approach efficiently balances model accuracy and computational

efficiency, which is especially beneficial in non-IID FL settings.

3.11. Differential Privacy

Although a key benefit of FL is its capability to facilitate localized training without
requiring the exchange of personal data between the server and clients, adversaries
may still uncover sensitive information to some degree by analyzing the distinctions

in the model weights or gradients uploaded by the clients [83—85]. DP methods add
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artificial noise to prevent information leakage, but increased noise leads to enhanced
privacy protection at the cost of reduced accuracy. To avoid information leakage, each
client should locally perturb its trained parameters by deliberately introducing noise
before uploading them for aggregation at the server. Moreover, increasing the number
of participating clients in FL can enhance convergence performance while maintaining

a fixed level of privacy protection.

A randomized function M : X — R, mapping input domain X to output range R,
satisfies (¢, d)-differential privacy if, for any pair of neighboring datasets D, D’ € X
differing by one record, and for any subset S C R, the inequality in Equation (3.20) holds.
In this context, ¢ > 0 is the privacy budget, balancing privacy strength against model
utility, whereas o > 0 is the probability of a privacy breach. Higher ¢ values weaken

privacy guarantees by increasing distinguishability between neighboring datasets.

Pr{M(D) € S] < ¢ Pr[M(D') € S] + 6 (3.20)

Within FL frameworks, there are two ways of applying DP: Local DP, where clients apply
noise before communication, and Central DP, where noise is added post-aggregation on
the server. This thesis uses a Local DP approach with § = 0 during training, ensuring

that client data cannot be predicted even if server-side exposures exist.

[1]

=  max_ ||®(6,D) — (60,7, (3.21)

v6,D":| D—D' || =1
During local training, gradient clipping is applied to bound the /;-norm of the gradients
of the loss function ¢, which plays a crucial role in sensitivity analysis, as explained
in [61]. Given the statistical heterogeneity of client datasets resulting from non-I11D
distributions, the L;-sensitivity of client (; in the ¢-th round, denoted by =i, is computed
using Equation (3.22), where £ is the [;-norm gradient clipping, 7 is the learning rate, £/
is the local epochs, n; = | D;| is the total samples, and Fj is the minimum integer such

that (1 + \n)Fo > 1+ n,.

(

=2 if \; = 0,
Z= 9 (L+am)P — 1), ifA>0,E < B, (3.22)

After local training on a client (;, a systematic noise w is generated based on the sensi-

tivity function = and this noise is added to the model weights 0! before communicating
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with the server. The noise is defined by w} = Lap(0, ZE}), where Lap(y, s) denotes

the Laplace distribution with mean 1 and scale s of the same dimension as w!. The

PT

~&> Where P is the number of selected clients in round ¢,

sensitivity is scaled by T; =

T is the total communication rounds, and N is the total clients.

To determine the appropriate noise magnitude for each client, the sensitivity function
Z! is used to maintain the balance between privacy and learning accuracy [61]. The
sensitivity is affected by the local dataset size and a regularization parameter \;. This
parameter denotes the local Lipschitz smoothness of the loss function ¢ on client (;,
effectively constraining gradient magnitudes. This smoothness constraint is crucial for
controlling the sensitivity of the local updates, thereby enabling smaller noise magnitudes

needed by the DP while maintaining model utility and preserving privacy.

The local Lipschitz smoothness \; is computed using Equation (3.23), which is based
on /;-norm to be consistent with the L;-sensitivity of Laplace noises. Here, V f(6) and
V f(0') represent the gradients of the model before and after local training, respectively.
In this context, the learning model is f, while 6 and 6’ represent the initial and updated

model parameters before and after local training, respectively.

_IVS0) - Vi)
10—o1,

A (3.23)

As mini-batch training is performed over several local epochs, the variations in gradients
and model parameters are observed across these epochs for each client. Based on these
tracked changes, \; values are calculated for each batch, with the maximum value

selected as the final \; used in sensitivity calculations.
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4. EXPERIMENTS AND RESULTS

4.1. Experimental Setup

For the experimental evaluations in this thesis, the FedML framework is used due to
its capability of simulating FLL environments on a single machine. Additionally, it
offers a flexible programming interface with standard implementations for optimizers,
models, and datasets [86]. Within this framework, the proposed algorithms described
in Algorithms 4 and 5 are implemented, integrating the proposed sample selection,
Laplacian-based DP, and adaptive quantization methods, along with the models dis-

cussed in Sections 3.3 and 3.4.

This thesis uses the FedAvg algorithm to combine local models collected from par-
ticipating clients at each round. The FL trainings are performed over a total of 1000
communication rounds across different numbers of clients. To evaluate the global model
on the central server, training and testing accuracies are computed every 10 rounds to
save computational cost. As the testing accuracy fluctuates due to non-IID distribution
across clients during FL training, the best-performing rounds are tracked and recorded
based on global testing accuracy for fairer comparisons. As discussed in Section 2.1,
the clients use the SGD optimizer with a learning rate of 0.1 and a weight decay of

0.001. Each client trains locally for five epochs per round with a batch size of 64.

The experiments are performed by using a total of 1000, 200, 100, and 50 clients, with
100, 20, 10, and 5 clients selected per round, respectively. A fixed selection ratio of 0.1
is maintained across all experiments to ensure consistency. Besides, the same random

seed is employed across all runs to ensure reproducibility and fair comparisons.

The objective function of MTAE, defined in Equation 3.3, is calculated using mean
squared error and cross-entropy, with loss weights set at A\,... = 1 and A5 = 0.05. The
weight assigned to CE loss is intentionally kept lower than that of MSE to avoid blurry
generated images and make sure that the models capture fine-grained details. Every
10 training rounds, train and test accuracies for the classification results are evaluated,
along with the Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index

(SSIM) metrics for the reconstructed images.
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4.2. Sample Selection Baseline

In this section, the proposed MTAE models are trained on the MNIST and CIFAR10
datasets across various noise settings and client counts without using the proposed
sample selection methods to create a basis for future experiments. The main objective
of sample selection is to improve global test accuracy, which is calculated on the server,

by using sample selection techniques in the presence of noisy samples.

Table 4.1: The highest performance achieved by the MTAE models trained on the
MNIST dataset without applying noise and sample selection across different
client counts.

Total Clients Accuracy PSNR SSIM Best Round

1000 94.60 21.99 92.55 920
200 96.62 22.62 94.23 990
100 97.34 23.40 94.88 970
50 97.49 24.09 95.86 970

Table 4.2: The highest performance achieved by the MTAE models trained on the
CIFARI10 dataset without applying noise and sample selection across various
client counts.

Total Clients Accuracy PSNR SSIM Best Round

1000 57.95 18.54 43.92 960
200 66.81 20.15 57.60 999
100 69.75 20.87 62.08 970
50 71.05 21.55 66.26 900

The proposed MTAE models are initially trained with diverse client numbers, without
introducing both noise perturbation and sample selection procedures. The experimental
results in Tables 4.1 and 4.2 demonstrate that the test accuracy increases when the client

count is reduced. This is expected because the training datasets, CIFAR10 or MNIST,
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Table 4.3: The highest performance achieved by the MTAE models trained on the
MNIST dataset for various client counts and types of 40% noise without
sample selection.

Noise Type Total Clients Accuracy PSNR SSIM Best Round

1000 90.14 21.38 91.56 640
200 92.28 21.42 91.86 470

Closed-Set
100 88.36 22.40 92.84 460
50 85.58 21.96 92.69 260
1000 91.43 21.12 91.45 920
200 95.22 22.69 93.69 960

EMNIST

100 94.48 21.95 92.77 990
50 94.53 23.09 94.78 990
1000 93.27 21.00 89.39 980
200 95.60 2246 92.33 970

ImageNet32
100 95.14 21.58 91.14 850
50 95.13 23.02 93.95 990

are distributed to a lower number of clients, thereby increasing the local data size of

clients. This improves the global model in terms of accuracy and image quality.

In the following experiments, the proposed MTAE models are trained on the CIFAR10
and MNIST datasets with 40% open-set and closed-set noise across various numbers
of clients. According to the results in Tables 4.3 and 4.4, accuracy in closed-set noise
experiments for the MNIST and CIFAR10 improves as client numbers decrease, but
eventually declines after a certain threshold is reached. This threshold appears to be at
200 clients for the MNIST and 100 clients for the CIFAR10. The accuracy drop beyond

these thresholds is mainly a result of the higher number of noisy labels on clients.

In the MNIST experiments, it is observed that closed-set noise reduces accuracy to
85.58% for 50 clients, the lowest value in all settings. Comparing the EMNIST and
ImageNet32 noises, there is a higher drop in accuracy when the EMNIST is used for
open-set noise. This is because of the similarity between the EMNIST and MNIST

datasets. For example, the letter O resembles the digit zero. In addition, the inclusion
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Table 4.4: The highest performance achieved by the MTAE models trained on the
CIFARI10 dataset, including various client counts and types of 40% noise
without sample selection.

Noise Type Total Clients Accuracy PSNR SSIM Best Round

1000 39.74 18.04 40.77 820
200 40.32 19.78 55.04 980

Closed-Set
100 41.36 20.29 59.71 890
50 38.59 20.26  59.47 550
1000 50.99 18.16 41.21 970
200 57.46 19.54 53.30 970

SVHN

100 60.86 20.13 58.23 930
50 60.58 20.49 60.91 900
1000 47.47 18.52  43.67 990
200 52.68 19.84 55.04 890

ImageNet32
100 55.25 20.43  60.39 890
50 57.53 20.90 63.06 900

of open-set noise increases the PSNR and SSIM scores for 50 clients. This shows that

increased size and diversity of local samples are beneficial for autoencoders in FL.

In the CIFAR10 experiments, the largest drop in accuracy is observed under closed-
set noise. This shows that even if the classification loss weight A\, is much lower
than the reconstruction loss weight ..., label noise reduces both accuracy and quality
of reconstructed images. Considering the results with open-set noise, ImageNet32
reduces accuracy more than SVHN, regardless of the client count. This is because of
the resemblance of images in the CIFAR10 and ImageNet32 datasets. In addition, the
lowest accuracy is 38.59% for 50 clients under closed-set noise. As the number of
clients is reduced, the accuracy and image quality metrics, particularly for ImageNet32,
show improvement. However, for SVHN and closed-set noise, accuracy starts to drop
when there are fewer than 100 clients. This is likely due to the increased occurrence of

noisy samples among clients.
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4.3. Loss-based Sample Selection

As detailed in Sections 3.6 and 3.7, this thesis introduces novel loss-based sample
selection methods. These methods are based on AT, OCSVM, and IF algorithms, which
are specifically designed for FL. To evaluate these methods, various types of 40% noise
are injected into the training datasets to better observe the utility of sample selection.
Since the loss distribution changes during training, these methods are retrained on the
server every five rounds. The server collects the weighted losses from each client to adapt
to the new loss distribution for more effective sample selection. Careful selection of the
update interval is important, as the high computational cost of training OCSVM and IF
can substantially extend the overall training time. If the update period is excessively
prolonged, the sample selection methods may struggle to adjust to the loss distribution

of the current FL. model, which could result in the inclusion of noisy samples.

Extensive experiments are conducted on the MNIST and CIFAR10 datasets to tune the
loss coefficients A,.. and A\.,. The configuration \,.. = 1 and A5 = 0.05 are selected
to balance the trade-off between the reconstruction and classification tasks. Empirical
results show that placing more emphasis on reconstruction improves visual quality
and helps the model identify noisy inputs more effectively. Conversely, assigning a
smaller weight to the classification term helps mitigate overfitting while preserving
high PSNR and SSIM scores. The contamination parameters of the OCSVM and IF
algorithms are crucial for effective outlier detection. Thus, these parameters are set to
0.4 for both algorithms as a noise rate of 40% is used in the experiments. In addition, the
number of estimators in the IF algorithm is selected based on the square root of the data
size. This heuristic allows the IF to capture sufficient variability in the dataset while
avoiding unnecessary computational cost. The Radial Basis Function (RBF) kernel is
chosen due to its proven effectiveness in modeling complex, non-linear relationships.
This improves the model’s ability to distinguish outlier samples from regular ones in

high-dimensional feature representations.

The proposed AT method, detailed in Section 3.6, has three parameters: loss step size
[ss, update period ¢,,, and a probability p that can be tuned for target tasks. Inspired by
FedBalancer [16], these parameters are determined through extensive experiments on

the MNIST and CIFAR10 datasets. As a result, a loss step size of [ss = 0.1, an update
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Table 4.5: The highest performance achieved by the MTAE models trained on the
MNIST dataset, applying 40% noise and sample selection under closed-set
noise.

Total Clients Method Accuracy (Gain) PSNR SSIM Best Round

AT 91.75 (+1.61)  20.88 90.21 570
1000 OCSVM  91.77 (+1.63) 2129 91.36 780
IF 91.83 (+1.69) 2127 91.37 770

AT 93.85(+1.57) 21.13 91.21 510
200 OCSVM  91.56 (—-0.72)  21.60 92.32 700
IF 92.73 (+0.45)  21.62 92.36 770

AT 90.19 (+1.83) 2238 92.77 550
100 OCSVM  88.71 (+0.35)  22.53 93.05 660
IF 89.82 (+1.46) 22.50 93.00 660

AT 85.58 (+0.00) 21.96 92.69 260
50 OCSVM  85.58 (+0.00) 2196 92.69 260
IF 85.58 (+0.00) 21.96 92.69 260

period of ¢,, = 5, and a probability of p = 0.75 are selected, which are appropriate
for gradual threshold modifications and adapt to the new loss distribution. The update
period t,, = 5 is also consistent with the update intervals of both OCSVM and IF models.
The probability p = 0.75 is used to preserve high-loss samples, which may be either
useful or contain noise. Given that the AT method relies on a single loss function, the

final loss represents the weighted combination of both CE and MSE losses.

In the early stages of training, the model has not yet learned to effectively differentiate
between informative and noisy samples. As a result, both clean and outlier instances
tend to produce similar gradient norms [9]. Based on this observation, sample selection
is delayed and applied after the 400th round during training. This is the point at which
accuracy improvements start to plateau, indicating model stabilization. Choosing the
right starting round is an important hyperparameter that impacts the effectiveness of
the sample selection. Due to the underfitting encountered in early rounds, the model

tends to produce high losses. In contrast, later rounds encounter overfitting, where noisy

42



Table 4.6: The highest performance achieved by the MTAE models trained on the
MNIST dataset, applying 40% noise and sample selection for open-set noise
type EMNIST.

Total Clients Method Accuracy (Gain) PSNR SSIM Best Round

AT 91.95(+0.52) 2091 90.95 880
1000 OCSVM  92.06 (+0.63) 20.71 90.19 930
IF 89.26 (—2.17)  20.62 89.97 880

AT 94.99 (-0.23) 21.83 92.54 990
200 OCSVM  94.03 (-1.19) 21.79 9242 990
IF 92.55(—-2.67) 21.82 92.50 990

AT 95.13 (+0.65) 22.49 93.38 960
100 OCSVM  95.06 (+0.58) 2235 93.34 940
IF 93.58 (—0.90)  22.52 93.59 999

AT 95.03 (+0.50)  22.77 94.26 860
50 OCSVM  95.65 (+1.12)  22.87 9443 950
IF 93.49 (—1.04) 2250 93.87 610

samples are memorized, thus producing lower losses. Both underfitting and overfitting
reduce the distinction in losses, making it harder to differentiate between valuable and

noisy samples.

In the following sample selection experiments, underlined results indicate that using
a corresponding sample selection method degrades model accuracy compared to the

reference results, which are presented in Tables 4.3 and 4.4 for the MNIST and CIFAR10

datasets, respectively.

The accuracy improvements achieved by the proposed sample selection methods on the
MNIST dataset with closed-set noise are presented in Table 4.5. The results show that
the highest accuracy improvement, which is 1.83%, is observed for 100 clients when
AT is employed, with a minor drop in PSNR and SSIM scores. Except for 50 clients, IF
also improves accuracy up to 1.69%, which is observed for 1000 clients. Except for 50

and 200 clients, OCSVM improves accuracy up to 1.63%, which is achieved for 1000
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Table 4.7: The highest performance of MTAE models trained on the MNIST dataset
with 40% open-set ImageNet32 noise and sample selection.

Total Clients Method Accuracy (Gain) PSNR SSIM Best Round

AT 93.31 (+0.04) 20.77 88.65 980
1000 OCSVM 9347 (+0.20) 20.61 88.74 930
IF 92.38 (—0.89) 20.83 89.46 950

AT 95.32 (—-0.28) 21.72 91.02 990
200 OCSVM  95.35(-0.25) 21.72 91.67 990
IF 94.61 (—0.99) 2191 92.20 990

AT 95.70 (+0.56)  22.18 91.36 960

100 OCSVM 9597 (+0.83) 2236 92.59 940
IF 95.27 (+0.13) 2256 93.20 999
AT 95.54 (+0.41) 2279 93.57 860
50 OCSVM  96.04 (+0.91) 2296 93.90 950
IF 95.79 (+0.66) 2334 94.59 970

clients. However, OCSVM causes a 0.72% decline in accuracy for 200 clients. This is

probably due to the RBF kernel’s tendency to overfit, which can misclassify outliers.

The accuracy improvements achieved by the proposed sample selection methods on the
MNIST dataset with EMNIST open-set noise are presented in Table 4.6. The results
show that OCSVM has higher improvements than the others for 50 and 1000 clients,
with the highest improvement of 1.12% that is observed for 50 clients. In contrast, no
accuracy improvements are recorded for IF. This is probably due to the similarity of the
MNIST and EMNIST datasets, which makes it harder to distinguish between noisy and

regular samples.

The accuracy improvements achieved by the proposed sample selection methods on the
MNIST dataset with ImageNet32 open-set noise are presented in Table 4.7. The results
demonstrate that OCSVM has the highest improvements across all settings, except for
200 clients, with the highest improvement of 0.91% observed for 50 clients. Similarly,
AT shows improvements for 50, 100, and 1000 clients, but is less effective than OCSVM.
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Table 4.8: The highest performance of MTAE models trained on the CIFAR10 dataset
with 40% closed-set noise and sample selection.

Total Clients Method Accuracy (Gain) PSNR SSIM Best Round

AT 40.94 (+1.20) 18.14 41.83 830
1000 OCSVM 4494 (+5.20) 1833 43.17 999
IF 4539 (4+5.65) 18.29 43.12 999

AT 39.87 (—0.45) 19.56 53.56 880
200 OCSVM  46.76 (+6.44) 19.48 52.76 940
IF 46.17 (+5.85) 1940 52.24 920

AT 40.48 (—0.88) 20.26 59.26 890
100 OCSVM  46.70 (+5.34)  20.03 57.61 930
IF 45.01 (+3.65) 19.92 57.06 990

AT 38.60 (+0.01)  20.52 61.64 890
50 OCSVM  45.61 (+7.02) 20.43 60.85 890
IF 45.24 (+6.65)  20.42 60.47 890

In contrast, IF yields no gains for 1000 and 200 clients, but shows improvements for 50
and 100 clients. The highest improvement for IF is 0.66% recorded for 50 clients. All
methods fail to improve accuracy for 200 clients. This is probably because of the late
start of sample selection, which results in overfitting on noisy samples and inaccurate

outlier classifications.

The accuracy improvements achieved by the proposed sample selection methods on the
CIFARI10 dataset with closed-set noise are presented in Table 4.8. The results indicate
that OCSVM and IF methods consistently improve accuracy across all settings. The
highest improvement, 7.02%, is observed for 50 clients when OCSVM is employed.
Similarly, IF has the highest improvement of 6.65% for 50 clients. In contrast, AT
yields accuracy drops for 100 and 200 clients, with decent image quality. Compared to
the MNIST experiments, the results show that OCSVM and IF are more effective in

enhancing model accuracy on more complex datasets like CIFAR10.

The accuracy improvements achieved by the proposed sample selection methods on
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Table 4.9: The highest performance of the MTAE models trained on the CIFAR10
dataset with 40% open-set SVHN noise and sample selection.

Total Clients Method Accuracy (Gain) PSNR SSIM Best Round

AT 49.95(-1.04) 18.16 41.17 990
1000 OCSVM  51.40(+0.41) 18.02 40.83 960
IF 50.84 (—0.15) 17.88 40.08 940

AT 56.84 (—0.62) 19.47 52.70 999
200 OCSVM  57.44 (-0.02) 19.14 50.58 999
IF 56.82 (—0.64) 19.05 49091 980

AT 61.22 (+0.36)  20.03 57.66 930

100 OCSVM  60.86 (+0.00)  19.76  56.00 990
IF 60.34 (—0.52) 19.70 55.56 990
AT 61.14 (+0.56)  20.49 61.19 880
50 OCSVM  61.94 (+1.36) 20.21 59.01 890
IF 61.15 (+0.57) 2033 60.54 990

the CIFAR10 dataset with SVHN noise are presented in Table 4.9. The findings show
that OCSVM is beneficial for 50 and 1000 clients, but shows no improvements for 100
and 200 clients. Considering all results, however, the highest improvement, 1.36%, is
achieved by OCSVM with 50 clients. Similarly, AT improves accuracy only for 50
and 100 clients, while also maintaining higher image quality compared to the other
methods. For IF, the only improvement, 0.57%, is observed for 50 clients. These limited
improvements are likely due to overfitting, as SVHN is simpler than CIFAR 10, making

it more difficult to distinguish informative samples within the loss space.

The accuracy improvements achieved by the proposed sample selection methods on the
CIFARI10 dataset with ImageNet32 noise are presented in Table 4.10. In contrast to
the experiments where SVHN is used as the open-set noise, both OCSVM and IF yield
higher accuracy improvements across all settings. The highest improvement, 3.61%,
is observed for 200 clients when IF is employed. However, the effectiveness of AT,

based on a single loss value, is found to be more limited compared to other methods
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Table 4.10: The highest performance achieved by the MTAE models trained on the
CIFAR10 dataset, applying 40% noise and sample selection under open-set
noise ImageNet32.

Total Clients Method Accuracy (Gain) PSNR SSIM Best Round

AT 47.00 (—0.47) 18.43 42.88 960
1000 OCSVM  50.89(+3.42) 1843 4327 999
IF 50.66 (+3.19) 1838 43.08 999

AT 52.56 (—=0.12) 1990 55.69 999
200 OCSVM 5599 (+3.31) 19.70 54.00 999
IF 56.29 (+3.61) 19.64 53.64 999

AT 53.37(—1.88) 2024 59.02 890
100 OCSVM  57.79 (+2.54)  20.14 58.04 930
IF 58.72 (+3.47) 2020 58.58 970

AT 58.09 (+0.56)  21.08 63.49 940
50 OCSVM  59.04 (+1.51) 20.62 61.75 890
IF 59.02 (+1.49) 20.63 62.28 900

using two different losses for outlier detection. This limitation is more pronounced on
complex datasets such as CIFAR10, as opposed to simpler ones like MNIST. Moreover,
the non-IID nature of the data across clients leads to fluctuations in loss values and

complicates the use of a single global threshold to identify noisy samples.

For a more fine-grained evaluation of classification performance across 1000 clients,
the proposed sample selection methods are further assessed using additional metrics,
including macro-averaged precision, recall, and F1-score. The experimental results
are provided in Tables 4.11 and 4.12. Macro-averaging means that each class is
independently evaluated and then the results are averaged, ensuring equal weight is
given to all classes regardless of their sample size. The results reveal that OCSVM
delivers superior performance compared to the other approaches, especially on the
CIFAR10 dataset, where it shows notable gains across precision, recall, and F1-score.
For example, under closed-set noise, OCSVM improves precision by 5.55% and F1-

score by 5.64% relative to the baseline. While AT yields strong results on the MNIST,
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Table 4.11: The highest performance achieved by the MTAE models trained on the
MNIST dataset with 40% noise and 1000 clients, using macro-averaged
metrics.

Noise Type Method  Prec. (Gain)  Recall (Gain) F1 (Gain) Best R.

- 90.23 89.98 89.98 640
AT 91.86 (+1.63) 91.62 (+1.64) 91.67(4+1.69) 570

Closed-Set
OCSVM 91.88 (+1.65) 91.70 (+1.72) 91.66 (+1.68) 780
IF 91.85 (+1.62) 91.77(+1.79) 91.74 (+-1.76) 770
- 91.73 91.28 91.36 920
AT 92.14 (+0.41) 91.93 (+0.65) 91.92(40.56) 880

EMNIST

OCSVM  92.06 (+0.33) 91.99 (4-0.71) 92.01 (+0.65) 930
IF 89.36 (—2.37) 89.20(—2.08) 89.20(—2.16) 880
- 93.43 93.19 93.23 980
AT 93.50 (+0.07) 93.22 (4+0.03) 93.27(40.04) 980

ImageNet32

OCSVM  93.44 (+0.01) 93.45(+0.26) 93.43 (+0.20) 930
IF 9241(—1.02) 92.30(—0.89) 92.32(—0.91) 950

its performance reduces dramatically on the CIFAR10 when SVHN is used as open-
set noise, at times falling below baseline levels. Conversely, IF achieves promising
outcomes on the CIFAR10 but experiences substantial degradation on the MNIST with
EMNIST noise, where all three metrics decrease by more than 2%. Overall, OCSVM
appears to be the most robust method across various datasets and noise types. These

findings are also consistent with the accuracy-based evaluations.

4.4. Feature-based Sample Selection

In this section, feature-based sample selection is employed based on the embeddings
obtained from MTAE models. The unsupervised outlier detection algorithms explained
in Section 3.7 are employed with the same configuration as the loss-based sample
selection experiments, trained on the embeddings of local samples by the central server
every five rounds. Since closed-set noise is not detectable in the embedding space, only

40% open-set noise is applied during the experiments.
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Table 4.12: The highest performance achieved by the MTAE models trained on the
CIFARI10 dataset with 40% noise and 1000 clients, using macro-averaged

metrics.
Noise Type Method  Prec. (Gain)  Recall (Gain) F1 (Gain) Best R.
- 40.56 39.74 39.15 820
AT 40.65 (+0.09) 40.94 (+1.20) 40.41 (+1.26) 830
Closed-Set
OCSVM  46.11 (4+5.55) 44.94 (+5.20) 44.79 (+5.64) 999
46.14 (45.58) 45.39 (+5.65) 45.00 (+5.85) 999
50.69 50.99 50.51 970

AT 49.97(—0.72) 49.95(—1.04) 49.41 (—1.10) 990

SVHN
OCSVM 50.70 (+0.01) 51.40(+0.41) 50.61 (+0.10) 960
IF 50.90 (+0.21) 50.84 (—0.15) 50.30(—0.21) 940
- 48.23 47.47 47.02 990
AT 46.39 (—1.84) 47.00 (—0.47) 45.85(—1.17) 960
ImageNet32

OCSVM  51.15 (+2.92)
IF 50.76 (+2.53)

50.89 (+3.42) 50.15(4+3.13) 999
50.66 (+3.19) 49.82 (+2.80) 999

To improve the effectiveness of feature-based sample selection on clients, a federated
multi-class SVDD loss, explained in Section 3.8, is employed. In clients, this loss is
added to the main loss as a regularization term with a weight of \,.;, = 1075, This
weight parameter is empirically chosen to preserve training stability while effectively
incorporating the SVDD objective. The empirical analysis shows that higher values

tend to deform the embedding space and reduce the overall performance.

The embeddings are not distinctive in early rounds of training, as the model is trained
from scratch. Thus, a warm-up duration is needed to achieve meaningful distinctiveness
in the embedding space during training. In this thesis, experiments show that the 600th
round is appropriate to start the feature-based sample selection. However, the proposed
SVDD loss is applied earlier, activating at the 500th round to fine-tune the embedding
space. This strategy reduces the chances of mistakenly classifying important samples
as outliers, resulting in a more refined embedding space that helps in selecting samples

accurately and effectively.
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The accuracy improvements achieved by applying the SVDD loss with feature-based
sample selection on the CIFAR10 dataset with SVHN noise are presented in Table 4.13.
The results show that the proposed SVDD loss decreases accuracy for 50 and 100 clients,
but increases accuracy for larger numbers of clients. While IF and OCSVM show similar
improvements, the highest improvement, 0.59%, is observed for the 200 clients when
OCSVM is employed. The reconstructed image qualities also get slightly better when
the SVDD loss is applied, except for 50 clients. As a result, these findings indicate that

the SVDD loss improves the outlier detection performance.

The accuracy improvements achieved by applying the SVDD loss with feature-based
sample selection on the CIFAR10 dataset with ImageNet32 noise are provided in
Table 4.14. As also observed in the experiments with SVHN noise, the outcomes show
that the SVDD loss becomes more effective as the client count increases. The maximum
gain, 0.99%, is achieved by OCSVM for 200 clients. However, accuracy drops are
observed for 50 and 100 clients, especially for OCSVM. This is probably due to the
increased local dataset size as the number of clients decreases. A larger local dataset
amplifies the influence of the SVDD loss, which may, in turn, distort the embedding

space by overfitting to a greater number of noisy samples.

The accuracy improvements achieved by applying the SVDD loss with feature-based
sample selection on the MNIST dataset are provided in Tables 4.15 and 4.16. The only
improvement, 0.15%, is achieved by OCSVM for 200 clients, which is statistically trivial.
A decrease in image quality is also observed, in terms of PSNR and SSIM, indicating
the need for hyperparameter optimization of the method, including adjustments to the

starting round and the loss weight A,.,.

For a more fine-grained evaluation of classification performance across 1000 clients,
the proposed feature-based sample selection methods are further evaluated using more
metrics, including macro-averaged precision, recall, and F1-score. The detailed results
are demonstrated in Table 4.17. The results are similar to the accuracy-based findings
that are presented in Tables 4.13, 4.14, 4.15, and 4.16. The results show that applying the
federated SVDD loss results in a 0.58% boost in the F1 score for the CIFAR10 dataset
with SVHN noise, and a 0.55% gain for the ImageNet32 dataset with the same noise.
[F also shows a notable increase of 0.86% in the F1 score under the ImageNet32 noise.

This shows that the federated SVDD loss is capable of improving the effectiveness
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of feature-based sample selection in complex datasets like CIFAR10. Conversely, for
the MNIST dataset with EMNIST noise, this method reduces the F1 score. Here, the
aforementioned overfitting issues may have led to a performance drop by causing noisy
sample embeddings to cluster nearer to class centroids, thus hindering effective outlier
detection. This indicates the importance of timing the addition of the SVDD loss,

considering the complexity of the dataset and the characteristics of the noise.

In summary, the results indicate that feature-based sample selection, with or without
the SVDD loss, reduces model accuracy across all scenarios compared to the baseline
experiments presented in Tables 4.3 and 4.4. These findings imply that identifying
noisy samples in a feature space of 512 or 1024 dimensions is not as effective as
expected. This could arise from the increased noise rate and the memorization of noisy
samples, making it difficult to differentiate samples in the feature space. However, in the
CIFAR10 experiments, it is important to note that the federated SVDD loss improves the
effectiveness of feature-based sample selection in terms of accuracy and image quality

for larger client numbers, like 200 and 1000, in comparison to experiments without it.
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Table 4.13: The highest performance achieved by the MTAE models when feature-based sample selection is applied after the 500th round on the
CIFAR10 dataset with 40% SVHN noise, across various client counts. An underlined value shows an accuracy drop with the SVDD.

Without SVDD With SVDD
Accuracy PSNR SSIM BestR. Accuracy (Gain) PSNR SSIM BestR.

Total Clients Method

OCSVM  47.24 17.49 36.74 930 47.64 (+0.40) 17.67 38.16 980

1000
IF 47.95 17.60 38.10 960 48.36 (+0.41) 17.68 38.23 960
200 OCSVM  53.60 18.45 47.90 800 54.19 (+0.59) 18.80 49.02 999
IF 53.07 18.25 47.16 690 53.51(+0.44) 1885 49.00 940
OCSVM 58.02 19.49  54.68 930 57.43 (—0.59) 1952 5393 600

100
IF 58.07 19.46 54.17 720 57.43 (—0.64) 19.52 53.93 600
OCSVM  60.24 20.11 58.43 940 58.30(—1.94) 1990 5734 550

50

IF 58.72 19.96 58.24 720 58.30(—0.42) 1990 5734 550
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Table 4.14: The highest performance achieved by the MTAE models when feature-based sample selection is applied after the 500th round on the
CIFARI10 dataset, with 40% ImageNet32 noise, across various client counts. An underlined value shows an accuracy drop with the
SVDD.

Without SVDD With SVDD
Accuracy PSNR SSIM BestR. Accuracy (Gain) PSNR SSIM BestR.

Total Clients Method

OCSVM  46.81 17.87 39.05 820 46.98 (+0.17)  18.11 40.88 930

1000
IF 46.82 18.07 40.66 960 4730 (+0.48) 18.21 41.63 990
OCSVM  50.43 18.98 50.68 690 51.42(+0.99) 1937 52770 970

200
IF 51.07 19.17 5246 999 49.45 (—1.62) 1938 52.70 999
OCSVM 54.48 20.08 58.15 930 53.06 (—1.42) 1999 57.70 930

100
IF 52.44 19.99 56.75 600 53.24 (+0.80) 19.88 5690 970
OCSVM  56.04 2026 59.49 900 55.41 (—0.63) 20.66 61.78 940

50

IF 55.28 20.68 61.52 940 54.20 (—1.08) 20.47 60.87 940
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Table 4.15: The highest performance achieved by the MTAE model when feature-based sample selection is applied after the 500th round on the
MNIST dataset, with 40% EMNIST letter noise, across various client counts. An underlined value shows an accuracy drop with the
SVDD.

Without SVDD With SVDD
Accuracy PSNR SSIM BestR. Accuracy (Gain) PSNR SSIM BestR.

Total Clients Method

OCSVM 89.40 20.09 89.02 920 88.90 (—0.50)  20.00 87.71 540

1000
IF 89.11 20.16 88.41 540 88.90 (—0.21)  20.00 87.71 540
OCSVM 9290 21.20 91.21 600 92.59 (-0.31) 21.08 90.99 600

200
IF 92.90 21.20 91.21 600 92.59 (-0.31) 21.08 90.99 600
OCSVM 9299 21.49 91.77 670 92.33 (-0.66) 2123 91.02 670

100
IF 92.32 21.21 91.22 960 91.60 (-0.72)  21.19 91.06 420
OCSVM  92.86 2152 92.02 330 92.86 (+0.00)  21.52 92.02 330

50

IF 94.32 2220 93.41 610 93.05(—1.27) 21.80 92.59 610
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Table 4.16: The highest performance achieved by the MTAE models when feature-based sample selection is applied after the 500th round on the
MNIST dataset, with 40% ImageNet32 noise, across various client counts. An underlined value shows an accuracy drop with the SVDD.

Without SVDD With SVDD
Accuracy PSNR SSIM BestR. Accuracy (Gain) PSNR SSIM BestR.

Total Clients Method

OCSVM  93.04 20.26 87.43 930 92.02 (—-1.02) 19.63 82.82 920

1000
IF 91.91 19.77 83.89 930 91.22 (-0.69) 1924 80.67 920
200 OCSVM  94.14 21.05 89.88 900 94.29 (+0.15)  20.85 88.64 990
IF 94.06 2095 89.67 600 93.30 (—0.76)  20.57 87.36 600
OCSVM  94.56 21.53 89.87 960 93.83 (-0.73) 2130 87.83 960

100
IF 93.41 21.06 87.11 960 92.55(—-0.86) 2095 89.04 420
OCSVM  95.27 22.05 91.82 950 93.87 (—1.40) 2193 92.00 460

50

IF 95.59 22.13 9212 610 93.87 (—1.72) 2193 92.00 460
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Table 4.17: The highest performance achieved by the MTAE models when feature-based sample selection is used after the 500th round on the
CIFAR10 and MNIST datasets with 40% noise, using 1000 clients and more metrics. An underlined value shows an accuracy drop with

the SVDD.
Without SVDD With SVDD
Train Dataset Noise Type  Method
Precision Recall F1  BestR. Precision (Gain) Recall (Gain) F1 (Gain) Best R.
OCSVM  46.74 4724 46.72 930 47.81 (+1.07)  47.64 (+0.40) 47.30(4+0.58) 980
SVHN
IF 47.20 4795 47.19 960 47.60 (+0.40) 48.36 (+0.41) 47.37(4+0.18) 960
CIFARI10

OCSVM  46.40 46.81 46.14 820 47.12 (+0.72)  46.98 (+0.17) 46.69 (+0.55) 930

ImageNet32
IF 46.21 46.82 4576 960 48.02 (+1.81) 47.30 (+0.48) 46.62 (+0.86) 990
OCSVM  89.77 89.27 89.37 920 89.09 (—0.68) 88.74 (—0.53) 88.76 (—0.61) 540

EMNIST
IF 89.21 88.97 88.98 540 89.09 (—0.12)  88.74 (—0.23) 88.76 (—0.22) 540
MNIST

OCSVM  93.08 93.01 93.00 930 92.15(—0.93) 9198 (—1.03) 92.00 (—1.00) 920

ImageNet32
IF 91.97 91.84 91.85 930 91.34 (—0.63) 91.13(—0.71) 91.15(-0.70) 920




4.5. SV-based Sample Selection

To empirically evaluate the effectiveness of SV-based and LOO-based sample selection
strategies under noisy conditions, a series of experiments is conducted on the MNIST
dataset with a closed-set noise ratio of 40% using the 2-layered CNN model illustrated
in Figure 3.3. All implementations are performed on the FedML library. Due to the
high computational complexity of SV-based methods, particularly TMC-Shapley and
G-Shapley, the dataset is partitioned among five clients in a non-IID manner. FL training
is executed for 100 communication rounds using the FedAvg aggregation algorithm.
On each client, SGD is used as the local optimizer, with a learning rate of 0.03, a batch

size of 128, and 10 local update steps per round.

For the purpose of data valuation, a fixed evaluation subset is constructed from the test
set. Specifically, it consists of 100 images selected by sampling 10 instances from each
digit class (0-9), thereby ensuring class balance within the subset. This evaluation set
is held out on each client and is not involved in training. It is used in the evaluation
function V (), which measures the performance of a model trained on a given subset
of training data. In this way, V() quantifies the contribution of each data point by

evaluating the model’s effectiveness on this evaluation subset.

For TMC-Shapley and G-Shapley, convergence of the SV estimates is determined using
the criterion provided in Equation 4.1. In this expression, n represents the number
of local training samples, ¢ denotes the current iteration, and ¢! corresponds to the
estimated contribution of the i-th sample at iteration ¢. This condition ensures that
the average relative change in the contribution estimates across the most recent three
iterations falls below a threshold of 0.1, thereby indicating convergence. Although
stricter convergence thresholds can potentially lead to more accurate valuation results,

they considerably increase the total computation time required.
1 e |t — @t 3
—Z—m i (4.1)

A baseline performance is first established by training the global model on the noisy
dataset without applying any data valuation method. Under this configuration, a test
accuracy of 69.27% is achieved, while training on the clean dataset yields an accuracy

of 89.72%. The experimental outcomes are summarized in Table 4.18.
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Table 4.18: The test accuracies with SV-based and LOO-based methods after 100
rounds. The accuracy improvements compared to the noisy setting are
given in parentheses.

Method Test Accuracy (%) Training Time (h)
Baseline 69.27 0.5

G-Shapley 77.78 (+8.51) 23

TMC-Shapley 76.38 (+7.11) 140

LOO-Sum 78.08 (+8.81)
LOO-StdDev ~ 77.00 (+7.73) 2
LOO 77.78 (+8.51)

It can be observed that all evaluated sample valuation methods resulted in notable gains
in test accuracy compared to the noisy baseline. Among the SV-based approaches,
G-Shapley achieved the highest accuracy gain (8.51%), while TMC-Shapley followed
closely with a 7.11% gain. However, these improvements came at the cost of consider-

ably longer training times, 23 and 140 hours, respectively.

In contrast, LOO-based methods provided comparable or even superior accuracy gains
with substantially lower computational requirements. Specifically, LOO-Sum yielded
the highest accuracy among all methods (78.08%), improving upon the original LOO
accuracy of 77.78%. LOO-StdDev, on the other hand, resulted in a slightly lower

performance (77.00%), which may be attributed to non-IID distribution across clients.

Despite the relaxed convergence criteria applied to SV-based methods, the LOO-based
methods remained highly competitive in terms of both performance and efficiency.
These findings suggest that, while SV-based methods are theoretically strong, their

practical application in FL. may be constrained by scalability and runtime limitations.

4.6. Laplacian-based Differential Privacy

In this thesis, the Laplacian-based DP algorithm, defined in Section 3.11, is evaluated
under different numbers of clients and privacy budgets e. The classification models

defined in Section 3.4 are employed in these experiments. Since the DP method requires
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Table 4.19: The highest accuracies for the MNIST and CIFAR10 datasets, using 100
clients across different gradient clipping norms.

MNIST CIFARI10

Gradient Norm ¢ Accuracy Best Round Accuracy Best Round

10 80.95 810 61.05 930
20 82.49 810 67.86 930
50 87.38 960 73.05 930
100 93.71 970 75.30 930
00 98.93 830 81.97 930

gradient clipping with [;-norm, different norm values are tested for 100 clients to
find the optimal one that maintains model accuracy. The results in Table 4.19 show
that decreasing the norm value £ leads to a decrease in model accuracy. This result
is reasonable as lower norm values mean lower learning capacity. Compared to an
unbounded norm (£ = 00), the lowest accuracy drop is achieved with a norm of £ = 100
for the CIFAR10 and MNIST datasets. Specifically, the accuracy decreases by 6.67%
on the CIFAR10 and by 5.22% on the MNIST. As described in Equation 3.22, higher
norm values enhance privacy but also distort true gradient signals during training, which

causes less accurate model updates and divergence issues.

In the following experiments, a norm of £ = 100 is preferred to balance privacy
protection and model accuracy. As shown in Table 4.20, the highest accuracies achieved
during 1000 training rounds are reported for varying numbers of clients. The results
show that model accuracy increases as the number of clients is reduced. This is expected
as fewer clients correspond to more local data per client with greater diversity, resulting

in increased accuracy.

To examine the effect of privacy budget on model accuracy for 100 clients, different
privacy budgets € are tested on the CIFAR10 and MNIST datasets, using a gradient
norm of ¢ = 100. Test accuracy trends across 1000 training rounds for both datasets
are presented in Figure 4.1. For both datasets, the results show that the test accuracy
fluctuation increases when smaller privacy budgets (¢ = 10%) are used. This is expected

as smaller privacy budgets increase the noise rate of DP, thereby reducing learning
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Figure 4.1: The test accuracy trends across different privacy budgets for 100 clients on
the CIFAR10 and MNIST datasets. Best viewed in color.

accuracy. The DP formulation says that increasing the total number of clients increases
the risk of privacy leaks. For 100 clients, a privacy budget of ¢ = 10* can be preferred

for both datasets as it yields higher accuracy and more stable training than the others.

Table 4.20: The highest accuracies for the MNIST and CIFAR10 datasets, using a
gradient norm of & = 100 across different numbers of clients.

MNIST CIFARI10

Total Clients Accuracy Best Round Accuracy Best Round

50 95.06 850 76.48 900
100 93.71 970 75.30 930
200 92.78 990 72.47 880
1000 88.17 990 62.02 970

To determine an appropriate privacy budget without causing excessive accuracy loss,
experiments are performed across different client counts and privacy budgets. The
results are presented in Table 4.21, which confirms that a higher e generates less noise,
thereby yielding better model accuracy. The results indicate that larger models, such
as the one used for MNIST, are more sensitive to noise. Moreover, the accuracy loss

increases as the number of clients increases. This is mainly caused by the increased

60



Table 4.21: The highest accuracies observed for the MNIST and CIFAR10 datasets
under different privacy budgets and client counts.

MNIST CIFARI10

Total Clients ¢ x 10> Accuracy Best Round Accuracy Best Round

5 90.60 330 74.36 940
50 7.5 92.39 460 75.34 940
10 93.22 460 75.46 990
5 80.59 420 70.68 970
100 7.5 81.21 810 72.32 970
10 83.49 970 73.11 970
5 73.36 900 59.97 890
200 7.5 71.60 790 62.27 640
10 72.49 620 63.23 900
5 63.97 820 22.00 10
7.5 65.39 990 24.72 20
10 66.50 760 31.19 40
1000
500 55.15 930
750 — — 58.02 930
1000 59.35 920

noise level for clients having fewer local samples (n;). According to the Equation 3.22,
the noise level should increase because a smaller dataset leads to larger per-sample
influence, which requires adding more noise to maintain the same privacy guarantee.
This formulation also generates higher noise as the number of clients per round increases.
Thus, applying DP for a larger number of clients with fewer local samples becomes
more challenging. For 1000 clients, the MNIST and CIFAR10 models diverge for
privacy budgets of ¢ < 10? and € < 10°, respectively. However, empirical studies for
the CIFAR10 show that privacy budgets of ¢ > 5 x 10° yield a good balance between

accuracy and privacy.
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Figure 4.2: The round-wise average bit-length across varying numbers of clients on the
CIFAR10 and MNIST, using cosine annealing bit-length scheduling with
client importance weighting (A, = 0.75, b,,,;, = 8). Best viewed in color.

4.7. Adaptive Quantization

In this part of the study, the adaptive quantization method introduced in Section 3.10
is tested with different client counts and bit-length scheduling strategies, using the
models from Section 3.4. Except for the CIFAR10 setup with 1000 clients, where
¢ = 106 is used, all experiments are run with a privacy budget of ¢ = 10* as described
in Section 3.11. These values are selected because they offer a better trade-off between

model accuracy and privacy, as detailed in Section 4.6.

The proposed method uses a global bit-length scheduler based on cosine annealing.
This scheduler adjusts the precision of model updates depending on the training round.
The server follows this schedule when quantizing the global model before sending it
to clients. Clients either use the global precision value directly or adjust it using a
weighting term based on their own importance v;, which is determined from the size
and homogeneity of their local data. In the experiments, the term Cosine refers to using
the global schedule as-is, while Dynamic refers to applying client-based weighting. The

average bit-lengths achieved per round are shown in Figure 4.2 for various client counts.

To examine how changing ) values in the set 0.25, 0.5, 0.75, 1.0 affects both accuracy
and total communication cost, extensive experiments are performed. The related results
on the CIFAR10 and the MNIST are given in Figure 4.3. Diamond markers show

the highest accuracies. As expected, increasing the number of clients leads to higher

62



total communication costs. For large-scale setups like 1000 clients, smaller \;, values
help reduce the overall communication volume. The experiments also show that as
the number of clients increases, dataset size has a stronger effect on accuracy and
communication than data homogeneity. For instance, A\, = 0.25 gives the lowest
communication cost in the CIFAR10 experiments with 200 and 1000 clients, and also
in the MNIST with 1000 clients. This is consistent with the fact that local data size

becomes more influential when client numbers are high.

The best accuracy on the MNIST with 1000 clients is achieved at \;, = 0.5. In the
CIFARI10, the change in accuracy due to \;, is minimal, remaining within 1.12% for 200
clients. However, the MNIST model is more sensitive to this parameter, with a 9.75%
difference between the best and worst settings. Overall, A, = 0.75 or A\, = 0.5 appears
to provide a good compromise between accuracy and communication cost. Therefore,

Ar = 0.75 is used in the rest of the experiments.

Further experiments compare the Cosine and Dynamic bit-length schedulers across
various client counts using the CIFAR10 and MNIST. Static quantization with 4, §,
and 16 bits is also included to better understand how bit precision affects performance.
Full-precision (32-bit) results are also reported as a baseline. The highest accuracy over
1000 rounds and the total communication cost are summarized in Tables 4.22 and 4.23,

while Figure 4.4 shows the global test accuracy over time.

As expected, using a lower bit-length value reduces communication cost but may de-
crease accuracy. This is especially true for 4-bit quantization, which causes instability
due to large quantization errors, particularly in non-IID settings. In contrast, 8-bit
quantization offers a strong balance. Both Cosine and Dynamic scheduling improve
this trade-off by achieving similar accuracy while significantly cutting communication
volume. For example, the Cosine reduces total communication by about 37.46% com-
pared to full-precision. The Dynamic performs even better, saving between 49.54% and
52.64% on the MNIST and between 43.45% and 45.06% on the CIFAR10, depending

on the number of clients.
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Figure 4.3: The total communicated gigabytes and highest accuracies after 1000 training rounds for the CIFAR10 and MNIST datasets, evaluated
under varying )\, values and number of clients, with a privacy budget of ¢ = 10%, except for the case of 1000 clients on the CIFAR10,
where € = 10° is applied. Best viewed in color.
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Table 4.22: The total communicated gigabytes and highest accuracies after 1000 training rounds on the MNIST and CIFAR10 datasets using 50
and 100 clients. A privacy budget of ¢ = 10* is used, except for the case of 1000 clients on the CIFAR10, where ¢ = 10° is applied.
Cosine means cosine annealing without client importance (b,,,;;, = 8), while Dynamic denotes cosine annealing with client importance
(A, = 0.75, bypin = 8).

MNIST CIFARI10

Total Clients Bit Length Total GBs Accuracy Best Round Total GBs Accuracy Best Round

INT4 7.75 76.65 860 1.52 50.56 340
INT8 15.49 92.85 460 3.03 75.76 900
INT16 30.98 94.61 610 6.07 75.74 900
> FP32 61.97 93.22 460 12.13 75.46 990
Cosine 38.75 93.04 460 7.59 75.97 870
Dynamic  31.27 93.26 460 6.86 75.66 900
INT4 15.49 60.49 380 3.03 46.31 140
INT8 30.98 81.50 730 6.07 72.70 970
INT16 61.97 78.08 340 12.13 72.67 970
109 FP32 123.93 83.49 970 24.27 73.11 970
Cosine 77.50 81.77 770 15.18 72.34 970

Dynamic  61.30 82.13 890 13.68 72.50 640
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Table 4.23: The total communicated gigabytes and highest accuracies after 1000 training rounds on the MNIST and CIFAR10 datasets using 200
and 1000 clients. A privacy budget of ¢ = 10* is employed, except for the case of 1000 clients on the CIFAR10, where € = 10° is used.
Cosine means cosine annealing without client importance (b,,,;, = 8), and Dynamic denotes cosine annealing with client importance
(A, = 0.75, bypin = 8).

MNIST CIFARI10

Total Clients Bit Length Total GBs Accuracy Best Round Total GBs Accuracy Best Round

INT4 30.98 49.37 230 6.07 41.74 50
INT8 61.97 76.49 540 12.13 65.24 790
INT16 123.93 74.96 710 24.27 64.85 510
200 FP32 247.86 72.49 620 48.53 63.23 900
Cosine 155.01 76.99 990 30.35 65.19 760
Dynamic  120.36 77.13 540 27.13 64.35 890
INT4 154.91 40.17 450 30.33 34.41 240
INT8 309.83 64.40 990 60.67 59.33 999
INT16 619.65 65.76 980 121.34 59.49 999
1000 FP32 1239.31 66.50 760 242.67 59.35 920
Cosine 775.03 64.85 820 151.76 59.54 920

Dynamic  586.92 65.55 610 133.32 59.51 930
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Figure 4.4: The test accuracies on the MNIST and CIFAR10 datasets across varying client counts and bit-lengths, using a privacy budget of € = 10%,
except for the CIFAR10 with 1000 clients, where € = 10° is used. Cosine denotes cosine annealing with b,,;,, = 8, while Dynamic
integrates client importance (A, = 0.75) into the same schedule. Best viewed in color.



When using 50 clients, the Cosine achieves 93.04% accuracy on the MNIST and 75.97%
on the CIFAR10, with total communication costs of 38.75 GB and 7.59 GB, respectively.
These are better than the 32-bit results, which reach similar accuracy but with higher
costs: 61.97 GB for the MNIST and 12.13 GB for the CIFAR10. The Dynamic performs
even more efficiently, reducing the costs to 31.27 GB for the MNIST and 6.86 GB
for the CIFAR10 while maintaining comparable accuracies of 93.26% and 75.66%,
respectively. In the MNIST, 16-bit quantization gives the best accuracy at 94.61%
and reduces the communication cost by half. This may be due to the regularization
effect of moderate quantization error. At 100 clients, the Dynamic reaches 82.13%
accuracy on the MNIST with 61.30 GB of communication, outperforming 16-bit settings
in both accuracy and efficiency. The CIFAR10 results remain stable at around 72% for
both Cosine and Dynamic, while cutting cost nearly in half compared to full-precision.

Overall, 8-bit quantization gives surprisingly good performance at this scale.

For 200 clients, the Dynamic reaches 77.13% accuracy on the MNIST with 120.36 GB
of communication, significantly better than the 32-bit setting’s 72.49% at 247.86 GB. In
the CIFAR10, the Cosine gives 65.19% accuracy, and the Dynamic is close at 64.35%.
Interestingly, the Dynamic with A, = 0.5 reaches 65.50%, the best score at this scale.
This trend suggests that the local dataset size becomes more critical as client numbers
increase. In both datasets, 8-bit quantization continues to give strong performance while

cutting communication by a factor of four.

When scaled to 1000 clients, communication becomes a major concern, and both Cosine
and Dynamic schedulers show that they scale well. The Dynamic delivers 65.55% on
the MNIST and 59.51% on the CIFAR10, reducing communication by 52.64% and
45.06%, respectively. The Cosine slightly outperforms the Dynamic in the CIFAR10
accuracy (59.54%) but with a higher cost. In contrast, the Dynamic performs better on
the MNIST in both accuracy and efficiency, showing that client importance is especially
useful at large scales. Static 8-bit and 16-bit quantization methods also work well at

this size, striking a good balance between cost and performance.

To summarize, the proposed Cosine and Dynamic scheduling methods manage to reduce
communication cost while preserving model accuracy, even at large scales such as 1000
clients. By adjusting precision globally with cosine annealing and locally using entropy-

based importance, the methods save over 50% of communication on the MNIST and 45%
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on the CIFAR10 compared to full-precision, while still reaching competitive accuracy.

This shows that adaptive quantization is not only efficient but also scalable.

A major benefit of the methods is their simplicity. They are easy to implement and
can be used in many types of applications. The entropy calculation used for client
weighting runs in linear time, making it efficient. Since they do not rely on dataset-
specific structures, they can be adapted easily to other settings. One limitation is that
the Dynamic requires tuning \;, to get the best results. Another is that neither method
considers the quality of the local data, which could affect performance. This issue might

be addressed in future work using client or data valuation techniques [9, 10, 15, 87].

Finally, the two types of noise used in this thesis, Laplacian noise for DP and stochastic
noise from quantization, are both unbiased. The Laplace noise is zero-mean, so it
does not influence the expected value of model updates. The quantization method uses
stochastic rounding, which also preserves the original expected value, as explained by
Alistarh et al. [46]. Because both noise sources are unbiased, they do not introduce

systematic bias, even though they increase variance in the updates.

4.7.1. Performance on Medical Image Datasets

In this section, the adaptive quantization methods are tested on three popular medical
image classification datasets: PAP-Smear [88], Chest X-ray (Pneumonia) [89], and
BreakHisV1 [90]. Table 4.24 lists the details of these datasets. The purpose is to
examine how well the methods balance communication efficiency and model accuracy
in FL. To assess performance, several metrics are used, including total communicated

gigabytes, accuracy, precision, recall, F1 score, and balanced accuracy (BACC).

The EfficientNet-B0 model, pretrained on ImageNet, is used for these experiments via
the FedML framework [86]. This model is widely adopted for medical image tasks
due to its efficiency and strong feature representation. In each experiment, the FedAvg
algorithm is used across 10 clients for 100 communication rounds. Local training uses
the Adam optimizer with a learning rate of 3 x 10~* and weight decay of 5 x 1074,
Each client performs two local epochs with a batch size of 64. Evaluation is done every
three rounds, and the highest test BACC observed during training is reported as the

”Best Round” to mitigate the effects of accuracy fluctuations caused by non-IID data,
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Table 4.24: Classification datasets used in medical imaging.

Dataset PAP-Smear Pneumonia BreakHisV1

Image Size 128x128 224x224 128x128

Train Samples 3,049 5,232 5,361
Test Samples 1,000 624 2,548
# Classes 5 2 2

which can make relying on the final round unfair. For all configurations, ¢ = 10* and
¢ = 1000 are used, based on prior findings indicating a good balance between privacy

and utility.

To simulate non-IID conditions, data is distributed using a Dirichlet distribution with
a = 0.5, following the setup used in earlier CIFAR10 and MNIST experiments. Both
Cosine and Dynamic bit-length scheduling methods are applied to these datasets. Static
quantization with 12-bit and 16-bit fixed lengths is also tested to better understand
the communication-accuracy trade-off. A minimum bit length of b,,;, = 12 is used
to prevent model collapse at lower values. For the Dynamic method, \;, = 0.75 and
bmin = 12 yield good results. For comparison, full-precision training (32-bit float) is
included. Table 4.25 summarizes the results in terms of the best BACC over 100 rounds

and total gigabytes communicated.

The findings show that both Cosine and Dynamic methods reduce communication
compared to the 32-bit baseline while keeping F1 and BACC scores competitive. On
the PAP-Smear dataset, the Dynamic method cuts communication by 37%, with only a
small drop in F1 (from 90.94% to 89.41%) and BACC (from 91.03% to 89.59%). For
the Pneumonia dataset, the Cosine method achieves 31% lower communication and a
similar F1 score (93.79% vs. 93.99%). However, on BreakHisV1, the Dynamic method
reduces communication by 39%, with F1 decreasing from 91.44% to 87.03% and BACC
from 91.45% to 88.36%, likely caused by the loss of fine-grained histopathological
features due to quantization, along with high intra-class variability, which makes the

model more sensitive to precision degradation.

Interestingly, in some cases, 16-bit static quantization provides better results than the
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adaptive methods. For instance, in the PAP-Smear dataset, the 16-bit setup outperforms
both Cosine and Dynamic in F1 and BACC while using less data. This shows that using
a consistent, moderate bit length can be more effective in some situations. Adaptive
methods adjust bit length throughout training, which may sometimes cause higher
communication due to a higher bit length usage. Additionally, the bit-length variation
may lead to unstable model performance due to fluctuating quantization noise. As
shown in Figure 4.5, test BACC values under adaptive quantization methods fluctuate

more than the 32-bit baseline.

Overall, these results highlight the trade-off between communication cost and model
quality. While fixed-bit quantization, like 16-bit, can yield consistent results with low
communication, adaptive methods offer flexibility that becomes useful as client diver-
sity increases. However, this flexibility does not always lead to better performance or
lower overhead. Moreover, combining Laplacian noise with quantization noise can lead
to instability in training. Laplacian noise adds randomness, and quantization reduces
numerical precision. Together, they can increase performance variability, as seen in Fig-
ure 4.5. Therefore, while adaptive quantization is promising, its effectiveness depends

on careful tuning to handle the balance between precision, noise, and communication.
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Figure 4.5: The BACC scores on the global test set and average per-round bit-lengths for the medical imaging datasets across various bit-length

settings, using 10 clients and a privacy budget of ¢ = 10%. The average bit length is measured as the mean across clients. Cosine applies
cosine annealing with (b,,;, = 12), while Dynamic incorporates client importance (\;, = 0.75, b,,;, = 12) into this schedule. Best
viewed in color.
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Table 4.25: The total communicated GBs and highest performances after 100 training rounds on the medical image datasets, including 10 clients
under different bit-lengths and a privacy budget of ¢ = 10*. Cosine employs b,,;,, = 12, and Dynamic employs A, = 0.75 and b,,;,, = 12.

Dataset Bit Length Total GBs Accuracy Precision Recall FI Score BACC Best Round
INTI12 11.33 86.20 87.88 86.28 86.31 86.28 75
INT16 15.11 90.90 91.12 91.03  90.94 91.03 81
PAP-Smear FP32 30.22 89.90 90.72 90.07 89.96 90.07 87
Cosine 20.85 88.80 90.18 88.99  88.95 88.99 87
Dynamic  19.00 89.40 90.21 89.59 89.4l1 89.59 81
INT12 11.33 92.95 93.40 91.54 9232 91.54 30
INT16 15.11 91.51 93.48 88.93  90.50 88.93 30
Pneumonia  FP32 30.22 94.39 94.19 93.80 93.99 93.80 33
Cosine 20.85 94.23 94.22 9342 93.79 9342 27
Dynamic  18.73 92.63 93.27 91.03 91.94 91.03 27
INTI12 11.33 81.00 80.42 82.27 80.57 8227 72
INT16 15.11 90.23 89.28 90.64 89.80 90.64 84
BreakHisV1 FP32 30.22 91.95 91.43 9145 91.44 9145 99
Cosine 20.85 86.70 86.18 88.39  86.40 88.39 72

Dynamic  18.43 87.44 86.52 88.36 87.03 88.36 72




S. CONCLUSION

5.1. Summary of Contributions

This thesis presents novel methods for FL to improve communication efficiency, pre-
serve privacy, and improve model performance through data valuation. Within the
scope of data valuation, a multi-task autoencoder architecture was proposed, combining
both reconstruction and classification tasks to efficiently detect and filter malicious,
redundant, or low-quality local data samples during training through loss analysis.
Specifically, unsupervised sample selection methods were developed to enhance the
effectiveness of FL models during the training phase without relying on preprocess-
ing or pretrained models. These methods incorporated unsupervised outlier detection
algorithms such as OCSVM and IF, along with adaptive thresholding techniques that
were centrally controlled but run locally on clients. This approach makes a notable
contribution to the field, particularly in large-scale and non-IID FL. Comprehensive
experiments on the MNIST and CIFAR10 datasets proved the effectiveness of this

approach in terms of model accuracy, robustness, and resilience to noisy data.

This thesis proposes a novel loss function based on multi-class deep SVDD, specifically
tailored for FL. This approach effectively separated outlier and normal samples in feature
space and improved the effectiveness of feature-based sample selection. Extensive
experiments on the CIFAR10 showed that this approach achieved modest yet consistent
accuracy gains, emphasizing its utility in improving model robustness in challenging

training conditions involving diverse and noisy data distributions.

Additionally, despite their high computational cost, this thesis presents both SV-based
and LOO-based data valuation methods for FL. SV-based methods, such as TMC-
Shapley and G-Shapley, provide theoretically strong estimates of individual sample con-
tributions, yet their high computational cost significantly restricts scalability. However,
LOO-based methods offer a more practical alternative through localized exclusion-based
evaluations. Experimental results showed that, despite their simplicity, LOO-based
methods achieved comparable accuracy improvements relative to SV-based methods,

while incurring significantly lower computational cost.
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This thesis presents two innovative adaptive quantization methods designed to enhance
communication efficiency while preserving privacy in FL. The first method system-
atically reduces quantization bit-length over the training process by using a global
bit-length scheduler based on round-based cosine annealing, so balancing communica-
tion efficiency with model accuracy. Moreover, a new client-based adaptive quantization
method is proposed, dynamically changing bit lengths based on dataset entropy and
size, so prioritizing clients with larger and more informative data. These quantization
methods are combined with a Laplacian-based DP mechanism to provide better privacy
guarantees and so reduce privacy risks without appreciably compromising model perfor-
mance. In addition, the effectiveness of these methods was tested on standard datasets
such as CIFAR10 and MNIST, as well as specialized medical image datasets such as
PAP-Smear, Pneumonia (Chest X-ray), and BreakHisV1. The experiments showed that
these methods significantly reduced communication overhead, even in the presence
of noise introduced by Laplacian-based DP, which is particularly critical for sensitive
medical datasets. These results emphasized the viability and effectiveness of combining

adaptive quantization with privacy-preserving methods in complex FL environments.

5.2. Future Directions

The computational overhead of the proposed methods will be studied, including lightweight
and scalable solutions that maintain learning accuracy while reducing resource demands
in large-scale and real-world FL cases. Optimal starting round strategies for sample
selection and adaptive techniques for dynamically adjusting hyperparameters, such as
contamination rates in OCSVM and IF, will be examined to enhance robustness across
varying noise levels without manual tuning. The methods will also be refined to handle
more complex data types, especially in real-world FL scenarios involving heterogeneous

devices and non-1ID data distributions.

Adaptive quantization strategies will be studied, exploring more advanced algorithms for
accurately estimating client importance, with the aim of further improving the balance
between communication efficiency and learning accuracy in large-scale FL. Addition-
ally, advanced privacy-preserving mechanisms, such as SMC, will be investigated to
strengthen privacy guarantees in FL. These enhancements aim to optimize communica-

tion and privacy trade-offs, making FL more applicable to real-world problems.
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